Consu I l er ATTORN%F TEXAS

“Comerica Identity Check” is a Scam

The latest “phishing” spam appears to be from Comerica Bank, but Comerica Bank officials
confirm that the warning does not originate from their company.

The email says, “We recently reviewed your account, and we suspect an unauthorized ATM
and/or PIN-based point of sale transaction on your account.”

The consumer is then urged to visit a website and enter username and password for online
banking. The spammer would then be able to log into the consumer’s account.

We cannot say it often enough: do not respond to an unsolicited email asking you to divulge
sensitive personal or financial information. Banks do not call or email customers asking for
this information. Delete the email or hang up.

Sincerely,
Greg Abbott,
Attorney General of Texas
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