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PREFACE

HIPAA and Senate Bill 1136

Congress enacted the Health Insurance Portability and Accountability Act of 1996 (the “HIPAA
statute) to improve the portability and continuity of health insurance coverage and establish
standards for administrative simplification. The HIPAA statute directs the U.S. Department of
Health and Human Services (HHS) to promulgate standards for the electronic exchange, privacy
and security of health information. Pursuant to that directive, HHS issued regulations, known as
the HIPAA Privacy Rule, that establish national standards for the protection of certain health
information. The HIPAA statute and the HIPAA Privacy Rule are referred to collectively as
“HIPAA” in this report, except as context indicates otherwise.

HIPAA contains express preemption provisions. Senate Bill 1136, passed in 2003 by the 78th
Texas Legislature, requires the Office of the Attorney General (OAG) to perform an analysis of
state law to determine which provisions related to the privacy of individually identifiable health
information are “preempted by the Health Insurance Portability and Accountability Act and
Privacy Standards.” See TEX. HEALTH & SAFETY CODE ANN. § 181.251 (Vernon Supp. 2004-
05). Senate Bill 1136 allows the OAG to establish a Task Force to assist and advise the Attorney
General in performing the preemption analysis. 1d. § 181.252(a). The legislation requires that
the Task Force include a public member, a member from the Texas State Board of Medical
Examiners, a member employed by a hospital licensed in Texas, and a member employed by a
pharmaceutical manufacturer. Id. § 181.252(c)(1)-(4).

No later than November 1, 2004, the Attorney General is required to file a report with the
presiding officer of each house of the Legislature that identifies the state laws the Attorney
General believes are preempted by HIPAA and which must contain the Attorney General’s
recommendations for legislation to make the state laws consistent with HIPAA. Id. § 181.252(a),

(b).

The Task Force

Potential members of the Task Force were asked to respond to a questionnaire seeking
information regarding their experience with HIPAA and state privacy laws. Several Task Force
members also submitted articles, reports, manuals, and other documentation evidencing their
experience with HIPAA and state privacy laws. The OAG selected a balanced group of
appointees with varied experience in both the private and public arenas and with experience in
working with state privacy laws and/or having substantive knowledge of HIPAA.

The members of the Task Force and a brief summary of their qualifications are as follows:
1. Joan Carol Bates — Assistant General Counsel, Texas Department of Health

(TDH) (now Department of State Health Services). Ms. Bates is the lead attorney
for ensuring TDH compliance with HIPAA and worked on the adoption of agency
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rules, policies, and procedures. She also reviewed and analyzed all statutes
affecting any program or function within TDH or related HHS agencies that use or
disclose private health information.

2. Pamela Laura Beach — Attorney. Ms. Beach serves as privacy counsel for 34
community mental health and mental retardation centers around Texas. She
assisted the Texas Department of Mental Health & Mental Retardation (MHMR)
in developing its preemption analysis and interpretive guidelines and has
organized two statewide workshops on HIPAA.

3. Bill Bingham — Deputy for Regulatory Matters, Texas Department of Insurance
(TDI). Mr. Bingham has worked for 5 % years interpreting confidentiality/privacy
statutes for TDI.

4. Jeffrey Boyd — Partner, Thompson & Knight. As former Deputy Attorney General
for Litigation, Mr. Boyd routinely dealt with issues under the Texas Public
Information Act, several of which dealt with the Health & Safety Code and
HIPAA. He also assisted some state agencies in determining whether they were a
HIPAA-covered entity and whether certain information was subject to HIPAA’s
non-disclosure requirements.

5. Kim Alan Caldwell — R.Ph., Novartis Pharmaceuticals Corporation. Mr. Caldwell
is a member of the Texas State Board of Pharmacy and has served as privacy
officer for an electronic prescription company. *

6. James S. Cole — D.D.S., Texas A&M University System, Dean, Baylor College.
Dr. Cole served as chair, Texas A&M University System Task Force on HIPAA
Compliance.

7. Lee Dickinson — Assistant General Counsel, Texas Health & Human Services
Commission. Ms. Dickinson wrote the initial HIPAA policies for Medicaid acute
care services and the Children’s Health Insurance Program (CHIP).

8. David E. Garza — D.O., Member, Board of Medical Examiners. Dr. Garza is a
family practitioner. 2

9. R. Kenneth Gordon — Shareholder, Baker & McKenzie (formerly with Jenkens &
Gilchrist). Mr. Gordon is lead author of a HIPAA privacy manual, HIPAA
Privacy: Navigating Texas & Federal Regulations, and has spoken on HIPAA at
various seminars, including the UT Health Law Conference and the Texas

! Kirsten Arnold, Assistant General Counsel to the Texas State Board of Pharmacy, assisted the Task Force.

2 Jennifer Kauffman, Assistant General Counsel to the Texas State Board of Medical Examiners, also
assisted the Task Force.
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10.

11.

12.

13.

14.

15.

16.

17.

18.

Hospital Association.

Deborah Cortez Hiser — Attorney, Brown McCarroll (formerly with Hilgers &
Watkins). Ms. Hiser developed Hilgers & Watkins” HIPAA Privacy Compliance
Manual and has drafted policies and procedures for hospitals, hospital districts,
multi-specialty clinics, MHMR centers and a state agency. She served as a
member of the Legislative Task Force on Privacy, 78th Legislative Session.

Barbara Holthaus — Attorney, Office of General Counsel, The University of Texas
System. Ms. Holthaus designed and drafted the HIPAA compliance program for
UT System administration which primarily involves the office of Employee Group
Insurance’s self-funded health insurance plan.

Peter Kennedy — Partner, Graves Dougherty Hearon & Moody (formerly with
George & Donaldson, LLP). Mr. Kennedy has served as adjunct professor at The
University of Texas School of Law, teaching a seminar on “Free Speech and the
Internet.” His firm represents a number of media clients.

Noelle C. Letteri — Staff Attorney, General Land Office. Ms. Letteri acts as legal
advisor to the Texas State Veterans Homes (TSVH) regarding privacy matters and
assisted in writing policies and procedures for HIPAA compliance.

Ronald Lindsey — Public Member. Mr. Lindsey retired from state government in
1999. He served in numerous high-level positions including Commissioner,
Texas Department of Human Services, and Health and Human Services Policy
director for Governor George W. Bush.

Margaret O’Donnell — Senior Attorney, CHRISTUS Health Legal & Governance
Services. Ms. O’Donnell has served during the past three years on the
CHRISTUS Health HIPAA Compliance Action Committee and has trained staff
and physicians.

Janet E. Smith — Attorney and former Privacy Officer, Texas Department of
Mental Health and Mental Retardation (MHMR). Ms. Smith was the staff
attorney responsible for MHMR’s compliance with HIPAA and wrote Interpretive
Guidance on Laws Pertaining to Privacy of Mental Health & Mental Retardation
Records for the TDMHMR Service Delivery System.

Lee A. Spangler — Associate General Counsel, Texas Medical Association.
Mr. Spangler has made presentations on HIPAA to county medical societies and
physician associations and is co-author of HIPAA: Take the Bull By the Horns.

Brenda T. Strama — Partner-in-Charge, Vinson & EIkins health care operations.
Ms. Strama has developed privacy policies and procedures for more than 50
health care clients and more than 20 group health plans. She is a noted expert on
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19.

20.

health care privacy and has given numerous presentations on HIPAA at national
and state seminars and conferences.

Helen Timbes — M.B.A., R.H.L.A., former Director of Clinical Information
Services and Institutional Privacy Officer, Texas Tech University Health Sciences
Center School of Medicine. Ms. Timbes was responsible for coordinating a
system-wide effort to become HIPAA compliant.

Matthew T. Wall — Associate General Counsel, Texas Hospital Association.
Mr. Wall is co-author of a comprehensive HIPAA state preemption manual,
HIPAA Privacy: Navigating Texas & Federal Regulations.

The Task Force was chaired by Edna Ramén Butts, Special Assistant Attorney General. The
Task Force was assisted by the following OAG attorneys and staff:

1.

2.

Suzanna Basinger — Assistant Attorney General, General Counsel Division

Shelley Dahlberg — Assistant Attorney General, General Counsel Division (now
with General Litigation Division)

Denise Donnelly — Legislative Liaison, Intergovernmental Relations Division

Lesli Ginn — Law Clerk, Antitrust & Civil Medicaid Fraud Division
Kay Hastings — Assistant Attorney General, Open Records Division

William (Bill) Hill — Assistant Attorney General, Opinions Committee Division

Audrey Knight — Assistant Attorney General, General Counsel Division

Cynthia O’Keeffe — Assistant Attorney General, Antitrust & Civil Medicaid Fraud
Division

Because of the extensive number of state laws to be reviewed, the Task Force was divided into
five groups. Each group, which was led by an OAG attorney, was assigned specific statutes and
related rules to review. The composition of the groups and their assigned statutes are as follows:

Group 1:

Health & Safety Code

Bill Hill, Audrey Knight, and Denise Donnelly, OAG

Joan Bates, TDH

Helen Timbes, Texas Tech University Health Sciences Center School of Medicine
Brenda Strama, Vinson & Elkins

Kenneth Gordon, Baker & McKenzie

Ron Lindsey, Public Member



Group 2:

Group 3:

Group 4:

Group 5:

Insurance Code and Civil Statutes

Edna Ramon Butts, OAG

Bill Bingham, TDI

Barbara Holthaus, UT System

Deborah Cortez Hiser, Brown McCarroll

Occupations Code and Labor Code

Shelley Dahlberg and Suzanna Basinger, OAG
David Garza, D.O., TSBME

Kim Caldwell, Novartis Pharmaceuticals

Matt Wall, Texas Hospital Association

Lee Spangler, Texas Medical Association

Family Code, Education Code, Civil Practice & Remedies Code, Penal Code,
Code of Criminal Procedure

Cynthia O’Keeffe, OAG

Margaret O’Donnell, CHRISTUS

Pamela Beach, MHMR centers counsel

Janet Smith, MHMR

Peter Kennedy, Graves Dougherty Hearon & Moody

Government Code, Human Resources Code, Business & Commerce Code,
Rules of Civil Procedure, Rules of Appellate Procedure, Transportation Code

Kay Hastings, OAG

Lee Dickinson, HHSC

Noelle Letteri, GLO

James Cole, D.D.S., Texas A&M University System
Jeff Boyd, Thompson & Knight

PROCESS FOR REVIEW AND ANALYSIS OF STATE LAW

The Task Force employed several different search techniques to gather all the state laws relevant
to the OAG’s preemption analysis. Attorneys at the OAG searched online legal databases, such
as Westlaw, using terms related to the privacy of health information. OAG attorneys also
reviewed the table of contents in the various Texas codes to search for any laws that the text
search did not capture. In addition, the OAG contacted state agencies that designated themselves
as covered entities, both hybrid and wholly covered, to determine whether they had encountered
any state laws that conflicted with HIPAA. Laws identified by those agencies that were not
already part of the OAG’s list were added. Once the various groups began meeting, they
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reviewed their assigned codes to look for any additional statutes that had not been captured by
the initial searches. In addition, because HIPAA defines “state law” broadly to include “a
constitution, statute, regulation, rule, common law, or other State action having the force and
effect of law,” the groups also endeavored to find any relevant provisions outside of Texas’
statutes. See 45 C.F.R. § 160.202 for definition of “state law.”

Once the groups identified all provisions of state law that could potentially conflict with HIPAA,
they sorted the laws into the following categories:

1. State laws reviewed, but determined not to be related to HIPAA;
2. State laws reviewed and determined to be related to HIPAA, but not contrary to it;
3. State laws reviewed, determined to be related to HIPAA and contrary to it, but

excepted from preemption under HIPAA’s exceptions; and

4. State laws reviewed, determined to be related to, contrary to, and preempted by
HIPAA.

The table of state laws was prepared as part of this report and includes laws that were found not
to be related to or contrary to HIPAA, as well as laws that were found to be preempted by
HIPAA. The Task Force designed the table to provide the Legislature with a complete record of
the Task Force’s process, not just a list of state laws it found to be preempted by HIPAA.

Scope of Review

Senate Bill 1136 instructed the Attorney General to “perform an analysis of state law to
determine which provisions of state law related to the privacy of individually identifiable health
information are preempted by the Health Insurance Portability and Accountability Act and
Privacy Standards.” TEX. HEALTH & SAFETY CODE ANN. 8§ 181.251 (Vernon Supp. 2004-05).
At the same time, the Attorney General was charged with preparing this report to the Legislature,
to “identif[y] the laws the attorney general believes are preempted by the Health Insurance
Portability and Accountability Act and Privacy Standards.” Id. § 181.252. Although the HIPAA
statute concerns a number of subjects such as insurance portability and administrative
simplification, the Task Force limited its review, pursuant to Senate Bill 1136, to a preemption
analysis of the privacy provisions of the HIPAA statute and the HIPAA Privacy Rule only.

The HIPAA Privacy Rule, promulgated pursuant to the HIPAA statute, is a comprehensive and
technical set of privacy regulations. Consequently, in each case the principal task was to measure
state law against the Privacy Rule.

As a starting point, the Task Force considered the broadest class of state laws that posed a
potential for conflict with HIPAA. Senate Bill 1136 specifies a review of “state law related to
the privacy of individually identifiable health information,” which is also a HIPAA-defined
phrase. HIPAA defines “related to the privacy of individually identifiable health information”
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specifically to mean “with respect to a State law, that the State law has the specific purpose of
protecting the privacy of health information or affects the privacy of health information in a
direct, clear, and substantial way.” 45 C.F.R. 8 160.202. However, in the course of Task Force
review, it became apparent that an analysis confined to state laws strictly meeting the HIPAA
definition of “related to” would not fully identify for the Legislature all state laws that might be
preempted by HIPAA. In fact, there are only two types of state laws that could be preempted
under the first definition of “contrary to” in HIPAA: laws that prohibit an individual’s required
access to protected health information (PHI) and laws that prohibit the Secretary’s right of access
to PHI. Neither of these types of laws would meet the narrow definition of “related to the
privacy of individually identifiable health information.” Moreover, there are several types of
exceptions to preemption that would be superfluous if HIPAA preempts only laws related to the
privacy of individually identifiable health information (I1HI). Specifically, if only those laws that
meet the narrow definition of “related to” could be preempted, there would be no need for the
exceptions to preemption contained in subsections (a), (c), and (d) of 45 C.F.R. § 160.203. (See
discussion infra p.10.) Consequently, the Task Force considered not only those state laws that
relate to the privacy of individually identifiable health information in the narrow sense, but also
other state laws that relate to HIPAA.

While it became apparent that the scope of state laws reviewed should be broad in order to fully
inform the Legislature, it also became apparent that the classes of laws that HHS defines as
“contrary” likely would be narrow. The HIPAA regulations provide:

‘Contrary’ when used to compare a provision of State law to a standard,

requirement, or implementation specification required by the HIPAA regulations,

means:

1. A covered entity would find it impossible to comply with both the State
and federal requirements; or

2. The provision of State law stands as an obstacle to the accomplishment
and execution of the full purpose of [HIPAA].

45 C.F.R. § 160.202. As illustrated in the table below, a covered entity will almost never find it
impossible to comply with both state law and HIPAA.



HIPAA

STATE LAW

RESULT

Requires a use/disclosure

Prohibits a use/disclosure

State law is contrary.

Prohibits a use/disclosure

Authorizes the prohibited
use/disclosure

State law is not contrary under
first prong of definition —
covered entity could choose not
to use or disclose in manner
authorized by state law; law may
still be contrary under second

prong.

Authorizes a use/disclosure

Prohibits a use/disclosure

State law is not contrary under
first prong of definition —
covered entity could choose not
to make disclosure authorized
under HIPAA and be in
compliance with HIPAA and
state law; state law may still be
contrary under second prong of
definition.

Prohibits a use/disclosure

Requires a use/disclosure

State law is not contrary — the
use or disclosure required by
state law is permitted under 45
C.F.R. 8 164.512 (a)(1), which
allows covered entities to use
PHI or make disclosures that are
required by state law.

Requires a use/disclosure

Authorizes a use/disclosure

State law is not contrary —
covered entity could make the
disclosure under HIPAA and
state law.

Authorizes a use/disclosure

Requires a use/disclosure

State law is not contrary —
covered entity could make the
disclosure under HIPAA and
state law.

Indeed, HHS guidance offers one of the few scenarios that meets the first prong of the definition
of “contrary” - when HIPAA requires a use or disclosure, specifically an individual’s access to
his or her own records, and state law prohibits the access. The only other scenario for a truly
“contrary” law, such that it is impossible to comply with both HIPAA privacy provisions and
state law, would appear to be when a state law effectively denies the Secretary of HHS access to

a covered entity’s records.
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Under the second definition of “contrary,” a state law may be preempted, even though an entity
could comply with both the state and federal requirements, because the state law “stands as an
obstacle to the accomplishment and execution of the full purpose of” HIPAA. HHS has
indicated the importance of the second definition to HIPAA’s administrative simplification
provisions, but has provided less guidance about its application to privacy provisions. See 64
Fed. Reg. 59918, 59997 (Nov. 3, 1999); OCR Privacy Rule Summary at 17 (available at
http://www.hhs.gov/ocr/privacysummary.pdf (rev'd 05/03)). Complicating the analysis is the fact
that, unlike administrative simplification, which is intended to establish a uniform national
standard, HIPAA privacy provisions are intended only to establish a federal “floor.”

Nonetheless, there are many provisions in state law that may not rise to the level of the HHS
definition of “contrary,” but that may be in tension or conflict with HIPAA. Such conflicts or
differences generally have been noted for several reasons. In instances where state law
authorizes that which is prohibited by HIPAA, compliance may be facilitated if the prohibitions
of the state law and the federal law are uniform. In this regard, the Task Force noted differences
in state and federal law, where concepts that play a central role in HIPAA do not exist in state
law. For instance, Texas law does not contain provisions comparable to those in HIPAA such as
“business associate contracts” and “organized health care arrangements.” Additionally, Texas
law does not incorporate the broad disclosures authorized in HIPAA’s section for “treatment,
payment, and health care operations.” The Task Force considered it important to provide the
Legislature with the broadest body of information possible in understanding the differences
between state law and HIPAA and difficulties that covered entities may have in complying with
both sets of laws.

Large classes of state laws are saved from preemption because of the breadth of HIPAA’s
permitted uses and disclosures. A non-exhaustive list of those permitted uses and disclosures
relied upon most often by the Task Force is as follows:

1. Uses and disclosures to the individual, 45 C.F.R. § 164.502 (a)(2);

2. Uses and disclosures for treatment, payment or health care operations, 45 C.F.R. 8
164.506;

3. Uses and disclosures that are required by law, 45 C.F.R. § 164.512 (a);

Uses and disclosures for public health activities, 45 C.F.R. § 164.512 (b);

Uses and disclosures for health oversight activities, including audits; civil,

administrative, or criminal investigations; inspections; licensure or disciplinary

actions; civil, administrative, or criminal proceedings or actions, 45 C.F.R. 8

164.512(d);

6. Disclosures for judicial and administrative proceedings, 45 C.F.R. § 164.512(e);
and

7. Disclosures for law enforcement purposes, 45 C.F.R. § 164.512(f), and in
particular § 164.512(f)(1)(ii)(C), which authorizes disclosures pursuant to an
administrative request, including an administrative subpoena or summons, a civil
or an authorized investigative demand, or similar process authorized by law.

ok

In analyzing whether a law fits into one of the permitted use and disclosure provisions of
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HIPAA, the Task Force generally noted the relevant provision in the attached table. It is
important to note, however, that enumerating a permitted use and disclosure provision is not
tantamount to a conclusion that no other provision applies. Moreover, not specifying a permitted
use and disclosure provision should not be construed to mean that one is not applicable.

In many instances in which the Task Force noted that a state statute authorizes (rather than
mandates) that which is prohibited by HIPAA, no specific recommendations were made. If the
Legislature chooses to amend these statutes, it has several options, including: (1) leave the
substance of the state law intact, but add a reference to HIPAA’s additional requirements or
inconsistent provisions, see, e.g., discussion of section 153.371 of the Texas Family Code; (2)
make the state law that authorizes use or disclosure mandatory so that the provision of HIPAA
that permits use or disclosure if required by law applies, 45 C.F.R. § 164.512(a); or (3) require
that the authorized use or disclosure comply with federal law, specifically HIPAA. By choosing
the first option, the Legislature could take the opportunity to minimize confusion for Texas’
covered entities. By choosing the second option, making use or disclosure mandatory where
HIPAA prohibits it or prohibiting use or disclosure where HIPAA permits it, the Legislature
would, in effect, allow state law to control. Conversely, by choosing the third option, the
Legislature would choose to let HIPAA control. A factor to consider in weighing these options is
that HIPAA applies to covered entities only, while state law may apply to non-covered entities as
well as to covered entities.

Even where a law is found to be contrary, HIPAA provides certain exceptions from the general
rule of preemption. According to this general rule, a state law that is “contrary” to a standard,
requirement or implementation specification of HIPAA will be preempted, unless the state law
falls under one of the following four categories of exceptions:

1. The state law has been the subject of a determination by the Secretary [of Health
and Human Services] in which the state law was held not to be preempted:;

2. The state law is more stringent than HIPAA;

3. The state law provides for the reporting of disease, injury, child abuse, birth or
death, or for the conduct of public health surveillance, investigation, or
intervention; or

4. The state law governs accessibility to, or the reporting of information in the
possession of health plans for the purpose of certain audits, licensure, or program
monitoring and evaluation.

See 45 C.F.R. § 160.203. The exceptions found to apply most often were the second exception,
the state law is more stringent than HIPAA, and the third exception, reporting of child abuse.
State laws are generally “more stringent” than HIPAA where: (1) they are more restrictive with
respect to use and disclosure of PHI by covered entities; (2) they offer individuals who are the
subjects of personally identifiable health information greater rights of access to or amendment of
their PHI; or (3) they provide an overall greater amount of privacy protection to such individuals.
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The general counsels of 37 state agencies that administer, implement or enforce the laws the Task
Force reviewed were provided the opportunity to review and comment on this report in draft form
before it was made final. This analysis represents the Task Force’s best judgment about the
interplay between HIPAA and Texas laws that were identified as affecting health information.
HIPAA is complex and relatively new and the healthcare legal community’s understanding and
interpretation of it is still evolving. Additionally, state and federal law is not static, and new
legislation, regulations, and judicial and administrative interpretation may affect the analysis.
Consequently, this report should be viewed as a “snapshot,” and HIPAA preemption analysis
should be an ongoing process for private and governmental entities affected by HIPAA.

To complicate matters further, this report was prepared concurrently with implementation of the
extensive health and human services agency reorganization under House Bill 2292, 78th
Legislature, Regular Session. This 2003 legislation consolidated 12 HHS agencies into five, and
transferred and reorganized authority, functions and accountability within the agencies. Although
most of the functions these agencies perform will continue under the auspices of a different
agency’s name, most of these agencies no longer exist effective September 1, 2004. The newly
created consolidated agencies are in the process of reassessing authority and functions, as well as
covered entity status under HIPAA, as this report is being finalized. In order to reflect the
statutory text in effect at the time of this report, the Task Force has retained references to legacy
agency names as they appear in the statutes. However, many of the changes called for by House
Bill 2292 took effect on an administrative level during the analysis and drafting of this report,
resulting in whole or in part in (1) changes to the names of the administrative agencies, (2)
changes to the titles of the rules, and (3) amendments or repeal of the rules. Therefore, to the
extent possible, every attempt was made to update the table for the Texas Administrative Code so
that the Legislature will be directed to the rules as they existed at the time of the printing of this
report.

Recurring Issues

Most of the state laws reviewed in these categories were found not to be preempted by HIPAA
because it is not impossible to comply with both laws and state law does not appear to pose an
obstacle to the purposes of HIPAA. However, because the requirements of state law and HIPAA
are different in most cases, there may be some confusion that could be clarified by addressing
these issues separately in the text of this report.

1. Written Authorizations

Many state laws address written authorizations a covered entity must receive before it is
permitted to disclose PHI to third parties. However, various state laws refer to these
written authorizations using different terms, such as “consent,” “consent form,” “release,”
“written release,” “written consent,” and “waiver.” See, e.g., TEX. HEALTH & SAFETY
CODE ANN. 88 44.072-073 (Vernon 2001); 47.008 (Vernon Supp. 2004-05); 81.103
(Vernon 2001); 161.0073 (Vernon Supp. 2004-05); 611.004; 611.006; 773.092-093
(Vernon 2003); TEX. Occ. CobE ANN. 8§ 159.005 (Vernon 2004). Using uniform
terminology to refer to written authorizations will facilitate compliance.
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HIPAA 45 C.F.R. 8 164.508(c)(1) describes the core elements for a valid authorization,
and 45 C.F.R. § 164.508(c)(2) requires that the authorization contain certain statements,
such as the individual’s right to revoke the authorization. For an authorization to be
consistent with both HIPAA and state laws, it will need to contain HIPAA’s core elements
and requirements and the requirements of state law.

2. Decedents

HIPAA explicitly states that deceased persons are entitled to HIPAA’s privacy protections
in 45 C.F.R. 8 164.502(f), but allows disclosures in certain situations. For example,
HIPAA 45 C.F.R. 8 164.512(f)(4) authorizes a covered entity to disclose PHI about a
decedent to a law enforcement official if there is a suspicion that the death may have
resulted from criminal conduct. HIPAA 45 C.F.R. § 164.512(g) authorizes use and
disclosure of information about decedents to a coroner or medical examiner for the
purpose of identifying a deceased person, determining cause of death or other duties as
authorized by law; to funeral directors if necessary to carry out their duties; to organ
procurement organizations for the purpose of facilitating organ, eye or tissue donation and
transplantation, and; for research under strict conditions.

Under Texas common law, the right to privacy is purely personal and terminates upon the
death of the person whose privacy is invaded.®* However, there are state statutes that
confer confidentiality in many instances. In the very limited circumstances where no state
statute provides for the confidentiality of the information, this rule of Texas common law
stands as an obstacle to the full purposes and intentions of HIPAA. A covered entity must
comply with HIPAA’s privacy protections for decedents.

3. Costs for Copies

State laws and administrative rules set varied fees for copying records. HIPAA 45 C.F.R.
8§ 164.524 authorizes a covered entity to impose a reasonable, cost-based fee that includes
only the cost of copying, including the cost of supplies and labor for copying; postage, if
mailed; and preparing an explanation or summary of the protected health information if
the explanation or summary is agreed to by the individual.

In the commentary that accompanied the original adoption of the HIPAA privacy
regulations, HHS stated that for enforcement purposes “[f]ees for copying and postage
provided under state law, but not for other costs excluded under this rule, are presumed
reasonable.” 65 Fed. Reg. 82557.

Any state laws that allow a covered entity to impose a fee if an individual or his/her
authorized representative merely wishes to inspect (rather than obtain copies of) those

% Cox Texas Newspapers v. Wooten, 59 S.W. 3d 717 (Tex. App. - Austin 2001, pet. denied); Moore v.
Charles B. Pierce Film Enterprises, Inc., 589 S.W.2d 489 (Tex. Civ. App. - Texarkana 1979, writ ref’d n.r.e.).
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records are preempted by HIPAA.

Records Retention

Many state laws reviewed specify certain time periods for which records must be kept or
periods after which destruction of certain records may or even must be destroyed.

HIPAA does not impose a records retention requirement for PHI. 65 Fed. Reg. 82462,
82462 (Dec. 28, 2000). However, HIPAA 45 C.F.R. § 164.530(j)(2) requires a covered
entity to maintain its policies and procedures, and for any “action, activity, or designation
... required by this subpart to be documented, maintain a written or electronic record of
such action, activity, or designation.” HIPAA 45 C.F.R. § 160.310(a) requires a covered
entity to keep such records to allow HHS’ Office for Civil Rights (OCR) to ensure the
covered entity is in compliance with the rules. HIPAA 45 C.F.R. § 160.310(c) specifies
that these records may include PHI:

A covered entity must permit access by the Secretary during normal
business hours to its facilities, books, records, accounts, and other sources
of information, including protected health information, that are pertinent
to ascertaining compliance with the applicable requirements of this part
160 and the applicable standards, requirements, and implementation
specifications of subpart E of part 164 of this subchapter.

45 C.F.R. §160.310(c)(1). (Emphasis added.)

HIPAA 45 C.F.R. § 160.522 places a six-year statute of limitations upon OCR to bring an
action against a covered entity for non-compliance. Commentary indicates the six-year
documentation period in 45 C.F.R. § 164.530(j) was selected to complement the six-year
statute of limitations on OCR investigations: “We established the retention period at six
years because this is the statute of limitations for the civil monetary penalties. This rule
does not apply to all pharmacy records, but only to the documentation required by this
rule.” 65 Fed. Reg. at 82750.

In addition, under HIPAA 45 C.F.R. § 164.528(d), an individual has a right to an
accounting from a covered entity of certain disclosures made by the covered entity during
the previous six years. Again, OCR commentary indicates that this six-year requirement
was selected to dovetail with the other six-year retention requirements:

In the final rule, we provide that individuals have a right to an accounting
of the applicable disclosures that have been made in the six-year period
prior to a request for an accounting. We adopt this time frame to conform
with the other documentation retention requirements in the rule. We also
note that an individual may request, and a covered entity may then provide,
an accounting of disclosures for a period of time less than six years from
the date of the request.
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65 Fed. Reg. at 82744.

OCR also indicated that the accounting requirement is designed to provide a mechanism
to provide individuals a red flag that there may be a problem with their records that
justifies the filing of a complaint:

The provision serves multiple purposes. It provides a means of
informing the individual as to which information has been sent to
which recipients. This information, in turn, enables individuals to
exercise certain other rights under the rule, such as the rights to
inspection and amendment, with greater precision and ease. The
accounting also allows individuals to monitor how covered entities
are complying with the rule. Though covered entities who
deliberately make disclosures in violation of the rule may be
unlikely to note such a breach in the accounting, other covered
entities may document inappropriate disclosures that they make out
of ignorance and not malfeasance. The accounting will enable the
individual to address such concerns with the covered entity.

Id. at 82462.

The absence of an explicit records retention period in the Privacy Rule is exceedingly
difficult to reconcile with the enforcement rights of HHS and individual rights to a
meaningful accounting. In declining to adopt a retention period for the documents
underlying an accounting, HHS took note of variation in state retention laws, as well as
the cost to some entities of increasing the retention period. 65 Fed. Reg. 82743, 82749-
50. HHS declined to balance the financial burden of a records retention period against
the interests of enforcement and, more importantly, the interests of individual citizens in a
meaningful accounting of the disclosures of their protected health information. This
exercise was properly left to state legislatures. In sum, HIPAA’s six-year records
retention requirements expressly apply to certain records described in the Privacy Rule,
not to PHI generally. But a shorter state law retention period applied to a record or
documents containing PHI that has been disclosed, arguably would stand as an obstacle to
the right to an accounting of disclosures under HIPAA. Because the Task Force wishes to
alert the Legislature to instances in which a state law document retention or destruction
timetable may conflict with the ability of individuals to obtain a full accounting of
disclosures, it has classified such laws as “possibly contrary” under the second prong of
the definition.

Authorized Representatives

HIPAA 45 C.F.R. § 164.502(g) defines personal representatives as persons who have the
authority under applicable law to make health care decisions on behalf of adults or
emancipated minors, as well as parents, guardians or other persons acting in loco
parentis, who have the authority under applicable law to make health care decisions on
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behalf of unemancipated minors.

Persons who are authorized under state law to make health care decisions on behalf of
other individuals will also be personal representatives under HIPAA.

Notes Relevant To Particular Codes

1. Health and Safety Code

Commentary: Comments to the Health and Safety Code provisions were made on
essentially two levels. In considering any given statute, a line-by-line comparison to the
text of HIPAA was done and notes made of relevant differences. There were several
provisions, while not contrary to HIPAA, that could benefit from a global approach to
statutory revisions.

For instance, the Health and Safety Code has more than 50 statutes expressly concerning
confidentiality. Whether HIPAA preempts the confidentiality statutes involving health
information is addressed in the Health and Safety Code analysis in tabular form.
However, in the course of the Task Force’s review it was noted that the various
confidentiality statutes in the Code differ within the Code and across Codes, e.g., the
Occupations Code. Some Task Force members suggested that a confidentiality provision
broadly applicable to healthcare professionals and entities would simplify compliance.

In a similar vein, HIPAA preemption is complicated by the fact that certain constructs in
HIPAA, such as business associates, exceptions for health care operations, or organized
health care arrangements, have no counterpart in state law. Some Task Force members
have suggested incorporating those constructs into state healthcare information privacy
law.

House Bill 2292: At the time the Task Force was performing its review, much of the
structure of the state’s health agencies was in flux owing to changes made during the 78th
Legislature, most saliently those changes made pursuant to House Bill 2292. As was the
case in Attorney General Opinion GA-0083 (2003), it is not always possible to determine
how information will be shared or used when the various organizations have not fully
implemented their reorganizations nor their rules. If doubt was ever cast on a provision
because of potential changes in the wake of House Bill 2292, a notation was made.
Because certain aspects of the transition had not been finalized by the time of this report,
certain elements may call for re-analysis.

Cateqgories: Because of the large number of statutes under consideration, subgroups of
the larger group initially categorized the statutes. A number of statutes arguably could be
categorized as either “not related” (NR) or “related but not contrary” (RNC), but either
way would not be contrary to HIPAA.

Generally, statutes were categorized without including commentary when the analysis was
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relatively straightforward. In other cases, the group merely noted which provisions of the
law under consideration made it relevant to HIPAA's privacy provisions. Other laws that
were more difficult to reconcile were given detailed explanations.

Abbreviations: The group made use of several abbreviations, explained below:

RNC: related, not contrary

NC: not contrary

NR: not related

RBL: required by law

TPO: permitted disclosures for “treatment, payment, and health care
operations” in 45 C.F.R. § 164.506

HCO: health care operations

OHCA: organized health care arrangement

BA: business associate

CE: covered entity

Occupations Code

As was the case with other codes, there were many provisions of the Occupations Code
that were different from, but not contrary to, HIPAA and the Privacy Rule. In this context,
however, the Task Force felt it especially persuasive to leave state law intact because there
are large numbers of health care providers who continue to be outside the scope of HIPAA
because they do not engage in any of HIPAA'’s standard transactions electronically.

Regarding the Occupations Code provisions for confidentiality of peer review committee
records, see TEX. Occ. CODE ANN. 88 160.007, 202.455 (Vernon 2004), the Task Force
did not intend to decide that peer review committees necessarily are covered entities under
HIPAA. The Task Force’s analysis of those laws considered a peer review committee may
have determined that it is a covered entity by virtue of the fact that it is contained within a
covered entity such as a hospital.

Government Code — The Texas Public Information Act

The Task Force members were faced with numerous situations in which they were forced
to confront the interplay of the HIPAA Privacy Rule with the Texas Public Information
Act (P1A), chapter 552 of the Government Code. Because some governmental bodies
subject to the PIA are also covered entities subject to the Privacy Rule, some information
subject to required disclosure under the PIA may also be protected health information
subject to the Privacy Rule. In deciding questions about the disclosure of PHI by
governmental bodies that are covered entities, the Task Force relied on the Attorney
General’s analysis of the interplay of the two laws in Open Records Decision No. 681
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(2004).* In that decision, the Attorney General determined, among other things, that when
a covered entity that is a governmental body subject to the PIA is presented with a request
under the PIA for protected health information from a member of the public, it must
evaluate the disclosure under the PIA rather than the Privacy Rule. It merits mention that
the decision did not conclude that the PIA trumped HIPAA wholesale. Rather, it cited
federally issued HIPAA guidelines that advised federal agencies that are also covered
entities under HIPAA that, when faced with a request for PHI, to look to the Freedom of
Information Act (the federal counterpart to the PIA), not to the HIPAA Privacy Rule, to
determine the extent of the required public disclosure of the information. See 65 Fed. Reg.
82462, 82482 (2000). By extension, the Attorney General reasoned that state and local
governmental bodies in Texas should look to the PIA, not the Privacy Rule, to discern
whether and to what degree disclosure is required. The decision also determined that in all
other respects, including disclosure of information that is not requested under the PIA,
governmental bodies that are covered entities must comply with the Privacy Rule.
Consequently, when the Task Force considered a state law that affects the public
disclosure of PHI by a governmental body that is a covered entity, in accordance with the
Attorney General’s analysis in Open Records Decision No. 681, the statute was
determined to be not contrary to the Privacy Rule.

Six lawsuits challenging open records rulings of the Attorney General concerning the
release of requested information by governmental bodies that are covered entities are
pending in Travis County district courts: Tex. Dept. of Human Services v. Abbott, GN
302639 (53rd Dist. Ct., Travis County, Texas), Tex. Dept. of Human Services v. Abbott,
GN 302695 (126th Dist. Ct., Travis County, Texas); Tex. Dept. of Human Services v.
Abbott, GN 302802 (125th Dist. Ct., Travis County, Texas); Tex. Dept. of Human
Services v. Abbott, GN 304028 (53rd Dist. Ct., Travis County, Texas); Texas Dept. of
Mental Health and Mental Retardation v. Abbott, GN 304158 (261st Dist. Ct., Travis
County, Texas); and Texas Dept. of Mental Health and Mental Retardation v. Abbott, GN
400344 (261st Dist. Ct., Travis County, Texas). Plaintiffs in each case ask the court to
declare that information requested under the PIA is made confidential under the Privacy
Rule and consequently, is not subject to disclosure under the PIA. Thus, in these six
lawsuits brought by two governmental bodies that are covered entities subject to the
Privacy Rule, the validity of Open Records Decision No. 681 is called into question.

On August 25, 2004, Judge Patrick Keel heard arguments in the case of Texas Dept. of
Mental Health and Mental Retardation v. Abbott, GN 400344 (261st Dist. Ct., Travis
County, Texas). Plaintiff argued that the HIPAA Privacy Rule prevents it from releasing
requested protected health information except pursuant to HIPAA and that information
made confidential under HIPAA is confidential under the PIA. On October 19, 2004, the
court signed an amended final summary judgment granting plaintiff’s motion for
summary judgment and finding that the information the Open Records Division ordered
released in OR2004-1451 is confidential by law and exempt from disclosure under the

* Available at http://www.oag.state.tx.us
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Public Information Act because the term “confidential by law” includes HIPAA. As of
the date of the printing of this report, the Attorney General intends to appeal the court’s
decision. Should it be finally determined in a court of law that the analysis of the
interplay of the PIA and the Privacy Rule in Open Records Decision No. 681 is invalid,
the statutes for which the Task Force relied on the conclusions of Open Records Decision
No. 681, should be reevaluated in light of that court decision.

LEGISLATIVE RECOMMENDATIONS

The attached table contains legislative recommendations in instances in which state laws are
preempted by HIPAA and in other instances in which compliance with both state law and
HIPAA would be facilitated by clarification of the state law. The table also contains
recommendations to changes in the Texas Administrative Code.

It is important to note that in the instances in which the Task Force states that a governmental
entity is not a “covered entity” under HIPAA, it relied primarily on the governmental entity’s
representation to the OAG. Furthermore, because an entity is responsible for designating itself as
“covered,” “non-covered,” or “hybrid,” the Task Force was not in a position to comment on the
propriety of a particular agency’s designation. HIPAA applies only to covered entities, or
covered functions within hybrid entities. The Task Force’s efforts, therefore, focused on
identifying situations in which an agency’s designation affects the way in which state laws apply
to it.

For example, many state laws authorize the use or disclosure of information that would be PHI in
the hands of a governmental body that is also a covered entity. Such laws fail to meet the
physical impossibility prong of the “contrary” definition and are generally not preempted because
the entity can simply decline to make the disclosure. In practice, however, this reconciliation has
an impact on the flow of information. For instance, section 142.009 of the Health and Safety
Code governs surveys and consumer complaints of home and community support services. The
section is administered by the Department of Human Services (DHS) (now the Department of
Aging and Disability Services (DADS)). Because DHS identified itself as a covered entity,
rather than as a hybrid entity with healthcare components that engage in covered functions, it
must follow any additional restrictions in HIPAA in using or disclosing PHI. So, although
section 142.009 authorizes DHS to release “reports, records, and working papers used or
developed in an investigation . . . to a state or federal agency,” a strict reading of the relevant
laws means that DHS can only disclose such information to a state or federal agency that would
be authorized under HIPAA to receive the information — which effectively operates as a
limitation on DHS’ discretion in releasing such documents. This is particularly true in the case
of DHS (and DADS), which has taken the position that it may use, but not disclose, information
in its capacity as a health oversight agency.

The Task Force recommends changes to the following laws:

Family Code
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§ 58.0071: Destruction of Certain Physical Records and Files

§ 82.010: Confidentiality of Application

8 107.006:  Access to Child and Information Relating to Child

§ 160.757: Inspection of Records

§162.018:  Access to Information

§ 162.414: Matching Procedures

§ 162.422:  Immunity From Liability

8 264.408: Use of Information and Records; Confidentiality and Ownership

Health & Safety Code

§ 142.009:  Surveys; Consumer Complaints

8 181.001: Medical Records Privacy; Definitions

§ 181.053: Non-Profit Agencies

§241.153:  Disclosure Without Written Authorization
§241.154:  Request

§262.030:  Medical Records

§281.073:  Disposition of District Records
§595.001:  Confidentiality of Records

§595.004:  Right to Personal Record

8611.002:  Confidentiality of Information and Prohibition Against Disclosure
§611.0045: Right to Mental Health Record

§611.008:  Request by Patient

Texas Administrative Code

25 TAC §1.207: Investigations of Abuse, Neglect, or Exploitation of Children or
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Elderly or Disabled Persons; Confidentiality of Investigative
Process and Report

40 TAC §92.106:  Abuse, Neglect and Exploitation; Complaint and Incident Reports
and Investigations - General Provisions

TABLE OF STATE LAWS REVIEWED

Texas Administrative Code

Texas Business & Commerce Code
Texas Cases & Common Law Principles
Texas Civil Practice & Remedies Code
Texas Civil Statutes

Texas Code of Criminal Procedure
Texas Education Code

Texas Family Code

Texas Government Code

Texas Health & Safety Code

Texas Human Resources Code

Texas Insurance Code

Texas Labor Code

Texas Occupations Code

Texas Penal Code

Texas Rules of Appellate Procedure
Texas Rules of Disciplinary Procedure
Texas Rules of Evidence

Texas Transportation Code
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Texas Administrative Code

Section Path Related/ Explanation Preemp.tlon Is State Law Recommendation
Contrary Exception @ Preempted?
Title 1:
Administration
1 TAC §55.1
Agency and ESa r(tcshl(l(g'gi) c():r? Addresses the designation of the AG as the
Agency Attorneys bp Not Related | appropriate agency to handle certain tasks related to No
: . Enforcement) - )
in Child Support Subch. A Child Support Enforcement.
Cases '
1.TAC §55.2 Part 3 (OAG) - Ch. Allows the Office of Attorney General to appear as a
Title IV-D Agency : X
55 (Child Support party at any stage of any legal proceeding,
May Appear as a Not Related No
Enforcement) - regardless of whether the agency was a party at
Party at any Stage Subch. A trial
of Litigation ' '
1 TAC §55.3 Requires current or former Temporary Assistance
Cooperation ESa r(tcshl(l(g'gi) c():r? for Needy Families (TANF) and Medical Assistance
Required for Enforcementr))ri Not Related | Only program recipients cooperate with the AG in No
Recipients of Child Subch. A performing the tasks set out in Chapter 231 of the
Support Services ' Family Code, unless good cause exists.
1TAC§554 Egrgghfﬁpéi) _ocr:]' Deals with the determination of whether a recipient
Determination of Enforcemengp— Not Related |in § 55.3 is indeed cooperating and the penalties for No
Cooperation Subch. A not doing so.
1 TAC §555 Part 3 (OAG) - Ch.
Good Cause for 55 (Child Support Not Related Deals with the determination of whether good cause No
Failure to Enforcement) - existed for failing to cooperate.
Cooperate Subch. A
Part 3 (OAG) - Ch.
1 TAC § 64.13 64 (Standards of (1) No covered entity.
, ' Operation for Local | Related/Not | (2) HIPAA permits disclosure to a governmental
Operation of Local ; . : . ; No
Program Court-Appointed Contrary |authority authorized to receive reports _of child abuse
Volunteer Advocate or neglect. 45 C.F.R. § 164.512(b)(2)(ii).
Programs)
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Texas Administrative Code

Section Path Related/ Explanation Preemp.tlon Is State Law Recommendation
Contrary Exception = Preempted?
Part 15 (Tex. Health
1 TAC § 351.501 & Human Services)
Definitions Relating iCCohc;rgliE)nlate q
to Child Abuse, Planni d Not Related Purely a definitional section. No
Neglect, and anning an
Ex Ioita’tion Delivery of Health
P and Human
Services)
Part 15 (Tex. Health
& Human Services)
1 TAC 8351503 |-Ch. 351 o
Minimum (Coordinated Related/Not HIPAA_ permits ghsclosure toa governmentql
: authority authorized to receive reports of child abuse No
Standards for Planning and Contrary or neglect. 45 C.F.R. § 164.512(b)(1)(ii)
Investigations Delivery of Health glect T ' '
and Human
Services)
Part 15 (Tex. Health
1 TAC § 351.505 i&é—lhunélgr; Services) Requires state agencies to document and maintain
Information (Coc;rdinated written reports concerning investigations conducted
Collection; Uniform Planning and Not Related | and maintain statistics on the incidence of child No
Data Collection Deliver gof Health abuse, neglect, and exploitation in every facility
Procedures y investigated.
and Human
Services)
Title 19:
Education
Part 2 (Texas Educ. The definition of IIHI in 45 C.F.R. § 160.501
19 TAC 8 61'.1051 Agency) - Ch. 61 specifically excludes IIHI in education records
Reporting Child _ Not Related : : ; No
Abuse and Neglect (School Districts) - coyered by the Family Educational Rights and
Subchap. EE Privacy Act (FERPA) (20 U.S.C. 8 1232g).
part 2 ()T?ch 'iggc' The definition of IIHI in 45 C.F.R. § 160.501
19 TAC § 100.1211 (C?hartgrs) o Not Related specifically excludes IIHI in education records No
Students Subchap. AA covered by the Family Educational Rights and
fochap. Privacy Act (FERPA) (20 U.S.C. § 1232g).
/Division 6
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Texas Administrative Code

Section Path Related/ Explanation Preemp.tlon Is State Law Recommendation
Contrary Exception @ Preempted?
Title 22:
Examining Boards
This regulation requires a chiropractor to release
patient records when requested, if the patient signed
a release. This regulation also sets requirements
for a written release of records.
This regulation also requires the BCE to order a
chiropractic licensee to submit to tests to determine
22 TAC § 80.3 Part 3 (Tex. Board if the_Ilcen"see_ls |m_pa|re_d, and thus unqble to
. : practice. "An impaired licensee is considered to be
Request for of Chiropractic . . : Co
' : Related/Not | one who is unable to practice chiropractic with
Information and Examiners) - Ch. 80 : . No
. Contrary |reasonable skill and safety to patients by reason of
Records from (Professional . ;
X age, illness, drunkenness, excessive use of drugs,
Licensees Conduct) . - b
narcotics, chemicals, or any other type of material,
or as a result of any mental or physical condition."
This law is not contrary to HIPAA because a
covered entity could comply with this law and with
the requirements under HIPAA. Covered entities
should note HIPAA contains additional requirements
for authorizations under 45 C.F.R. § 164.508.
Part 9 (Tex. State Th:js regulatlon setsfout(;(_eqlfwemegts for contents
Board of Medical and maintenance of medical records.
22 TAC §165.1 Examiners) - Ch Related/Not No
Medical Records ; ' Contrary | This law is not contrary to HIPAA because a
165 (Medical d enti Id v with this | d with
Records) covered entity could comply with this law and wit
the requirements under HIPAA.
This regulation sets out requirements for release of
22 TAC §165.2 gsgrg glf—?\;l('e;z;;a medical records and charges.
Medical Record Examiners) - Ch Related/Not No
Release and ; ' Contrary | This law is not contrary to HIPAA because a
165 (Medical ; . ; .
Charges Records) covered entity could comply with this law and with

the requirements under HIPAA.
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Texas Administrative Code

Section Path Related/ Explanation Preemp.tlon Is State Law Recommendation
Contrary Exception = Preempted?
2TACS 1653 Pano (ex. St
Patient Accessto |Board of Medical Related/Not g ging '
Dlagnos_t|c Imaging Examlner_s) - Ch. Contrary | This law is not contrary to HIPAA because a No
Studies in 165 (Medical d enti Id v with this | d with
Physician's Office | Records) covered entity could comply with this law and wit
the requirements under HIPAA
Z2TACS 1654 s (Te. St
Appointment of Board of Medical Related/Not phy ‘
Record Custodian |Examiners) - Ch. : . No
VS ; Contrary | This law is not contrary to HIPAA because a
of a Physician's 165 (Medical ; . ; .
Records Records) covered entity could comply with this law and with
the requirements under HIPAA.
This regulation sets out requirements for transfer
22 TAC §165.5 Egrafrg gi}é;ﬁf and disposal o