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IN THE MATTER OF § IN THE DISTRICT COURT OF
§
STATE OF TEXAS §
§ TRAVIS COUNTY, TEXAS
AND §
§
JUXTA LABS, INC. § 53rd _JUDICIAL DISTRICT

ASSURANCE OF VOLUNTARY COMPLIANCE

The State of Texas, acting by and through Attorney General Ken Paxton and the
Consumer Protection Division of the Office of the Texas Attorney General (“State”), and Juxta
Labs, Inc. (“Juxta Labs” or “Respondent”) have agreed to the submission and entry of this
Assurance of Voluntary Compliance (“AVC”) for the Court’s approval and filing in accordance
the Texas Deceptive Trade Practices — Consumer Protection Act (“DTPA™), section 17.58 of the
Texas Business & Commerce Code.

BACKGROUND AND GENERAL TERMS

1. Juxta Labs owns and operates commercial mobile applications. The State has been
investigating and has concerns that Juxta Labs has violated the DTPA by engaging in false,
deceptive, or misleading acts or practices regarding its collection of personal information from
children; specifically that it has misled consumers regarding its compliance with the law and
with its privacy practices generally. The State alleges that such conduct is actionable under
section 17.47 of the DTPA.

2, The State and Juxta Labs agree to, and do not contest, the filing and approval of this
AVC, in order to compromise disputed claims and obtain assurances without the necessity for

protracted and expensive litigation.
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3. The corporate signatory hereto represents and certifies that he is an officer of Juxta Labs
who is authorized to execute and provide this AVC on behalf of Juxta Labs, and that by
executing this AVC on behalf of Juxta Labs he confirms that: (a) he has read this AVC; (b) he
and Juxta Labs understand and acknowledge that it is executed on behalf of, and is therefore
binding upon, Juxta Labs; (c) he and Juxta Labs agree to the approval and filing of this AVC by
the District Court; and (d) pursuant to section 17.58(c) of the DTPA, any subsequent failure by

Juxta Labs to comply with the terms of this AVC shall constitute prima facie evidence of a

violation of the DTPA.
DEFINITIONS
4. As used in this AVC, the following words or terms shall have the following meanings:
A. “Apps” are mobile software applications designed to run on smartphones, tablet

or laptop computers, and other mobile devices.
B. “Child” or “Children” means an individual or individuals under the age of 13.
C. “Collect” or “Collection” means the gathering of any Personal Information from a

Child by any means, including but not limited to:

1) Requesting, prompting, or encouraging a Child to .submit Personal
Information online;

2) Enabling a Child to make Personal Information publicly available in
identifiable form, unless one takes reasonable measures to delete all or
virtually all Personal Information from a Child’s postings before they are
made public and also to delete such information from its records; or

3) Passive tracking of a Child online.
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“COPPA” means the Children’s Online Privacy Protection Act of 1998 15 U.S.C.
§ 6501 — 6506, and the rules adopted in accordance with that Act, including 16
C.F.R. Part 312.

“Elementary School” means a school which contains any combination of only the
following grades: pre-kindergarten, kindergarten, first grade, second grade, third
grade, fourth grade, fifth grade, sixth grade, excluding any schools that also
contain one or more of the following grades: seventh grade, eighth grade, ninth
grade, tenth grade, eleventh grade, and twelfth grade. For avoidance of doubt, the
term Elementary School is not intended to include “middle” or “junior high”
schools.

“Personal Information” means individually identifiable information about an

individual Collected online, including:

1) A first and last name;

2) A home or other physical address including street name and name of a city
or town;

3) Online contact information, or an email address or any other substantially

similar identifier that permits direct contact with a person online,
including but not limited to, an instant messaging user identifier, a voice
over internet protocol (VOIP) identifier, or a video chat user identifier;

4) A screen or user name where it functions in the same manner as online
contact information;

S) A telephone number;
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6)

7)

8)

9

10)

A Social Security number;

A persistent identifier that can be used to recognize a user over time and
across different Web sites or online services. Such persistent identifier
includes, but is not limited to, a customer number held in a cookie, an
Internet Protocol (IP) address, a processor or device serial number, or
unique device identifier;

A photograph, video, or audio file where such file contains a Child's
image or voice;

Geolocation information sufficient to identify street name and name of a
city or town; or

Information concerning the Child or the parents of that Child that the
operator Collects online from the Child and combines with an identifier
described in this definition.

ASSURANCE TERMS

S Juxta Labs hereby assures the State that it and its officers, agents, servants, employees,

and attorneys, and any other person in active concert or participation with Juxta Labs will

comply with the following:

A. Juxta Labs shall not misrepresent, directly or indirectly, its practices regarding its

Collection of information, including but not limited to:

D

2)

3)

The types of information Juxta Labs Collects;
From whom Juxta Labs Collects information (e.g. Children); and

How Juxta Labs uses or discloses that information.
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B. Juxta Labs shall not Collect, or permit third-parties’ Collection of, Personal
Information, including latitude and longitude coordinates or Internet Protocol
Addresses, from any Child on its Apps unless Juxta Labs complies with the
requirements of COPPA.

C. If Juxta Labs seeks to exclude Children from using its Apps and/or prevent them
from providing Personal Information, Juxta Labs will implement and maintain
reasonable neutral age screening mechanisms that do not encourage Children to
provide a false age in order to gain access to Juxta Labs’ Apps, including by:

D Making sure the data entry point allows users to enter their age accurately
and freely with month, day, and year of birth;

2) Avoiding encouraging Children to falsify their age information, for
example, by stating that visitors under 13 cannot participate or should ask
their parents before participating; and

3) Implementing a mechanism designed to reasonably attempt to prevent
Children from back-buttoning to enter a different age. The State and Juxta
Labs agree that technological efforts used by other social networking Apps
shall serve as guidance in determining reasonableness under this
provision.

D. Juxta Labs further voluntarily assures the State that for its game Apps, including
Little Riddles, Zoomed In, PBS Big Picture, Zoomed In 2, Pic The Song, Shadow
Shapes, and Word Tag, Juxta Labs will delete any Personal Information in its

custody or control within thirty (30) days of execution and filing of this AVC.
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Juxta Labs further voluntarily assures the State that for its Jott App, Juxta Labs
will delete all Personal Information in its custody or control regarding members of
networks designated as an Elementary School within thirty (30) days of execution
and filing of this AVC unless, upon receiving notice from Juxta Labs, the Child’s
parent provides verifiable consent prior to that date.

Juxta Labs shall develop, implement, and maintain procedures to ensure its Jott
App does not contain networks that are likely to predominantly include Children,
including by not containing networks designated as an Elementary School, within
the State of Texas.

Juxta Labs shall develop and maintain an up-to-date and accurate privacy policy
that is clear, conspicuous, and understandable. The privacy policy shall be
prominently available on each of its current Apps, on its web sites, and for any
sites or Apps that Collect Personal Information, shall further be linked to on the
home or landing page or screen of the web site or App, and at each area of the site
or App where any Personal Information is Collected from Children. On the
landing page accessed after selecting the link, Juxta Labs shall disclose its privacy

policy that includes at a minimum:

1) Direct, easy to understand language in a format that is easy to follow and
comprehend;
2) For any Apps where Juxta Labs Collects Personal Information from

Children, such privacy policy must include a disclosure of all categories of

Personal Information Collected by Juxta Labs, the internal use of the
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Collected data, the identity of any third party with whom Juxta Labs
shares the information, and how long Juxta Labs keeps such data;
3) Hyperlinks to any referenced third parties’ privacy policies; and
4) An e-mail and physical address for Juxta Labs that consumers can use to
receive further information regarding Juxta Labs’ privacy policy.
H. For any web site or App offered, sold, downloaded or displayed in Texas, Juxta
Labs will comply with COPPA.
PAYMENT TO THE STATE
6. State of Texas recovers from Juxta Labs the sum of $15,000 for reimbursement of
attorneys’ fees to the Texas Attorney General, which fees were incurred on behalf of the Plaintiff
and do not constitute an antecedent debt with respect to this matter.
7. State of Texas recovers from Juxta Labs the sum of $15,000 for payment allocated in
accordance with Texas Govt. Code §402.007(b)(1) to the Supreme Court Judicial Fund or
general revenue as appropriate.
8. Payment is to be made by certified check or wire transfer within two weeks of the
Effective Date, payable to the “STATE OF TEXAS,” bearing the reference AGH#
CX9054801162, and if not by wire transfer, delivered/mailed to the Office of the Attorney
General, ATTN: Accounting Division, 300 W. 15™ Street, MC-003, Austin, Texas 78701.
MISCELLANEOUS PROVISIONS
9. This AVC contains the entire agreement between Juxta Labs and the State as to all

matters addressed herein.

In the Matter of The State of Texas and Juxta Labs, Inc.

Assurance of Voluntary Compliance — Page 7
ACTIVE 214360631v.1



10. This AVC shall be deemed effective the day it is approved and filed by the Court
(“Effective Date”). To the extent that the provisions of this AVC conflict with any Texas, local,
or federal law or regulation that now exists, or is later enacted or amended, such law or
regulation, and not this AVC, shall apply. For the purpose of this AVC, such conflict exists if
conduct prohibited by this AVC is required by such Texas, local, or federal law or regulation, or
if conduct required by this AVC is prohibited by such Texas, local, or federal law or regulation.
11. This AVC is governed by section 17.58 of the DTPA. The parties agree that, should any
clause, provision, or section of this AVC, for any rcason, be held illegal, invalid, or
unenforceable, such illegality, invalidity, or unenforceability shall not affect any other clause,
provision, or section of this AVC, and this AVC shall be construed and enforced as if such
illegal, invalid, or unenforceable clause, section, or provision had not been contained herein.

12. Juxta Labs agrees that it will not participate directly or indirectly in any activity to form a
separate entity or corporation which engages in acts prohibited in this AVC or for any other
purpose which would otherwise circumvent any part of this AVC or the spirit or purpose of this
AVC.

13, This AVC shall not be construed against either party as the drafter, because both Juxta
Labs and the State participated in the drafting of this AVC.

14. Juxta Labs acknowledges and agrees that nothing in this AVC in any way affects any
private cause of action that any individual may have against Juxta Labs.

15. Juxta Labs agrees that it will not represent to the public that this AVC constitutes
approval by the Texas Attorney General or the Court of any of Juxta Labs’ actions or business

activities.
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AGREED AS TO SUBSTANCE AND
FORM AND ENTRY REQUESTED:

KEN PAXTON
Attorney General of Texas

JEFFREY C. MATEER
First Assistant Attorney General

FOR JUXTA LABS, INC.:
BRANTLEY STARR

Deputy First Assistant Attorney General W « g% " 4
y L4

JAMES E. DAVIS
Deputy Attorney General for Civil Litigation By: Jared Allgood

DAVID A. TALBOT Title: CEO

Chief, Consumer Protection Division
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ELIZABETH BOLEN CHUN
State Bar No. 24082700
PAUL SINGER

State Bar No. 24033197
Assistant Attorneys General
Office of the Texas Attorney General
Consumer Protection Division
P.O. Box 12548

Austin, Texas 78711

(512) 463-2185 (telephone)
(512) 473-8301 (facsimile)

ATTORNEYS FOR THE STATE OF
TEXAS
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SIDLEY AUSTIN LLP
T ey

Tfacy N. LeRoy
tleroy@sidley.com
State Bar No. 24062847
Sarah M. Valenti
Sarah.valenti(@sidley.com
State Bar No. 24088568
Wells Fargo Plaza

1000 Louisiana Street
Suite 6000

Houston, TX 77002
Telephone: (713) 495-4510
Facsimile: (713) 495-7799

ATTORNEYS FOR JUXTA LABS, INC.
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