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STATE OF TEXAS, 
Plaintiff. 

CORNERSTONE FITNESS
TEXAS LLC, 

Ddenlllml. 

NO. C-491-09-1 

, 
§ , 
§ , 
§ , 
§ , 

IN T HE UIS'IKICr COURT 

H lUA t GO COUNTY, T"XAS 

39S~ JUDlCIALDISIRlCI 

AGREED FINAL JUDGMENT AND PERMANENT INJUNCTION 

1 On tllis the ld.vday of -¥. 200S1, clUne before this court, plaintiff, STATE OF 

TEXAS and .. kkndani, CORNERSTONE FITNESS TEXAS LLC, in the above enti tled and 

numbnw o,;;t,,~. The 5T ATE OF TEXAS, by ~nd throu£,h Texas Atlomcy (jeneral GREG 

ABBon, <IIlU dcli..'Tldant, by and throUgll its alh)mcy ,,!"n:cord, arUlo uncetl !O the Court that all 

mall"TI uf fad lUlU things in conlrown.y b<.:t woxn Ill .. ,,, j",1lI beeu fully and filJalJy compromised and 

settled, presented to the Court this Agreed Final Judgm~nt and rnrrHIII!,;nllnj unCliun C" J U d!:"l<~lt" ), 

and asked the court to render iUld sign this Judgmml based un the agn:<.,nCllt ur ibe parties_ 

sn r ULA nONS 

2. By their duly authori~ed signatuTel; affixed helow, the parties stipulated to the Coun the 

follow ing: that they understand the tenns of this Judgment; thaI they agr~ to the lerm~ of thi~ 

l!.ulgmenl; lh~l lheir agre~mml i~ (j-~dy aud vvluntarily made without duress; that they act ively 

panicipated in Ihe negotiations leading up to this Judgment, ~re aware ()f the dutics pl~<:w upe" 

them by it, and are desirous and cnpahle of carrying out those dUlies in full: Ihat each named pany 

acknowledge receipt of copies of this Judgment and has full and actual notice of the terms of this 

Judg,ment; that thc issuance and service of n wril of injunction nre waived; Ihat the tenns oflhis 

Judgment arc sufficicntly detailed and specifi c 10 be in conf(lrmnnee with Te~ns Rule of e ,v;i 
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r rocedUl'e 611) I1Jld enforceable by LIw Cuurt pur.;uaJ11 10 Texas Rule of Civil l'roc~'tlun: 692; thaI 

they have waived all righ\:l uf appo:<Ii from this Judgmenl; lhal Ihi~ J..,Jgmenl represents a 

compromise and so.:t1kmenl of all ma"~ arising out offllCts alleged by the STf\ TE OF TEXAS in 

Ihis l:auS(:. 

). rur.;uan t to their agreement, the p~rl ics submillO the jurisdiction of Ihe Courl ami do nOI 

contest the entry of this Judgm~-nt. o..:limdant dc~ir~ to resolve Ih", Anume), GenCf".1I 's con.:cms 

without tri al or adjud icalionofany issue offacl or law, lind ils ~vnS\.-ntlu the cntry ofthis Judgment 

is 1101 an admission ofli<tbility by defendant as 10 any issue of fact or law. 

4. II is further agreed by and nctwcen the partica thatlhis Judgment ~hall oonslilUle the n:oord 

of this caU!IC IIIKi that thc making of. fur1hcr rtturd in this cause is waived. 

FINDINGS 

5. II appo:aring to thc Cour1that ~JJ p~r1it'S agreed to thc entry oflhis Judgmcn tl1llll th~1 they 

havc approved ils entry by tIL,,;r dul), authorized ~ignature8 and Ihe signature uf thei r respectivc 

attomey5 helow. the Court, upun the stipulatiolU of thc parties after Ilt:jng fully ad vi$Cd io this 

a. Th at il has jurisdiction of the p3rties HOO subject mallU" ufthis suil: 

b. That the SI.o1tkment of thi s di spute is fa ir, rcasonabk. lIllI! just; :md 

e. TIlat il wuuld be in the beSt imerests of the plU1ies if the Court Ilpproved the 

SCltJcm ... -n1 and rendered Judgment accordingly. 

6. BlUed un these findin&,!, pnd having hearu IIIKi considered the rerresentations made by th\: 

partiCll, the Coun is o f the OJ'linion t h~t II pI:rmanent injunction should he i"ued as gl"llntoo in lhi~ 

J uUJ9I1~TtI IllKi Wt plaintiff STAT!:: OF TEXAS is m titlcd 10 recover o f and from defelluanllU st1 
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forth helow. 

DU1NIT10NS 

1. For purposes af mis Judgment , the following dcfini tioru; shal l apply: 

a. "Pernonal Identifying Infvrmativn" means information thot alone or in oonjum;tion 

wi th other information id"'11tiJi~~ an individual , including an indivldual'j: 

(1) name. sodal security number. date of birth. or govemment. i~~ued 

id~tification number; 

(2) momer 's maiden name; 

(3) un ique biometric data, including me individual'5 fingerprint , voie<: print, or 

retina or iri~ image; 

(4) unique elL-ctrunk id~nti !ieation number, addre!OS, or routing Me; Knd 

(S) lekwIIunonil;ation access device. 

b. "S"''Ilsitive Perwnal lnfonn:ltion" metllls: 

(I ) lUI individual ' s first name or fint initial and last mull<: in combination with any 

one or more of me following items, if the name and me itmls are not encr)"p ted: 

(a) social 5C(:urity number; 

(h) driver's license nomber or govemrnent-i~~ued iden tificat ion number; 

(c) accoont numlx.'r or m:dit or debit card number in combination with 

auy req uired iI<.-..:urity~ode, accesscOOe, or password that " 'ould pI:1mit IK-..:ess 

to an int.li vi,julll·~ finandal3(:count; and 

(2) docs nOI inclll •• k publicly ava.ilable infnrmation that lills"'fully made liVliil able 
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to the general public lrum !he fedt'ral gO\'cmmcnt or a state or lu<:al gun:mmmt. 

e. "PcrsofUll inronnation" me:uu P~QI IdemilYing lnlUrmation or Sensitive Pef'l;Onal 

Infonmiliun. 

d. "State privacy protOCIioll laws" include, but are nlltlimited to, T~:<, Bus. & COM. 

CODE A,','N. § 35.48 {hereinafter "Section 35.48'')1 and Chapter 48 of the '1'1:.,( . Bus. & COM. 

COOF. A NN. § 4!UJOI , ~I s~q. ("Jdmtity Theft Enforcement and ProK-ction Act"r. 

INJUNCTI" .: Rt: LlU' 

8. r r IS, ll-lEREFORE. ORDERED, ADJUDGED, AND DECREED that defendant. ilS officers, 

agents, sctVanhl, l"lJlployees. attorneys, and any other penon in lICtive roocert or participation with 

de fendant , lin: hCT1:bypermanently enjoined from di sposing records that conta in ptl'5Onal infonn~tion 

unJ~ss defendant: 

a. Modifies such rccnnls by shrl:dding. era~ing, or other means 10 make the pt.TSOnal 

informltt ioll unrcadabk ur undedpherable; or 

b. Contracts with a !, .. :nun mgaged in the bu.~iness 0 r d ispu$ing !,If n..'CI)rds for the 

mMificat ion o f pcrwnal in fonnation COI\\.(lined therein by shredding. CI'lt:Iing, Of other mearu 

to make the p!.'TlIOnal infonnation unreadable Of undcciphenobl..,. 

MANDA1'ORV RELIEF 

9. IT IS FURTHER ORDERED, ADJUOGED, AND DECREED Ihal defendant .~hal1 adopt, 

implemenl, and mwntwn an Information Securi ty Pl1d Safe Dispo~ Prol9"fTl ("Program") to prolect 

1 TE!(. 8m. At em.. COnI; AI<I'I. t JS.48 __ rq>U\ed. ellecbvc April I , 2009, ond ""'I)Ihfied '" fElt. Uus. 
&: COM. COOtANN. § 72.001 rl MI. 

I t 110- Ideality '!beft Eaforccmcnl .....t PnOlCCI"'" ACI, 1'9: u m_ &: 0»<. CQUt! /\NN. f 48,001 '" ~., ..... 
repollod, dtecb'~ As>ril I, 2009, ond n:axlo/icd &I T EX. u m. It Co-I. CQ\lt! MN. § 511 .001 c/ H<I 
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and Yft:gU31d from unlllwful use. disposal , or disclosure any per.;nnal information collected or 

maintained hy defendant in the rcgul~ course of business and shall include the following 

components: 

a. Complian~ Offico:.:r, Defendant shall d<.-signale a qU.:llified, eOfPUr~tc-levd 

c<')mpliance officer who shall be re~ponsible far c<')mpliance with the I'cogntm and the tenn~ 

orthi~ JudgmcllI and loroverseeingeff'arts 10 rumply wilh the Stalc pri\'~~y protection Im.,s. 

The compliance ufficer' s duties shall include receivinganonymous ",-pons by errtpla~ who 

want to report any failure to comply with the Program; wid re:'ipunding 10 questions from 

errtplo~ IlboUI compliance with the Program Or Slate privllCy protection lo~. 

b. Program Contettts. Till,: Program ,hall be fullydo<.:umrnlcd in writing. shall be made 

a vai l~ble to employees onlinc or in wrinen fnrm, and ~hall contain admi nistrati vc, tc\':hnic~l, 

and physical snfegullfds ~ppropriate to defendant's operation~ nnd activi ties and the 

i$msitivity of the pcr$Onal information collected and maintained hy dcf~,idlllll. 

c. Notice 10 Emplo~. Defendanl shall provide wrinen nOlice 10 its ~'npl<,)yees thaI the 

Program has been adOPled; thaI emplo)'ttS will be required 10 compkte training I1hoUI the 

Prognun before a spn:ific date; Ihat dcf~,idlU!t will monitor and audit ~mployee compliance 

with the Prognlm; ;md thaI failure to C(Jmply with the I' rogram UI' SUle priv.:ley (lrOlcction 

laws may constitute grounds for tcnninlilion or mayhe luken intu ~<,:cuunl in connection with 

compcnsaliun, promotion, and rct~'ltion decision.~. 

d. Rl.'COrd Destruction or Modification. When di~pusing of record~ which oonl~in 

pcnonlll informatiOll , def<.:ndarlt ~haJJ eilher modifY su~'h records by 5hredd ing, erasing, ur 

OIrn."T means 10 mako: the Pl,rwnlll informal ion unreadable ur undecipht'r.lhle; or shall oontnecl 

5_oI'T .... . ("_f""""'T .... ur 
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with a person engaged in the bu~ines~ of di~ro~ing of records (herein "third party") for the 

modification of personal infonnation conta; ned therein by shredding, erasing, or other means 

to make the personal infonnation I.1UTcaliabl .. or umkdphl.-ublc. Rl"t:ords containing 

pI.-'rn.lnal inlbnnation that are pending destruction or modification must be placed in secured 

locked containers, maintained in a secure area, or stored securely to pn:vent the unlawful lise, 

dissemination, or disposal of .~uch records. If defendant elects to contract with a third party, 

then the third party must confirm in writing 10 defendant that all pt,'TSOnai inlormation has 

be<:n dC!ltroycd or modified 10 make it lIlIrcadabl", or umlociphcrabk, lIS wdl as the date and 

nU;lhoo.l of dClilruo.;lion or moditiClition. Ddi:ndant shall ket.-'P conlinning documentation from 

third parties for a minimum period oftwo yeMS from the date of destruction or modification 

and shall make them available 10 the Office of the Attorney General upon T«tue~t. 

e. Employee Train ing. Defendant shall require ils employees to take a tminlng course, 

which may he conducted online, and such training shull include: 

(1) a review of the Program and any other pol icie~ and procedures relating to 

defendant's duty to protect and safegusrd from unlawful usc or disclosure personal 

information collected or maintained by defendant in the regular course ofbusincss; 

(2) H review orlhe State priva~y prot<:<.:tiUll laws; 

(3) an explanation ofidl"Otily thdl, its 0051 to individuals amI busincssl"S, amI Ihc 

rClCiOns for oomplying with the Prognlm ami State privacy protection laws; and 

(4) the contact information of the compliance officer to whom employees can 

anonymously report any failure to comply with the Program, and to whom employee~ 

can di rect questions or mise concerns about compliance with the Program or State 

s.... of Ie .... " C.,."..,...,. t',,,,,,,, T"" .. '-1.(.' 
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privacy protection law5. 

r. EmployeeTraining Schedule. Within 90 days ~fterentryofthi s Judgment, defendam 

shall provide cmployws the tlll;ninil required hy the preceding pnmgmph. New cmplo)'CI."S 

hired to work after the initial implementAtion of this training shall wmplete the training 

wilhin 30 days from the date they begin work . 

II. Training Updnt~. lXfcodant shall provide ils employees with additionnllmining, al 

le:lSt annually, 10 ensun: tile)' I11l1inlain the requisite knowledge, skill, and motivation 10 

comply with the Program I!1ld SIIIII: privac::y protection laws. 

h. Ackoowlcdgml'll' ",fEmployee Training. Deu,ndant ahall require that ClIeh ~"mployee, 

uptln completion of ~U\'h tnining. ~ign an IlCknowledgmcnl that sIhe hill> ~omp1cted the 

training and has read and understood the infonnation providw. Ddi:ndWlI shall keep 

acknowlcdgmrnts from employees for a minimum period of two years from Ihe dale of 

tllli ning Wld shall make them availablc 10 the Ollice of the Attorney Generol upnn reqUe!;1. 

I. Workplace Sign.,. Defendant shall post I!1ld mwntain signs in each of it' offices and 

faci lities that clearly III1d conspicuously provide employees with notice that they an: 

prohibited from di sposingofroo:mh in violation of the Program or Stpte privacy protection 

J. Compl iance Audit. At least WUlWilly, the compliance officer, or hi s/her corporalc-

level design~, shall visi t each oj" defendaot's offices and faciliTies to audit compliance wilh 

the I'rogmm and Siale privacy protection laws. Defendant shall nOI inf",nn the m1!J1agc:r.s or 

employee!! of the uffice lind facilit iCll in advance, d irect lyor indin;el ly, of the dale when the 

pan icularoffiecur facility will ~ suhjected to a compl iance Budi l. In Ih<:c\"enlthal the 3udit 

5-1000 O( T ..... ('" .... "" .. F~ T .... Ll.(' 
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reveals nonoompliarn:c with any oompnncnl oflhe Program or any violalion o f Slale privacy 

protection laws. defendant shall unda1ake CQrm.,1ivc action 115 soon u pl'llCticnbly poss ible 

IIrKl document lhe instanee of 00f1 compliance and/or violation lIS well a9 the oom:ctivt: action 

taken. Any office or facility luuml 10 be OUl ofoompliance ~hall be Sllbjc~ l~'d to unannounced 

monlhly nudils until full wmpliance i~ achieved. 

n 'HCTIVE DATE OF THr. t'KOGRAM AND OAG REVIF.W 

10. IT IS FURTIIER ORDERED thaI defendant shall im plement the Program and fumish a copy 

of the Prognun to the Office of the Anomey GcncnI within 60 days of the entry or thi~ Juugment. 

In addition, uefendant shall notify the Onicc ufthe AttomeyGeneral of anyehangC9 01" motl ilications 

10 Ihc I'rogr:mt made within 2 }'C11O u[(h1;: clltryofthis Judgmenl by fumish ing it wilh .... ri!ten IIOtice 

uf th~ change:'! or modifications. 

CONFLICT WITH LA WS 

I I. To Ihe exlcnt lhatthc provisions of this Judgment conflict with m y local . state, or federal law 

Of regulation which now ~isls, Of is lato:!" enaC1ed or amended, s l>Ch law ami not this Judgment shall 

apply wheTe such conflict exisl5 . For the purprnICS of this JUUgml'lll. a conflict e:ci.~1S if conduct 

prohibited by this Juugment is fUjuired or permined by local, Slatc, or federal law nr regu lat ion, Of 

if conduct req uired by this Judgment is prohibited by lucaI, state, or federallllw or rcglilalion. 

MONnARY PAYMENT 

12. IT IS FURTl IER ORDERED by the <.:ourt lhat plaintifT ST ATE OF TEXAS have anu r~'WVtT 

from IIc fmdant . CORNERSTONE FITNESS TI!XAS LLC, the sum ofTw~'1lty-EiJ;ht1bousand 

0u1l1lfS (S28,IXXUlO) w hich inclullCII Eight Thousand f)ollilJS ($11,000.00) in paym~'II1 of auom ey's 

f~'C:I incuned by the State ill this lIIutM . The remaining TI'.enty Thousand Dull u=; (S20,OOO.OO) shall 

_.n .... , 1: .. . ", r_T_U1' 
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he dtpruited in the general n,. ... ''''TlI,f\; limoJ and, as provided by Tlx Rus. & CO:'>! . COOL ANN. § 4H.20 I , 

mny be appropria\oo unly for the investigation ond prosecut ion of ClI3C:!I UlkkT the Identity Thd\ 

Enfun:~'fTlcnt:md Protection Ac\. 

13. IT IS FURTHER ORDERED by the Cuun that the payment of the llbove sum shall be madc 

in the fnrm of a cashier's ch~"k ur Wif~ tnmsfo:r made pllyahle to the Office of the Ano mey G"''Il~TlII 

o fTeJlBS. ·Ille ccnifictl ch~k or will: trnnsfCT ~hall hellr the identi I)!ing uumb!.,. " AG No. 082507948" 

:md shall be del ivered 10 the Office o r tbe Altum~yGmCl1l.I , Consumer Pmlecl ion and Public Hc:allh 

Division, 320 1 N. McColl Road, SUilc S, McAllen, TX 7850 1, Anention: Ric Madrigal. 

MISCELLANEOUS 

14. IT IS f URTHER ORDERED thllt defendant, its o fficcn , agcnts, So"TVlIIlts, l'fTlployres, 

ottomcys, and lilly uthl,. perwn in active conem or participation wiLh ddi.:ndWlt, 111~ hereby 

pcnnWl~'Ilt l y enjoined ITom repre<;mting, din:ctly or by implk-atiun. that Ihis Coun, Ihe Stote of 

Tcu ¥. th~Offi ceoflhe Texas Anomey Gcneral.lUld lIIlyuf its anployccs. agent~. nr rC'f"'C:SenUilives 

hllye I!ppm\'ed of any of defendonl 's business prattk"t."S, the Infonnation S«urity nnd Safe Disposal 

rrogram, or any component thereof. 

IS , IT IS FURTH ER ORDERED tlult thi! Coun shall retain juri sdiction for the purpose of 

enahling an y pnrty to thi! J udl:fll",-n\ tu ~pply to this Court a l any time for such furt her ordcrs and 

direction~ lIS moy be necessary or appropriate for coru;truing, effectullting, modifying, or cnfo rcing 

the Imns nf this Jl.ldgrucnl anll lor punishing any di snhedience ondJor yiolalion of this inj unction. 

16. All COSI~ 1.1 1" court ~.,prnded or incurred in this cause nre ndjl.ldgw "W'inst Ilcf~'flllant. 

I 7. Aft",. ~igning by the Coun. this agreement consl ilulC!l final jl.l<lJ;m~-nt. 

IH. All rcJ icfool expressly granted httein i~ denial. 
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SIGNED '0 ili, -+0,:'--1" 

SI",<"' T~, .. , r~ F_ T", .. ll£ 
Ap'«<I Final ~ -' _,.".._ "; '""''''' 
~~IO 
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APPROVED AS TO FORM AND 5UBSTANCI! AND I!NTRY REQUESTED: 

2724 W. Canton 
lOdinburg, TC!l1l..!j 78539 
(956) 3 11>-1 99 1; Fnx (956) 316-2131 
Anom~y lor Ddcndanl 

_or ra .... (;""""_ r_ . T .... ,U· 
A....,:l floW ~ -.1 ,,,,_.loij_, .... 
r_ " 

GREG ABBOTT 
Anorney Gcn<.."I'ai o f Tcxas 

C. ANDREW WEBER 
First Assi~anl AnonlC)' Gcn'Tti I 

DAVID S. MORALES 
Deputy Allorn~ General for Ci\'i! 
l.ilig,alion 

PAUl., ;D:;',C:~A~R,~MONA 
'" I'rofCCTion au!! 

State Bar 
Office of the 
Con~umlT Proledion and 
Puhlic Health Division 
3201 N. Ml-Coll, Suite B 
McAllen, TullS 7l:1SQI 
(956) 6824547; Fax (956) 682-1957 
Attorney for t' laintiff 


