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May 3, 2011 ,; 

Ms. J. Middl¢prooks 
Assistant City Attol11ey 

ATTORNEY GENERAL OF TEXAS 

GREG ABBOTT 

Criminal LaVl1and Police Section 
1400 South L~mar 
Dallas, Texa$.75215 

Dear Ms. Middlebrooks: 

0R2011-06019 

You ask whether certain infonnation is subject to required public disclosure under the 
Public Infonriation Act (the "Act"), chapter 552 ofthe Govel11ment Code. Your request was 
assigned ID#416131 (DPD PIR # 2010-1144). 

The City of:Qallas (the "city") received a request for employment records, intel11al affairs 
---'l:ecoids,- ai1.dp\lblic iiitegiityrecords-coilceiiiing~ a na.inedilidiVidllaT: Y 011 claiJii pottiol1s -6f---

the requesteci,:infonnation are excepted from disclosure lUlder sections 552.101, 552.117, 
552.130, and,'552.136 of the GoVel11meilt Code. We have considered the exceptions you 
claim and reviewed the submitted representative sample of infonnation. 1 

Section 552.101 ofthe G6vetmnent C6de excepts from 'dis;losiu-e"infonnation considered 
to be confidential by law, either constitutional, statlltory, or by judicial decision." Gov't 
Code § 552.191. Part 23 of title 28 of the Code of Federal Regulations was established to 
regulate intelligence databases peliaining to celiain criminal activities, such as drug 
trafficking and extOliion, that involve a large lllUllber of paliicipants over a broad 
geographical ':~rea. See 28 C.F.R. § 23.2 (providing background of pali 23). The policy 
standards of Bali 23 are applicable to all criminal intelligence systems operating through 
suppOli unde~.!the Onmibus Crime Control and Safe Streets Act of 1968,42 U.S.C. § 3711, 
et seq. Id. § 23.3(a). For purposes ofpali 23, a criminal intelligence system "means the 

X 
IW e as.~:ume the "representative sample" of records is truly representative of the requested records as 

a whole. See Op~n Records Decision Nos. 499 (1988),497 (1988). This open records letter does not reach, 
and therefore dO:~s not authorize the withholding of, any other requested records to the extent those records 
contain substanti1iilly different types of infon11ation than that submitted to tlus office. 
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an'angements; equipment, facilities, and procedmes used for the receipt, storage, interagency 
exchange or : dissemination, and analysis of criminal intelligence infonnation," and an 
intelligence pi'oject "means the organizational unit which operates an intelligence system on 
behalf of and for the benefit of a single agency or the organization which operates an 
inteljmisdicti"<:mal intelligence system on behalf of a group of participating agencies." Id. 
§ 23.3(b)(1),{5). 

): ,. 

The release Of infonnation within these criminal intelligence databases is govemed by 
section 23.20·ofpmi 23, which provides in relevant pmi the following: 

( e) Aproj ect or authorized recipient shall disseminate criminal intelligence 
infonnation only where there is a need to lmow and a right to know the 
infonilation in the perfomlmlce of a law enforcement activity. 

(£)(1);Except as noted in paragraph (£)(2) of this section, a project shall 
disseli}inate criminal intelligence infoi1nation only to law enforcement 
authorities who shall agree to follow procedmes regarding infonnation 
receipt, maintenance, secmity, and dissemination which are consistent with 
these principles. 

" 

(2) Patagraph (£)(1) of this section shall not limit the dissemination of an 
assessment of criminal intelligence infonnation to a government official or 
to any;other individual, when necessary, to avoid imminent danger to life or 
propetty. 

Id. § 23 .20( e )t(£). For purposes of section 23 .20, "criminal intelligence infonnation" means 
···'.'clata whiclih:~s been evaiilaied tocletennlne tha£1.t: (i) [i]srelevant to theidentlhcatloiioI 

and the criminal activity engaged in by an individual who or organization which is 
reasonably sllspected of involvement in criminal activity, and (ii) [mJeets criminal 
intelligence system submission criteria[.]" Id. § 23.3(b)(3). We understmld you to asseli the 
submi tted int~lligence report infonnation, which you have mm'ked, is infonnation maintained 
in a mu1tijLU,~sdictional criminal intelligence system. Thus, we conclude the mm'ked 
infonnation i~!confidentiallmder section 23.20, and may be released only in accordmlce with 
that section. We note the requestor is not a member of a law enforcement authority. See id. 
§ 23 .20(£)(1 ).!';;You state the city does not believe disclosure to the requestor is necessary to 
avoid inllnine,~lt danger to life or propeliy. Ie!. § 23.20(£)(2). Therefore, we conclude the 
marked inforp'lation is confidentiallmder section 23.20 of title 28 of the Code of Federal 
Regulations, ,and must be withheld lmder section 552.101 of the Govenunent Code. 

Section 552.t01 also encompasses the Medical Practice Act (the "MPA"). Occ. Code 
§§ 151.001-1~5.l60. Section 159.002 of the MPA provides in pmi: 

(a) A,~onllnunication between a physician and a patient, relative to or in 
cOl1l1e.~tion with any professional services as a physician to the patient, is 
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confi4ential and privileged and may not be disclosed except as provided by 
this ciiapter. 

1," 

(b) A;:i;ecord of the identity, diagnosis, evaluation, or treatment of a patient 
by a p~}ysician that is created or maintained by a physician is confidential and 
privil~ged and may not be disclosed except as provided by this chapter. 

> :~ 

" 

( c) A person who receives infonnation from a confidential cOlmnunication 
or reqord as described by this chapter, other than a person listed in 
Sectio'n 159.004 who is acting on the patient's behalf, may not disclose the 
inforri).ation except to the extent that disclosure is consistent with the 
authofized plU1Joses for which the infonnation was first obtained. 

Ie!. § 159.002(a)-(c). This office has concluded that the protection afforded by 
section 159.602 extends only to records created by either a physician or someone under the 
supervision qf a physician. See Open Records Decision Nos. 487 (1987), 370 (1983), 343 
(1982). InfOl~ation taken directly from medical records and contained in other documents 
can be withli:eld in accordance with the MPA. See Occ. Code §§ 159.002, .004; Open 
Records Decis"ion No.5 98 (1991). Medical records may only be released in accordance with 
the MP A. Se¢ ORD 598. Upon review, the medical records we have marked may only be 
released in ac~ordance with the MP A. However, we find none ofthe remaining infonnation 
constitutes ainedical record for purposes of the MP A. Accordingly, the city may not 
withhold any'qf the remaining infonnation lmder section 552.101 on that ground. 

Ij" 

Section 552.101 also encompasses section 773.091 of the Health and Safety Code, which 
provides in r~levant part: 

(b) R~cords ofthe identity, evaluation, or treatment of a patient by emergency 
medic:ill services persOlmel or by a physician providing medical supervision 
that an~ created by the emergency medical services personnel or physician or 
mainta\ned by an emergency medical services provider are confidential and 
privil~ged and may not be disclosed except as provided by tllls chapter. 

,,.. 
''; v .. 

(g) Tli,.~ privilege of confidentiality lmder tIlls section does not extend to 
infon-rl,ation regarding the presence, nature of injury or illness, age, sex, 
occup:~tion, and city of residence of a patient who is receiving emergency 
medical services. 

Health & Safety Code § 773.091(b), (g). Except for the infonnation specified in 
section 773.0~1(g), emergency medical services ("EMS") records are deemed confidential 
lmder section 773.091 and may only be released in accordance with chapter 773 of the Health 
and Safety Code. See ie!. §§ 773.091-.094. Upon review, we find the patient fonn we have 
marked reveals the identity, evaluation, or treatment of a patient by emergency medical 

" 

if 

.i 
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services persO,nnel. Thus, the marked patient fonn constitutes EMS records that are subject 
to chapter 773 of the Health and Safety Code. Accordingly, with the exception of the 
infol111ation silbj ect to section 773.091 (g), which is not confidential, the submitted EMS f0l111 
must be withheld under section 552.101 of the Govenllnent Code in conjlmction with 
section 773.d.91 ofthe Health and Safety Code. 

Section 552 .. 101 also encompasses chapter 772 of the Health and Safety Code, which 
authorizes th~development oflocal emergency cOlmmmications districts. Sections 772.118, 
772.218, and:'.772.318 of the Health and Safety Code apply only to an emergency 9-1-1 
district established in accordance with chapter 772. See Open Records Decision No. 649 
(1996). These statutes make confidential the originatjng telephone numbers and addresses 
of 9-1-1 callers that are fLllllished by a service supplier. Id. at 2. Section 772.118 applies to 
an emergenc9 cOlmmmication district for a comIty with a population of more than two 
million. Section 772.218 applies to an emergency cOlmmmication district for a.county with 

.! 

a populatiori,.; of more than 860,000. Section 772.318 applies to an emergency 
communicatiqn dish'ict for a cOlmtywith a population of more than 20,000. We lmderstand 
the city is part of an emergency cOlmmmication district established under section 772.318 
of the Health;;and Safety Code. You have marked the telephone number and address of 
a 9-1-1 caller;;the city seeks to withhold lmder section 772.318. Provided the telephone 
number and citidress were fumished by a 9-1-1 service supplier, we conclude the city must 
withhold the: marked telephone 11lilllber and address under section 552.101 of the 
Govenllnent ~ode in conjunction with section 772.318 of the Health and Safety Code. 

Section 552.1'01 also encompasses section 1703.306 of the Occupations Code. Section 
1703.306 proyides as follows: 

- - -- .... ~. -- ------ - -- ---- --- - ---

(a) A p'.olygraph examiner, trainee, or employee of a polygraph examiner, or 
a pers~m for whom a polygraph examination is conducted or an employee of 
the p~rson, may not disclose infonnation acquired from a polygraph 
exam~i1ation to another person other than: 

.,' 

,.i (1) the examinee or any other person specifically designated in 
(writing by the examinee; 

~, (2) the person that requested the examination; 

'~;'(3) a member, or the member's agent, of a govenunental agency that 
: licenses a polygraph examiner or supervises or controls a polygraph 

:. i examiner's activities; 
" 

i (4) another polygraph examiner in private consultation; or 

.} (5) any other person required by due process of law. 

,. , 
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(b) The [Texas Depaliment of Licensing and Regulation] or any other 
goveriunental agency that acquires infonnation from a polygraph examination 
undel:~his section shall maintain the confidentiality-of the infonnation .. 

(c) A'polygraph examiner to whom infonnation acquired from a polygraph 
examination is disclosed lmder Subsection (a)(4) may not disclose the 
information except as provided by this section. 

Occ. Code § 1703.306. A portion of the remaining infonnation, which you have marked, 
consists ofinfonnation acquired from polygraph eXalninations subject to section 1703.306. 
The requestof does not appear to fall into any of the categories of individuals who are 
authorized to l\eceive the polygraph infomlation lmder section 1703 .306( a). Accordingly, the 
city must with.hold the marked polygraph infonnation lmder section 552.101 in conjunction 
with section 1703.306 of the Occupations Code. 

Section 552.1..01 of the Govemment Code also encompasses common-law privacy, which 
protects infolwation that is highly intimate or emba11'assing, such that its release would be 
highly obj ecti'9nable to a person of ordinalY sensibilities, and of no legitimate public interest. 
See Indus. Foitnd. v. Tex. Indus. Accident Bd., 540 S.W.2d 668,685 (Tex. 1976). The types 
of infonnation considered intimate alld embalTassing by the Texas Supreme Comi in 

I, 

Industrial F oitndation included infonnation relating to sexual assault, pregnancy, mental or 
physical abw:;.:e in the workplace, illegitimate children, psychiatric treatment of mental 
disorders, attempted suicide, and injuries to sexual organs. See id. at 683. In addition, a 
compilation -Qf an individual's criminal history is highly embalTassing infonnation, the 
publication of which would be highly objectionable to a reasonable person. Cf U S. Dep't 
of Justice v. R,eporters Comm.for Freedom of the Press, 489 U.S. 749, 764 (1989) (finding 
si~lificmlt priyacy interest In cOlnpiia.tion o:flndivi.C1uaI'scriininalhlstoryby recognizing 
distinction between public records found in courthouse files and local police stations and 
compiled sUJ.~i.malY of criminal history infonnation). This office has also fOlmd a 
compilation of a private citizen's criminal history is generally not of legitimate concem to 
the pUblic. Gommon-Iaw privacy also encompasses celiain types of personal financial 
information.};See Open Records Decision Nos. 600 (1992) (personal financial choices 
conceming iri~urance are generally confidential), 545 (1990) (common-law privacy protects 
personal final):cial infonnation not related to a financial transaction between an individual 
and a govermp.ental body), 523 (1989) (common-law privacy protects credit rep Olis , financial 
statements, a!ld other personal finallcial infonnation), 373 (1983) (cOlllillon-law privacy 
protects assetp and income source infOlmation). This office also has fmUld that some kinds 
of medical iiifonnation or infonnation indicating disabilities or specific illnesses al'e 
excepted froIt). required public disclosure lUlder cOlllinon-law privacy. See Open Records 
Decision Nos;; 470 (1987) (illness from severe emotional andjob-related stress), 455 (1987) 
(prescription ,q.rugs, illnesses, operations, and physical halldicaps). Whether infonnation is 
subject to a l~gitimate public interest and therefore not protected by COlllinon-law privacy 
must be deteupined on a case-by-case basis. See ORD 373. Upon review, we find most of 
the infonnatiQn you have marked, and the additional infonnation we have marked, is highly 
intimate or e1.pbalTassing and of no legitimate concem to the public. However, we find you 
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have failed to demonstrate some of the information you marked is highly intimate or 
embanassingand not oflegitimate public conce111. Accordingly, with the exception ofthe 
inf01111ation Vie have marked for release, the city must withhold the infonnation you have 
marked and tlie additional infonnation we have marked lmder section 552.101 in conjlmction 
with commOl\-law privacy. 

We note the iubmitted information includes infonnation that is excepted fi.-om disc10sme 
under sectiop" 552.102(a) of the Govenunent Code.2 Section 552.102(a) excepts from 
disclosure "iI).fonnation in a personnel file, the disc10sme of which would constitute a clearly 
unwananted ihvasion of personal privacy." Gov't Code § 552.1 02( a). The Texas Supreme 
Comi recently held section 552.102(a) excepts from disclosure the dates of birth of state 
employees inithe payroll database of the Texas Comptroller of Public Accolmts. Tex. 
Comptroller of Pub. Accounts v. Attorney Gen. of Tex., No. 08-0172, 2010 WL 4910163 
(Tex. Dec. 3,'2010). Having carefully reviewed the inf01111ation at issue, we have marked 
the infonnati~n that must be withheld lmder section 552.102(a) of the Government Code. 

" 

Section 552.l17(a)(2) of the Govenunent Code excepts from public disc10sme a peace 
officer' s hon1~ address and telephone mmlber, social secmity number, and family member 
infonnation r~gardless ofwhether the peace officer made an election lUlder section 552.024 
of the Govenpnent Code. Gov't Code § 552.117(a)(2). Section 552. 117(a)(2) applies to 
peace officerS' as defined by article 2.12 of the Code of Criminal Procedme. Therefore, to 
the extent the",ymployees and fonner employees to whom the submitted infonnation pertains. 
are licensed p,eace officers, the city must withhold the infonnation we have marked under 
section 552.1:p(a)(2) ofthe Govemment Code. 

'. 
" ,., 

To the extent the employees conce111ed are not licensed peace officers, their personal 
infonnafion ~t issue may be subject to section 552.117(a)(l) ()fthe G6ve1111heilt Code: 
Section 552.1) 7(a)(1) excepts from disclosure the home address and telephone number, 
social secmitY;number, and family member infonnation of a cunent or fonner employee of 
a governmeI~tal body who requests tlus infonnation be kept confidential under 
section 552.0'4.4. See ie!. § 552.117(a)(1). Whether a particular item of infonnation is 
protected by section 552.117(a)(1) must be detennined at the time of the govenllnental 
body's receipt;ofthe request for the infonnation. See Open Records Decision No. 530 at 5 
(1989). Thus:;)nfonnation may only be withheld under section 552. 117(a)(1) on behalf of 
a cunent or fq~1ner employee who made a request for confidentiality under section 552.024 
prior to the d;~te of the govenllnental body's receipt of the request for the infonnation. 
Infonnatiol1l~:aynot be withheld lUlder section552.117( a)(l) on behalf of a cmrent or fonner 
employee whQ did not timely request lmder section 552.024 the infOlmation be kept 
confidential. :1: Therefore, to the extent the. employees concerned timely requested 
confidentialitY: under section 552.024, the city must withhold the infOlmation we have 

,. 
2The otfice of the Attorney General will raise a mandatOlY exception on behalf of a govenll11ental 

body, but ordinarily will not raise other exceptions. Open Records Decision Nos. 481 (1987),480 (1987), 470 
(1987). 

'",' 

-------------- -----------------
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mm-ked undetrsection 552.117(a)(1). Conversely, to the extentthese employees did not make 
timely electiohs under section 552.024, the city may not withhold the mm'ked information 
under sectiOli'552.117(a)(1) of the Government Code. 

Section 552.1;30 ofthe Govenllnent Code excepts from public disclosure infonnation that 
relates to a Texas motor vehicle operator's or driver's license or permit or Texas motor 
vehicle title Ol~registrationissued by mlagency ofthis state. Gov't Code § 552. 130(a)(1)-(2). 
Thus, the city must withhold the infonnation you have marked and the additional infonnation 
we have marked lmder section 552.130 of the Govenllnent Code. 

Section 552.1136 ofthe Government Code provides in part that "[ n ]otwithstmlding mlyother 
provision of Bthe Act], a credit card, debit card, charge card, or access device number that is 
collected, as~embled, or maintained by or for a govenunental body is confidential." Id. 
§ 552.l36(bksee id. § 552. 136(a) (defining "access device"). The submitted information 
includes emp'I6yee identification numbers, which we understand are used with one additional 
digit in order~to access the employee's city credit union ban1e account. We agree the city 
must withhold the ban1e account l1lunbers and ban1e routing l1lunbers you have marked, and 
the additional'infonnation we have marked, under section 552.136 ofthe Government Code. -
However, a check number does not constitute ml access device l1lunber and may not be 
withheld bas~d on section 552.136. Accordingly, the city may not withhold the check 
number you h~l.Ve marked under section 552.136 of the Government Code. 

In summary,:;the city must withhold the marked information section 552.101 of the 
Gbvenllnelit ~Code in conjunction with section 23.20 of title 28 of the Code of Federal 
Regulations. The medical records we have marked may only be released in accordance with 

____ th~ MP A._ With the exception of the infonnation subject to section 773.091(g), which is not 
- Gonfiaential,jhesubmitted EMS fonn must be withheld lmder section 552.101 of the 

Goveinmenf Gode in conjlmction with section 773-.091 of the Health and Safety Code. The 
city must withhold the marked telephone l1lunber and address under section 552.101 of the 
GovermnentCode in conjunction with section 772.318 of the Health and Safety Code, 
provided the \elephone number and address were fumished by a 9-1-1 service supplier. The 
city must withhold the marked polygraph infonnation under section 552.101 in conjunction 
with section W03.306 ofthe Occupations Code. The city must withhold the infonnation you 
have marked:;and the additional information we have marked lmder section 552.101 in 
conjunction '}dth conllnon-law privacy. The city must withhold the infonnation we have 
marked lmde11~ection 552.1 02( a) of the Govenllnent Code. To the extent the employees mld 
fonner employees to whom the infonnation peliains are licensed peace officers, the city must 
withhold the information we have marked lmder section 552.117(a)(2) of the Government 
Code. To the:~xtent the employees and former employees concerned are not licensed peace 
officers, but timely requested confidentiality under section 552.024 ofthe Govenllnent Code, 
the city must ::o/ithhold the information we have marked under section 552.117(a)(1) of the 
Govennnent.~ode. The city must withhold the infonnation you have marked and the 
additional infc)1111ation we have marked under section 552.130 of the Govenllnent Code. 
Except where;y.re have marked for release, the city must withhold the ban1e account numbers 
and bank routttlg numbers you have marked, and the additional information we have marked, 
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under sectiOll 552.136 of the Government Code.3 The remaining infonnation must be 
released. 

This letter ruling is limited to the paliicular infonnation at issue in tIns request and limited 
to the facts as. presented to us; therefore, this mling must not be relied upon as a previous 
detenninatio~~ regarding any other information or any other circumstances. 

This mling triggers impOliallt deadlines regarding the rights and responsibilities of the 
governmentaJ:.body and of the requestor. For more information conce111ing those rights and 
responsibiliti~s, please visit our website at http://www.oag.state.tx.us/open/index or1.php, 
or call the Office of the Att0111ey General's Open Govemment Hotline, toll fi'ee, 
at (877) 673;:.6839. Questions conce111ing the allowable charges for providing public 
info1111ation llilder the Act must be directed to the Cost Rules Administrator ofthe Office of 
the Att0111ey General, toll fi'ee, at (888) 672-6787. 

J onathall Mil~s 
Assistant AttQ,111ey General 
Open Record~Division 

"I. 

JM/em ,. 

Ref: ID# 4{6131 

Ene. Subnti;tted documents 
.;.:, 
" 

c: Requestor 
(w/o ~ilc1oslU'es) 

:.'.: 

3We no:te Open Records Decision No. 684 (2009), which tIllS office issued, is a previous determination 
authorizing all governmental bodies to withhold ten categories of infonnation without the necessity of 
requesting an attorney general decision, including Texas driver's license and license plate numbers lmder 
section 552.13a'~of the Government Code and bank account numbers and bank routing numbers under 
section 552.136 cifthe Government Code. 


