GREG ABBOTT

January 20, 2012

Ms. Ann Marie Lee, CPA
Henderson County Auditor’s Office
100 East Tyler Street, Room 300
Athens, Texas 75751

OR2012-00998
Dear Ms. Lee:

You ask whether certain information is subject to required public disclosure under the
Public Information Act (the ““Act”), chapter 552 of the Government Code. Your request was
assigned ID# 442735.

The Henderson County Auditor’s Office (the “county”) received a request for all e-mails sent
to the county’s IT Department’s Help Desk and any response thereto “between the dates of
September 15, 2011[,] and the date of [the county’s] response to” the request for information.
You claim the submitted information is excepted from disclosure under section 552.139 of
the Government Code. We have considered the exception you claim and reviewed the
submitted information.

Initially, we note the request, in part, seeks information created after the date the request was
received. It is implicit in several provisions of the Act that the Act applies only to
information already in existence. See Gov’t Code §§ 552.002,.021,.227,.351. The Act does
not require a governmental body to prepare new information in response to a request. See
Attorney General Opinion H-90 (1973); see also Open Records Decision Nos. 572 at 1
(1990), 555 at 1-2 (1990), 452 at 2-3 (1986), 87 (1975). Consequently, a governmental body
is not required to comply with a standing request to supply information prepared in the
future. See Attorney General Opinion JM-48 at 2 (1983); see also Open Records Decision
Nos. 476 at 1 (1987), 465 at 1 (1987). Thus, the only information encompassed by the
present request consists of documents the county maintained or had a right of access to as
of the date that it received this request.
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Next, we must address the county’s obligations under section 552.301 of the Government
Code, which prescribes the procedures a governmental body must follow in asking this office
to decide whether requested information is excepted from public disclosure. Pursuant to
section 552.301(b), a governmental body must ask for a decision from this office and state
the exceptions that apply within ten business days of receiving the written request. See
Gov’t Code § 552.301(b). The county received the request for information on
October 20, 2011. You do not inform us the county was closed for any business days
between October 20, 2011, and November 3, 2011. Accordingly, you were required to
provide the information required by section 552.301(b) by November 3, 2011. However, the
box in which the county provided the information required by subsections 552.301(b)
and 552.301(e) was postmarked November 8,2011. See id. § 552.308(a)(1) (describing rules
for calculating submission dates of documents sent via first class United States mail,
common or contract carrier, or interagency mail). Accordingly, we conclude the county
failed to comply with the procedural requirements mandated by section 552.301 of the
Government Code.

Pursuant to section 552.302 of the Government Code, a governmental body’s failure to
comply with the procedural requirements of section 552.301 results in the legal presumption
that the requested information is public and must be released unless there is a compelling
reason to withhold the information from disclosure. See id. § 552.302; Simmons v.
Kuzmich, 166 S.W.3d 342 (Tex. App.—Fort Worth 2005, no pet.); Hancock v. State Bd. of
Ins., 797 S.W.2d 379, 381-82 (Tex. App.—Austin 1990, no writ); see also Open Records
Decision No. 319 (1982). Generally, a compelling reason exists when third party interests
are at stake or when information is confidential under other law. Open Records Decision
No. 177 (1977). You raise section 552.139 of the Government Code for portions of the
submitted information. We note portions of the remaining information are subject to
sections 552.101, 552.117, 552.136, and 552.137 of the Government Code.! Because
sections 552.101, 552.117, 552.136, 552.137, and 552.139 can provide compelling reasons
to withhold information, we will address the applicability of these exceptions to the
submitted information.

Section 552.139 of the Government Code provides, in relevant part:
(a) Information is excepted from [required public disclosure] if it is
information that relates to computer network security, to restricted
information under Section 2059.055 [of the Government Code], or to the

design, operation, or defense of a computer network.

(b) The following information is confidential:

'The Office of the Attorney General will raise mandatory exceptions on behalf of a governmental body,
but ordinarily will not raise other exceptions. See Open Records Decision Nos. 481 (1987), 480 (1987), 470
(1987).
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(1) a computer network vulnerability report;

(2) any other assessment of the extent to which data processing
operations, a computer, or a computer program, network, system, or
system interface, or software of a governmental body or of a
contractor of a governmental body is vulnerable to unauthorized
access or harm, including an assessment of the extent to which the
governmental body’s or contractor’s electronically stored information
containing sensitive or critical information is vulnerable to alteration,
damage, or erasure; and

(3) a photocopy or other copy of an identification badge
issued to an official or employee of a governmental body.

Gov’t Code § 552.139. Section 2059.055 of the Government Code provides, in pertinent
part:

(b) Network security information is confidential under this section if the
information is:

(1) related to passwords, personal identification numbers, access
codes, encryption, or other components of the security system of a
state agency;

(2) collected, assembled, or maintained by or for a governmental
entity to prevent, detect, or investigate criminal activity; or

(3) related to an assessment, made by or for a governmental entity or
maintained by a governmental entity, of the vulnerability of a network
to criminal activity.

Id. § 2059.055(b). We note the information we have marked contains Internet Protocol
addresses and computer usernames and passwords used to access a computer network that
could be used to gain unauthorized access to city computers. Accordingly, the county must
withhold the marked information under section 552.139 of the Government Code. However,
you have not demonstrated how any portion of the remaining responsive information relates
to computer network security, or to the design, operation, or defense of the county’s
computer network as contemplated in section 552.139%(a). Further, we find you have not
explained how any of the remaining responsive information consists of a computer network
vulnerability report or assessment as contemplated by section 552.139(b) or a photocopy or
other copy of an identification badge issued to an official or employee of the county for
purposes of section 552.139(c). Thus, none of the remaining information consists of
restricted network information for purposes of section 552.139. Accordingly, the county may
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not withhold any of the remaining responsive information under section 552.139 of the
Government Code.

Section 552.101 of the Government Code excepts from public disclosure “information
considered to be confidential by law, either constitutional, statutory, or by judicial decision.”
Id. § 552.101. This section encompasses common-law privacy, which protects information
that is (1) highly intimate or embarrassing, the publication of which would be highly
objectionable to a reasonable person and (2) not of legitimate concern to the public. /ndus.
Found. v. Tex. Indus. Accident Bd., 540 S.W.2d 668, 685 (Tex. 1976). To demonstrate the
applicability of common-law privacy, both prongs of this test must be demonstrated. See id.
at 681-82. The doctrine of common-law privacy protects a compilation of an individual’s
criminal history, which is highly embarrassing information, the publication of which would
be highly objectionable to a reasonable person. Cf. United States Dep't of Justice v.
Reporters Comm. for Freedom of the Press, 489 U.S. 749, 764 (1989) (when considering
prong regarding individual’s privacy interest, court recognized distinction between public
records found in courthouse files and local police stations and compiled summary of
information and noted that individual has significant privacy interest in compilation of one’s
criminal history). Furthermore, we find a compilation of a private citizen’s criminal history
is generally not of legitimate concern to the public. We note active warrant information or
other information relating to an individual’s current involvement in the criminal justice
system does not constitute criminal history information for the purposes of section 552.101.
See Gov’t Code § 411.081(b) (police department allowed to disclose information pertaining
to person’s current involvement in the criminal justice system). Upon review, we find the
information we have marked is highly intimate or embarrassing and not of legitimate public
concern. Therefore, the county must withhold the marked information under section 552.101
of the Government Code in conjunction with common-law privacy.

Section 552.117(a)(1) of the Government Code excepts from disclosure the home address
and telephone number, emergency contact information, social security number, and family
member information of a current or former employee of a governmental body who requests
this information be kept confidential under section 552.024 of the Government Code. See
Gov’t Code § 552.117(a). Whether a particular item of information is protected by
section 552.117(a)(1) must be determined at the time of the governmental body’s receipt of
the request for the information. See Open Records Decision No. 530 at 5 (1989). Thus,
information may be withheld under section 552.117(a)(1) only on behalf of a current or
former employee who made a request for confidentiality under section 552.024 prior to the
date of the governmental body’s receipt of the request for the information. Information may
not be withheld under section 552.117(a)(1) on behalf of a current or former employvee who
did not timely request under section 552.024 the information be kept confidential. Therefore,
to the extent the individuals whose information is at issue timely requested confidentiality
under section 552.024 of the Government Code, the county must withhold the information
we have marked under section 552.117(a)(1). Conversely, to the extent the individuals at
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issue did not timely request confidentiality under section 552.024, the county may not
withhold the marked information under section 552.117(a)(1).

Section 552.136 of the Government Code provides, “[n]otwithstanding any other provision
of [the Act], a credit card, debit card, charge card, or access device number that is collected,
assembled, or maintained by or for a governmental body is confidential.” Gov’t Code
§ 552.136(b). Section 552.136(a) defines “access device” as “a card, plate, code, account
number, personal identification number, electronic serial number, mobile identification
number, or other telecommunications service, equipment, or instrument identifier or means
of'account access that alone or in conjunction with another access device may be used to . . .
obtain money, goods, services, or another thing of value [or] initiate a transfer of funds other
than a transfer originated solely by paper instrument.” Id. § 552.136(a). Accordingly, the
county must withhold the bank account number we have marked under section 552.136 of
the Government Code.

Section 552.137 of the Government Code excepts from disclosure “an e-mail address of a
member of the public that is provided for the purpose of communicating electronically with
a governmental body” unless the member of the public consents to its release or the e-mail
address is of a type specifically excluded by subsection (c¢). See id. § 552.137(a)-(c). The
e-mail addresses at issue, which we have marked, are not excluded by subsection (c).
Therefore, the county must withhold the personal e-mail addresses we have marked under
section 552.137 of the Government Code, unless the owners have affirmatively consented
to their public disclosure.?

In summary, the county must withhold (1) the information we marked under section 552.139
of the Government Code; (2) the information we marked under section 552.101 of the
Government Code in conjunction with common-law privacy; (3) the information we have
marked under section 552.117(a)(1), to the extent the individuals whose information is at
issue timely requested confidentiality under section 552.024 of the Government Code; (4)
the bank account number we marked under section 552.136 of the Government Code; and
(5) the personal e-mail addresses we have marked under section 552.137 of the Government
Code, unless the owners have affirmatively consented to their public disclosure. The
remaining responsive information must be released.

This letter ruling is limited to the particular information at issue in this request and limited
to the facts as presented to us; therefore, this ruling must not be relied upon as a previous
determination regarding any other information or any other circumstances.

*We note Open Records Decision No. 684 (2009) is a previous determination to all governmental
bodies authorizing them to withhold ten categories of information, including an e-mail address of a member of
the public under section 552.137 of the Government Code, without the necessity of requesting an attorney
general decision.
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This ruling triggers important deadlines regarding the rights and responsibilities of the
governmental body and of the requestor. For more information concerning those rights and
responsibilities, please visit our website at http://www.oag.state.tx.us/open/index_orl.php,
or call the Office of the Attorney General’s Open Government Hotline, toll free,
at (877) 673-6839. Questions concerning the allowable charges for providing public
information under the Act must be directed to the Cost Rules Administrator of the Office of
the Attorney General, toll free at (888) 672-6787.
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Claire V. Morris Sloan
Assistant Attorney General
Open Records Division
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