GREG ABBOTT

March 20, 2014

Mr. Dean Micknal

For Eagle Mountain-Saginaw Independent School District
Leasor Crass, P.C.

201 East Debbie Lane

Mansfield, Texas 76063

OR2014-04762

Dear Mr. Micknal:

You ask whether certain information is subject to required public disclosure under the
Public Information Act (the “Act”), chapter 552 of the Government Code. Your request was
assigned ID# 515846.

The Eagle Mountain-Saginaw Independent School District (the “district™), which you
represent, received a request for all documentation related to any investigation or inquiry
conducted by a district official or employee into any action or inaction by the requestor while
employed with the district. You state the district has released some information to the
requestor. You also state the district has redacted information pursuant to the Family
Educational Rights and Privacy Act ("FERPA”™), section 1232g of title 20 of the United
States Code.' You further state the district has redacted information pursuant to

'We note the United States Department of Education Family Policy Compliance Office (the “DOE”)
has informed this office that FERPA does not permit a state educational agency or institution to disclose to this
office, without parental or an adult student’s consent, unredacted, personally identifiable information contained
in education records for the purpose of our review in the open records ruling process under the Act.
See 34 C.F.R. § 99.3 {defining “personally identifiable information”). The DOE has determined that
FERPA determinations must be made by the educational institution from which the education records were
obtained. A copy of the DOE’s letter to this office may be found on the Office of the Attorney General's
website: http:// www.oag state.tx.us’open/20060725usdoe.pdf.
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section 552.147(a-1) of the Government Code.* You claim the submitted information is
excepted from disclosure under sections 552.101, 552.102, 552.107, 552.117, 552.135,
and 552.139 of the Government Code and Texas Rule of Evidence 503. We have considered
the exceptions you claim and reviewed the submitted information.

Initially, we note, and you acknowiedge, the submitted information is subject to
section 552.022 of the Government Code. Section 552.022(a)(1) provides for the required
public disclosure of “a completed report, audit, evaluation, or investigation made of, for, or
by a governmental body,” unless it is excepted by section 552.108 of the Government Code
or “made confidential under [the Act] or other law[.]” Gov’t Code § 552.022(a)(1). The
submitted information consists of three completed investigations that are subject to
section 552.022(a)(1) and must be released unless they are either excepted under
section 552.108 of the Government Code or confidential under the Act or other law.
Although you assert the information at issue is excepted from disclosure under
section 552.107 of the Government Code, this section is a discretionary exception to
disclosure that protects a governmental body’s interest and does not make information
confidential. See Open Records Decision Nos. 676 at 10-11 (2002) (attorney-client privilege
under section 552.107(1) may be waived), 665 at 2 n.5 (2000) (discretionary exceptions
generally). Therefore, the district may not withhold the submitted information under
section 552.107. However, the Texas Supreme Court has held that the Texas Rules of
Evidence are “other law” within the meaning of section 552.022. In re City of Georgetown,
S.W.3d 328, 336 (Tex. 2001). Accordingly, we will consider your assertion of the
attorney-client privilege under Texas Rule of Evidence 503. Additionally, because
sections 552.101, 552.102, 552.117, 552.135, and 552.139 of the Government Code make
information confidential under the Act, we will address their applicability to the submitted
information.

Section 552.101 of the Government Code excepts from disclosure “information considered
to be confidential by law, either constitutional, statutory, or by judicial decision.” Gov’t
Code § 552.101. Section 552.101 of the Government Code encompasses the doctrine of
common-law privacy, which protects information if it (1) contains highly intimate or
embarrassing facts, the publication of which would be highly objectionable to a reasonable
person, and (2) is not of legitimate concern to the public. Indus. Found. v. Tex. Indus.
Accident Bd., 540 S.W.2d 668, 685 (Tex. 1976).

In Morales v. Ellen, 840 S.W.2d 519 (Tex. App.—El Paso 1992, writ denied), the court
addressed the applicability of the common-law privacy doctrine to files of an investigation
of allegations of sexual harassment. The investigation files in Ellen contained individual
witness statements, an affidavit by the individual accused of the misconduct responding to

* Section 552.147(b) of the Government Code authorizes a governmental body to redact a living
person’s social security number from public release without the necessity of requesting a decision from this
office under the Act. Gov’t Code § 552.147(b).
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the allegations, and conclusions of the board of inquiry that conducted the investigation.
Ellen, 840 S.W.2d at 525. The court ordered the release of the affidavit of the person under
investigation and the conclusions of the board of inquiry, stating the public’s interest was
sufficiently served by the disclosure of such documents. Id In concluding, the Ellen court
held “the public did not possess a legitimate interest in the identities of the individual
witnesses, nor the details of their personal statements beyond what is contained in the
documents that have been ordered released.” Id.

Although you argue the submitted information should be withheld under the court ruling in
Ellen, we note the responsive information pertains to two investigations into violations of
district school board policies and an investigation regarding allegations of inappropriate
conduct between the requestor and four students. These investigations do not constitute
sexual harassment investigations for purposes of Ellen. Therefore, the common-law privacy
protection afforded in Ellen is not applicable to the submitted information, and the district
may not withhold it under section 552.101 on that basis.

Section 552.101 of the Government Code also encompasses section 261.201 of the Family
Code. Section 261.201 provides in part:

(a) [Tlhe following information is confidential, is not subject to public
release under [the Act], and may be disclosed only for purposes consistent
with this code and applicable federal or state law or under rules adopted by
an investigating agency:

(1) areport of alleged or suspected abuse or neglect made under this
chapter and the identity of the person making the report; and

(2) except as otherwise provided in this section, the files, reports,
records, communications, audiotapes, videotapes, and working papers
used or developed in an investigation under this chapter or in
providing services as a result of an investigation.

Fam. Code § 261.201(a); see id. §§ 101.003 (defining child for purposes of Family Code
title 5), 261.001(1), (4) (defining “abuse™ and “neglect” for purposes of Fam. Code ch. 261).
We note the district is not an agency authorized to conduct a chapter 261 investigation. See
id. § 261.103 (listing agencies that may conduct child abuse investigations). Upon review,
we agree the submitted information contains a report of alleged child abuse obtained from
the Texas Department of Family and Protective Services. We find this report must be
withheld in its entirety under section 552.101 of the Government Code in conjunction with
section 261.201(a)(2) of the Family Code. However, the remaining information at issue
relates to an administrative investigation by the district. Thus, it does not consist of files,
reports, records, communications, audio tapes, video tapes, or working papers used or
developed in an investigation of alleged or suspected child abuse or neglect under
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chapter 261 of the Family Code. However, a portion of the information, which we have
marked, consists of a report of alleged or suspected child abuse to Child Protective Services.
We find the information we have marked is within the scope of section 261.201(a)(1) of the
Family Code. Therefore, the district must withhold the information we have marked under
section 552.101 of the Government Code in conjunction with section 261.201(a)(1) of the
Family Code.

Section 552.101 of the Government Code also encompasses chapter411 of the Government
Code, which deems confidential criminal history record information (“CHRI”) generated by
the National Crime Information Center or by the Texas Crime Information Center. CHRI
means “information collected about a person by a criminal justice agency that consists of
identifiable descriptions and notations of arrests, detentions, indictments, informations, and
other formal criminal charges and their dispositions.” Gov’t Code § 411.082(2). Title 28,
part 20 of the Code of Federal Regulations governs the release of CHRI that states obtain
from the federal government or other states. See Open Records Decision No. 565 (1990).
The federal regulations allow each state to follow its individual law with respect to CHRI it
generates. /d. at 10-12. Section411.083 of the Government Code deems confidential CHRI
the Department of Public Safety (“DPS”) maintains, except DPS may disseminate this
information as provided in chapter 411, subchapter F of the Government Code. See Gov’t
Code § 411.083. A school district may obtain CHRI from DPS as authorized by
section 411.097 and subchapter C of chapter 22 of the Education Code; however, a school
district may not release CHRI except as provided by section 411.097(d). See id.
§ 411.097(d); Educ. Code § 22.083(c)(1) (authorizing school district to obtain from any law
enforcement or criminal justice agency all CHRI relating to school district employee); see
also Gov’t Code § 411.087. Section 411.087 authorizes a school district to obtain CHRI
from the Federal Bureau of Investigation or any other criminal justice agency in this state.
Gov’'tCode §411.087. Thus, any CHRIthe district obtained from DPS or any other criminal
justice agency in this state must be withheld under section 552.101 of the Government Code
in conjunction with section 411.097(d) of the Government Code. See Educ. Code
§ 22.083(c)(1). You inform us the some of the submitted information was obtained by the
district as required by section 22.083 of the Texas Education Code. Upon review, we find
the district must withhold the CHRI we have marked under section 552.101 in conjunction
with chapter 411 of the Government Code. However, we find you have failed to demonstrate
how any portion of the remaining information constitutes CHRI for the purposes of
chapter 411. Accordingly, none of the remaining information may be withheld under
section 552.101 on that basis.

Section 552.135 of the Government Code provides in relevant part the following:

(a) “Informer” means a student or a former student or an employee or former
employee of a school district who has furnished a report of another person’s
possible violation of criminal, civil, or regulatory law to the school district or
the proper regulatory enforcement authority.
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(b) An informer’s name or information that would substantially reveal the
identity of an informer is excepted from [required public disclosure].

Gov't Code § 52.135(a)-(b). Because the legislature limited the protection of
section 552.135 to the identity of a person who reports a possible violation of “law,” a school
district that seeks to withhold information under that exception must clearly identify to this
office the specific civil, criminal, or regulatory law that is alleged to have been violated. See
id. § 552.301(e)(1)(A). Additionally, individuals who provide information in the course of
an investigation, but do not make the initial report are not informants for purposes of
section 552.135 of the Government Code. You state some of the remaining information
identifies individuals who reported alleged violations of criminal laws to the district. Based
on your representation and our review, we conclude the district must withhold the
information we have marked under section 552.135 of the Government Code. However, the
district has failed to demonstrate how any of the remaining information at issue reveals the
identity of an informer for the purposes of section 552.135 of the Government Code.
Therefore, the district may not withhold the remaining information on that ground.

As noted above, section 552.101 encompasses common-law privacy, which is subject to the
two-part test discussed above. Indus. Found., 540 S.W.2d at 685. Types of information
considered intimate and embarrassing by the Texas Supreme Court are delineated in
Industrial Foundation. Id. at 683. This office has concluded some types of medical
information are generally highly intimate and embarrassing. See Open Records Decision
No. 455 (1987). Additionally, this office has found personal financial information not
relating to a financial transaction between an individual and a governmental body is generally
highly intimate or embarrassing. See Open Records Decision Nos. 600 (1992), 545 (1990).
Upon review, we find the information we have marked satisfies the standard articulated by
the Texas Supreme Court in Industrial Foundation. Accordingly, the district must withhold
the information we have marked under section 552.101 of the Government Code in
conjunction withcommon-law privacy. However, we find none of the remaining information
is highly intimate or embarrassing and of no legitimate public concern. Therefore, the
district may not withhold any of the remaining information under section 552.101 in
conjunction with common-law privacy.

Section 552.101 also encompasses the doctrine of constitutional privacy. Constitutional
privacy consists of two interrelated types of privacy: (1) the right to make certain kinds of
decisions independently and (2) an individual’s interest in avoiding disclosure of personal
matters. See Whalen v. Roe, 429 U.S. 589, 599-600 (1977); Open Records Decision
Nos. 600 at 3-5, 478 at 4 (1987), 455 at 3-7 (1987). The first type protects an individual’s
autonomy within “zones of privacy” which include matters related to marriage, procreation,
contraception, family relationships, and child rearing and education. ORD 455 at 4. The
second type of constitutional privacy requires a balancing between the individual’s privacy
interests and the public’s need to know information of public concern. Id. at 7. The scope
of information protected is narrower than that under the common-law doctrine of privacy;
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constitutional privacy under section 552.101 is reserved for “the most intimate aspects of
human affairs.” Id. at 5 (quoting Ramie v. City of Hedwig Village, Tex., 765 F.2d 490 (5th
Cir. 1985)). Upon review, we find you have failed to demonstrate how any portion of the
remaining information falls within the zones of privacy or implicates an individual’s privacy
interests for purposes of constitutional privacy. Therefore, the district may not withhold any
of the remaining information under section 552.101 on the basis of constitutional privacy.

You also claim section 552.101 of the Government Code in conjunction with the common-
law informer’s privilege, which Texas courts have long recognized. See Aguilar v. State, 444
S.W.2d 935, 937 (Tex. Crim. App. 1969). The informer’s privilege protects the identities
of persons who report activities over which the governmental body has criminal or
quasi-criminal law-enforcement authority, provided the subject of the information does not
already know the informer’s identity. See Open Records Decision Nos. 515 at 3 (1998), 208
at 1-2 (1978). The privilege protects the identities of individuals who report violations of
statutes to the police or similar law-enforcement agencies, as well as those who report
violations of statutes with civil or criminal penalties to “administrative officials having a
duty of inspection or of law enforcement within their particular spheres.” See Open Records
Decision No. 279 at 2 (1981) (citing 8 John H. Wigmore, Evidence in Trials at Common
Law, § 2374, at 767 (J. McNaughton rev. ed. 1961)). The report must involve a violation of
a criminal or civil statute. See Open Records Decision Nos. 582 at 2 (1990), 515 at 4-5.
The privilege excepts the informer’s statement only to the extent necessary to protect the
informer’s identity. See Open Records Decision No. 549 at 5 (1990).

Upon review, we find the remaining information does not identify an individual who
reported a violation of the law to a law enforcement agency or an appropriate administrative
official. Thus, we conclude that the district may not withhold any of the remaining
information under section 552.101 of the Government Code in conjunction with the
common-law informer’s privilege.

Section 552.102(a) of the Government Code excepts from disclosure “information
in a personnel file, the disclosure of which would constitute a clearly unwarranted invasion
of personal privacy.” Gov’t Code § 552.102(a). We understand you to assert the privacy
analysis under section 552.102(a) is the same as the common-law privacy test under
section 552.101 of the Government Code as discussed above. See Indus. Found, 540 S.W .2d
at 685. In Hubert v. Harte-Hanks Texas Newspapers, Inc., 652 S.W.2d 546, 549-51
(Tex. App.—Austin 1983, writ ref’d n.r.¢.), the Third Court of Appeals ruled the privacy test
under section 552.102(a) is the same as the Industrial Foundation privacy test. However,
the Texas Supreme Court expressly disagreed with Hubert’s interpretation of
section 552.102(a) and held its privacy standard differs from the Industrial Foundation test
under section 552.101. See Tex. Comptroller of Pub. Accounts v. Attorney Gen. of Tex., 354
S.W.3d 336 (Tex. 2010). The supreme court then considered the applicability of
section 552.102, and held section 552.102(a) excepts from disclosure the dates of birth of
state employees in the payroll database of the Texas Comptroller of Public Accounts. See
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id. at 346. Accordingly, the district must withhold the dates of birth we have marked under
section 552.102(a) of the Government Code. However, we find none of the remaining
information is subject to section 552.102(a) of the Government Code and none of it may be
withheld on that basis.

Texas Rule of Evidence 503 enacts the attorney-client privilege. Rule 503(b)(1) provides
as follows:

A client has a privilege to refuse to disclose and to prevent any other person
from disclosing confidential communications made for the purpose of
facilitating the rendition of professional legal services to the client:

(A) between the client or a representative of the client and
the client’s lawyer or a representative of the lawyer;

(B) between the lawyer and the lawyer’s representative;

(C) by the client or a representative of the client, or the
client’s lawyer or a representative of the lawyer, to a lawyer
or a representative of a lawyer representing another party in
a pending action and concerning a matter of common interest
therein;

(D) between representatives of the client or between the client
and a representative of the client; or

(E) among lawyers and their representatives representing the
same client.

TEX.R.EVID. 503(b)(1). A communication is “confidential” if not intended to be disclosed
to third persons other than those to whom disclosure is made in furtherance of the rendition
of professional legal services to the client or those reasonably necessary for the transmission
of the communication. Id. 503(a)(5).

When asserting the attorney-client privilege, a governmental body has the burden of
providing the necessary facts to demonstrate the elements of the privilege in order to
withhold the information at issue. See ORD 676 at 6-7. Thus, in order to withhold
attorney-client privileged information from disclosure under rule 503, a governmental body
must: (1) show that the document is a communication transmitted between privileged
parties or reveals a confidential communication; (2) identify the parties involved in the
communication; and (3) show that the communication is confidential by explaining that it
was not intended to be disclosed to third persons and that it was made in furtherance of the
rendition of professional legal services to the client. Jd. Upon a demonstration of all three
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factors, the entire communication is confidential under rule 503, provided the client has not
waived the privilege or the document does not fall within the purview of the exceptions to
the privilege enumerated in rule 503(d). Huie v. DeShazo, 922 S.W.2d 920, 923 (Tex. 1996)
(privilege extends to entire communication, including facts contained therein); /n re Valero
Energy Corp., 973 S.W.2d 453, 457 (Tex. App.—Houston [14th Dist.] 1998, orig.
proceeding) (privilege extends to entire communication, including factual information).

You explain some of the submitted information constitutes communications between
attorneys for the district and district employees that were made for the purpose of providing
legal services to the district. Additionally, you state the communications were intended to
be confidential and have remained confidential. Based on your representations and our
review, we find the district may withhold the information we have marked under Texas Rule
of Evidence 503. However, we find you have failed to demonstrate how any of the
remaining information constitutes an attorney-client communication for the purposes of
Texas Rule of Evidence 503. Thus, none of the remaining information may be withheld on
that basis.

Section 552.117(a)(1) excepts from disclosure the home addresses and telephone numbers,
emergency contact information, social security numbers, and family member information of
current or former officials or employees of a governmental body who request that this
information be kept confidential under section 552.024 of the Government Code.
Gov’t Code § 552.117(a)(1). Whether a particular piece of information is protected by
section 552.117(a)(1) must be determined at the time the request for it is made. See Open
Records Decision No. 530 at 5 (1989). Therefore, a governmental body must withhold
information under section 552.117 on behalf of a current or former official or employee only
if the individual made a request for confidentiality under section 552.024 prior to the date
on which the request for this information was made. We have marked information subject
to section 552.117. Accordingly, if the individuals whose information is at issue timely
requested confidentiality pursuant to section 552.024, the information we have marked must
be withheld under section 552.117(a)(1). The district may not withhold this information
under section 552.117 if the individuals did not make a timely election to keep the
information confidential.

Section 552.130 provides that information relating to a motor vehicle operator’s license,
driver’s license, title, or registration issued by an agency of this state or another state or
country is excepted from public release. Gov’t Code § 552.130(a)(1)-(2). Accordingly, the
district must withhold the driver’s license information we have marked under
section 552.130 of the Government Code.?

*We note section 552.130(c) of the Government Code allows a governmental body to redact the
information described in subsection 552.130(a) without the necessity of seeking a decision from the attorney
general. Gov’t Code § 552.130(¢c). [f a governmental body redacts such information, it must notify the
requestor in accordance with section 552.130(e). See id § 552.130(d), (e).
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Section 552.137 of the Government Code excepts from disclosure “an e-mail address of a
member of the public that is provided for the purpose of communicating electronically with
a governmental body,” unless the owner of the e-mail address consents to its release
or the e-mail address falls within the scope of section 552.137(c). Id § 552.137(a)-(c).
Section 552.137 is not applicable to the work e-mail address of an employee of a
governmental body because such an address is not that of the employee as a “member of the
public” but is instead the address of the individual as a government employee. The district
must withhold the e-mail addresses we have marked under section 552.137 of the
Government Code unless the owners affirmatively consent to their public disclosure.*

Section 552.139 of the Government Code provides, in part:

(a) Information is excepted from [required public disclosure] if it is
information that relates to computer network security, to restricted
information under Section 2059.055 [of the Government Code], or to the
design, operation, or defense of a computer network.

(b) The following information is confidential:
(1) a computer network vulnerability report; [and]

(2) any other assessment of the extent to which data processing
operations, a computer, a computer program, network, system, or
system interface, or software of a governmental body or of a
contractor of a governmental body is vulnerable to unauthorized
access or harm, including an assessment of the extent to which the
governmental body’s or contractor’s electronically stored information
containing sensitive or critical information is vulnerable to alteration,
damage, erasure, or inappropriate usef.]

(3) a photocopy or other copy of an identification badge issued to an official
or employee of a governmental body.

Id. § 552.139(a), (b}(1)~(3). Section 2059.055 of the Government Code provides in part:

(b) Network security information is confidential under this section if the
information is:

*We note Open Records Decision No. 684 (2009) is a previous determination to all governmental
bodies authorizing them to withhold certain categories of information, including an e-mail address of a member
of the public under section 552.137 of the Government Code, without the necessity of requesting an attorney
general opinion.
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(1) related to passwords, personal identification numbers, access
codes, encryption, or other components of the security system of a
state agency;

(2) collected, assembled, or maintained by or for a governmental
entity to prevent, detect, or investigate criminal activity; or

(3) related to an assessment, made by or for a governmental entity or
maintained by a governmental entity, of the vulnerability of a network
to criminal activity.

Id. §2059.055(b). Youstate the remaining information contains a password used to securely
access the district’s computer network. Based on your representations and our review of the
information, we find you have demonstrated the information at issue relates to computer
network security. The district must withhold this information, which we have marked, under
section 552.139(a) of the Government Code.

You note the remaining information includes a photocopy of an identification badge that was
issued to an employee of the district. Accordingly, the district must withhold this
information, which we have marked, under section 552.139(b)(3) of the Government Code.

In summary, the district must withhold the report we have marked under section 552.101 of
the Government Code in conjunction with section 261.201 of the Family Code. The district
must withhold the information we have marked under section 552.101 of the Government
Code in conjunction with section 261.201(a)(1) of the Family Code. The district must
withhold the CHRI we have marked under section 552.101 in conjunction with chapter 411
ofthe Government Code. The district must withhold the information we have marked under
section 552.135 of the Government Code. The district must withhold the information we
have marked under section 552.101 of the Government Code in conjunction with
common-law privacy. The district must withhold the dates of birth we have marked under
section 552.102(a) of the Government Code. The district may withhold the information we
have marked under Texas Rule of Evidence 503. If the individuals whose information is at
issue timely requested confidentiality pursuant to section 552.024, the information we have
marked must be withheld under section 552.117(a)(1). The district must withhold the
driver’s license information we have marked under section 552.130 of the Government Code.
The district must withhold the e-mail addresses we have marked under section 552.137 of
the Government Code unless the owners affirmatively consent to their public disclosure. The
district must withhold the information we have marked under section 552.139(a) of the
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Government Code and the information we have marked under section 552.139(b)(3) of the
Government Code. The remaining information must be released.’

This letter ruling is limited to the particular information at issue in this request and limited
to the facts as presented to us; therefore, this ruling must not be relied upon as a previous
determination regarding any other information or any other circumstances.

This ruling triggers important deadlines regarding the rights and responsibilities of the
governmental body and of the requestor. For more information concerning those rights
and responsibilities, please visit our website at http://www.texasattorneygeneral.gov/open/
orl_ruling_info.shtml, or call the Office of the Attorney General’s Open Government
Hotline, toll free, at (877) 673-6839. Questions concerning the allowable charges for
providing public information under the Act may be directed to the Office of the Attorney
General, toll free, at (888) 672-6787.

Sincerely,

%a QJ"‘M

Rashandra C. Hayes
Assistant Attorney General
Open Records Division
RCH/dls

Ref: ID#515846

Enc. Submitted documents

¢: . Requestor
(w/o enclosures)

*We note the requestor has a special right of access to some of the information being released in this
instance. See Gov't Code § 552.023(a) (governmental body may not deny access to person to whom
information relates, or that party’s representative, solely on grounds that information is considered confidential
by privacy principles). Because such information is confidential with respect to the general public, ifthe district
receives another request for this information from a different requestor, then the district should again seek a
ruling from this office.







