GREG ABBOTT

May 28, 2014

Ms. Donna L. Johnson
Counsel for City of Waller
Olson & Olson, LLP
Wortham Tower, Suite 600
2727 Allen Parkway
Houston, Texas 77019-2133

OR2014-09123
Dear Ms. Johnson:

You ask whether certain information is subject to required public disclosure under the
Public Information Act (the “Act”), chapter 552 of the Government Code. Your request was
assigned ID# 524046 (City Ref. No. COW14-002).

The City of Waller (the “city’), which you represent, received a request for the personnel file
of a named peace officer.' You state the city released some of the requested information.
You state the city will redact personal e-mail addresses pursuant to Open Records Decision
No. 684 (2009).> You claim portions of the submitted information are excepted from
disclosure under sections 552.101, 552.102, 552.108, 552.117, 552.122, 552.130, 552.139,

'We note the city sought and received clarification of the information requested. See Gov’t Code
§ 552.222 (providing if request for information is unclear, governmental body may ask requestor to clarify
request); see also City of Dallas v. Abbott,304 S.W.3d 380, 387 (Tex. 2010) (holding that whena governmental
entity, acting in good faith, requests clarification or narrowing of an unclear or over-broad request for public
information, the ten-day period to requestan attorney general ruling is measured from the date the request is
clarified or narrowed).

*Open Records Decision No. 684 serves as a previous determination to all governmental bodies
authorizing them to withhold certain categories of information, including personal e-mail addresses, under
section 552.137 of the Government Code, withoutthe necessity of seeking a decision from the attorney general.
See ORD 684.
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and 552.1175 of the Government Code.? You also state release of the submitted information
may implicate the interests of the named peace officer. Accordingly, younotified the named
peace officer of the request for information and of his right to submit comments. See Gov’t
Code § 552.304 (permitting interested third party to submit to attorney general reasons why
requested information should or should not be released). As of this date, we have not
received comments from the named peace officer. We have considered the exceptions you
claim and reviewed the submitted information.

Initially, we note the submitted information contains a peace officer’s Texas Commission on
Law Enforcement Officer Standards and Education (“TCLEOSE”) identification number.
In Open Records Decision No. 581 (1990), this office determined certain computer
information, such as source codes, documentation information, and other computer
programming, that has no significance other than its use as a tool for the maintenance,
manipulation, or protection of public property is not the kind of information made public
under section 552.021 of the Government Code. We understand an officer’s TCLEOSE
identification number is a unique computer-generated number assigned to peace officers for
identification in the TCLEOSE’s electronic database and may be used as an access device
number on the TCLEOSE website. Accordingly, we find the officer’s TCLEOSE
identification number in the submitted information does not constitute public information
under section 552.002 of the Government Code. Therefore, the TCLEOSE identification
number is not subject to the Act and need not be released to the requestor.

Section 552.101 of the Government Code excepts from disclosure “information considered
to be confidential by law, either constitutional, statutory, or by judicial decision.” Gov’t
Code § 552.101. Section 552.101 encompasses the Medical Practice Act (“MPA”), subtitle
B of title 3 of the Occupations Code, which governs release of medical records. See Occ.
Code §§ 151.001-168.202. Section 159.002 of the MPA provides, in relevant part:

(a) A communication between a physician and a patient, relative to or in
connection with any professional services as a physician to the patient, is
confidential and privileged and may not be disclosed except as provided by
this chapter.

(b) A record of the identity, diagnosis, evaluation, or treatment of a patient
by a physician that is created or maintained by a physician is confidential and
privileged and may not be disclosed except as provided by this chapter.

(c) A person who receives information from a confidential communication
or record as described by this chapter, other than a person listed in
Section 159.004 who is acting on the patient’s behalf, may not disclose the

*Although you do not raise section 552.1175 of the Government Code in your brief, we understand
you to raise this exception based on your markings.
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information except to the extent that disclosure is consistent with the
authorized purposes for which the information was first obtained.

Id. § 159.002(a)-(c). Information subject to the MPA includes both medical records and
information obtained from those medical records. See id. §§ 159.002, .004. This office has
concluded the protection afforded by section 159.002 extends only to records created by
either a physician or someone under the supervision of a physician. See Open Records
Decision Nos. 487 (1987), 370 (1983), 343 (1982). Upon review, we find you have failed
to demonstrate any of the submitted information constitutes a record of the identity,
diagnosis, evaluation, or treatment of a patient by a physician that was created or is
maintained by a physician or information obtained from a medical record. Accordingly, the
city may not withhold any of the submitted information under section 552.101 of the
Government Code in conjunction with the MPA.

Section 552.101 of the Government Code also encompasses the doctrine of common-law
privacy, which protects information that (1) contains highly intimate or embarrassing facts,
the publication of which would be highly objectionable to a reasonable person, and (2) is not
of legitimate concern to the public. Indus. Found. v. Tex. Indus. Accident Bd., 540
S.W.2d 668, 685 (Tex. 1976). To demonstrate the applicability of common-law privacy,
both prongs of this test must be satisfied. /d. at 681-82. Types of information considered
intimate and embarrassing by the Texas Supreme Court are delineated in Industrial
Foundation. Id. at 683. This office has found personal financial information not relating to
a financial transaction between an individual and a governmental body is generally highly
intimate or embarrassing. See Open Records Decision No. 600 (1992) (personal financial
information includes choice of a particular insurance carrier). This office has also
determined a public employee’s net pay is protected by common-law privacy even though
it involves a financial transaction between the employee and the governmental body.
See Attorney General Opinion GA-0572 at 3-5 (2007) (stating that net salary necessarily
involves disclosure of information about personal financial decisions and is background
financial information about a given individual that is not of legitimate concern to the public).
Further, we note there is a legitimate public interest in an applicant’s background and
qualifications for government employment, especially where the applicant was seeking a
position in law enforcement. See Open Records Decisions Nos. 562 at 10 (1990) (personnel
file information does not involve most intimate aspects of human affairs, but in fact touches
on matters of legitimate public concern), 542 (1990), 470 at 4 (1986) (public has legitimate
interest in job qualifications and performance of public employees), 444 at 5-6 (1986) (public
has legitimate interest in knowing reasons for dismissal, demotion, promotion, or resignation
of public employees), 423 at 2 (scope of public employee privacy is narrow). Upon review,
we find the information we have marked under common-law privacy satisfies the standard
articulated by the Texas Supreme Court in Industrial Foundation. Accordingly, the city must
withhold the information we have marked under section 552.101 of the Government Code
in conjunction with common-law privacy. However, we find the remaining information is
not highly intimate or embarrassing and not of legitimate public concern. Accordingly, the
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remaining information may not be withheld under section 552.101 of the Government Code
on this basis.

Section 552.101 of the Government Code also encompasses constitutional privacy.
Constitutional privacy consists of two interrelated types of privacy: (1) the right to make
certain kinds of decisions independently and (2) an individual’s interest in avoiding
disclosure of personal matters. See Open Records Decision No. 455 at 4 (1987). The first
type protects an individual’s autonomy within “zones of privacy,” which include matters
related to marriage, procreation, contraception, family relationships, and child rearing and
education. Id. The second type of constitutional privacy requires a balancing between the
individual’s privacy interests and the public’s need to know information of public concern.
Id. The information must concern the “most intimate aspects of human affairs.” Id. at 5
(citing Ramie v. City of Hedwig Village, Texas, 765 F.2d 490 (5th Cir. 1985)). This office
has previously determined the release of the score report of the Minnesota Multiphasic
Personality Inventory (the “MMPI”) implicates an individual’s constitutional right to privacy.
ORD 600 at 6 (relying on Whalen v. Roe, 429 U.S. 589 (1977), and McKenna v. Fargo, 451
F.Supp. 1355 (D.N.J. 1978)). We note the MMPI assumes certain components of the
personality and scores people as to these traits on a numerical scale to enable comparison
with established norms; a report of an individual’s MMPI scores therefore purports to reveal
highly intimate information about the individual, including negative characteristics. See
ORD 600 at 5 (MMPI scores may reveal, inter alia, the applicant’s tendency toward hysteria,
hypochondria, or mood swings). We have determined such information implicates an
individual’s constitutional right to privacy as distinct from the individual’s common-law
right to privacy. ORD 600 at 6 (relying on Whalen v. Roe, 429 U.S. 589 (1977) and
McKennav. Fargo, 451 F.Supp. 1355 (D.N.J. 1978)). We, therefore, conclude the city must
withhold the submitted MMPI information, which we have marked, under section 552.101
of the Government Code in conjunction with constitutional privacy.

Section 552.102(a) of the Government Code excepts from disclosure “information in a
personnel file, the disclosure of which would constitute a clearly unwarranted invasion
of personal privacy[.]” Gov’t Code § 552.102(a). The Texas Supreme Court held
section 552.102(a) excepts from disclosure the dates of birth of state employees in the payroll
database of the Texas Comptroller of Public Accounts. 7ex. Comptroller of Pub.
Accounts v. Attorney Gen. of Tex., 354 S.W.3d 336 (Tex. 2010). Upon review, we find the
city must withhold the marked dates of birth under section 552.102(a) of the Government
Code.

Section 552.108(b)(1) of the Government Code excepts from disclosure “[a]n internal record
or notation of a law enforcement agency or prosecutor that is maintained for internal
use in matters relating to law enforcement or prosecution . . . if . . . release of the
internal record or notation would interfere with law enforcement or prosecution[.]” Gov’t
Code § 552.108(b)(1). Section 552.108(b)(1) is intended to protect “information which, if
released, would permit private citizens to anticipate weaknesses in a police department, avoid
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detection, jeopardize officer safety, and generally undermine police efforts to effectuate the
laws of'this State.” City of Fort Worthv. Cornyn, 86 S.W.3d 320 (Tex. App.—Austin 2002,
no writ). To demonstrate the applicability of this exception, a governmental body must meet
its burden of explaining how and why release of the requested information would interfere
with law enforcement and crime prevention. ORD 562 at 10. This office has concluded
section 552.108(b) excepts from public disclosure information relating to the security or
operation of a law enforcement agency. See, e.g., Open Records Decision Nos. 531 (1989)
(release of detailed use of force guidelines would unduly interfere with law
enforcement), 252 (1980) (section 552.108 designed to protect investigative techniques and
procedures used in law enforcement), 143 (1976) (disclosure of specific operations or
specialized equipment directly related to investigation or detection of crime may be
excepted). Section 552.108(b)(1) is not applicable, however, to generally known policies and
procedures. See, e.g., ORDs 531 at 2-3 (Penal Code provisions, common law rules, and
constitutional limitations on use of force not protected), 252 at 3 (governmental body failed
to indicate why investigative procedures and techniques requested were any different from
those commonly known). The determination of whether the release of particular records
would interfere with law enforcement is made on a case-by-case basis. Open Records
Decision No. 409 at 2 (1984).

You argue some of the remaining information is subject to section 552.108(b)(1) of the
Government Code. You state some of the information at issue consists of assigned duty
hours and locations of an off-duty officer and reveals the occasions on which certain
businesses take extra security measures. You argue release of the information at issue would
interfere with law enforcement and may jeopardize officer safety, and may equip citizens to
anticipate weakness in the city’s police department. Upon review, we find the city may
withhold the information you have marked under section 552.108(b)(1) of the Government
Code. See, e.g., Open Records Decision No. 456 (1987) (holding that forms indicating
location of uniformed, off-duty police officers are excepted from disclosure under statutory
predecessor to section 552.108 due to officer safety concerns).

Section 552.117(a)(2) of the Government Code excepts from public disclosure the home
address, home telephone number, emergency contact information, and social security number
of a peace officer, as well as information that reveals whether the peace officer has family
members, regardless of whether the peace officer complies with sections 552.024
and 552.1175 of the Government Code. See Gov’t Code § 552.117(a)(2).
Section 552.117(a)(2) applies to peace officers as defined by article 2.12 of the Code of
Criminal Procedure. We note section 552.117 is also applicable to personal cellular
telephone numbers, provided the cellular telephone service is not paid for by a governmental
body. See Open Records Decision No. 506 at 5-6 (1988). Accordingly, with the exception
of the information we have marked for release, the city must withhold the information you
have marked, along with the information we have marked, under section 552.117(a)(2) of
the Government Code; however, the marked cellular telephone number may only be withheld
if a governmental body does not pay for the cellular telephone service.
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Section 552.1175(b) of the Government Code provides in part the following:

Information that relates to the home address, home telephone number,
emergency contact information, date of birth, or social security number of [a
peace officer as defined by article 2.12 of the Code of Criminal Procedure],
or that reveals whether the individual has family members is confidential and
may not be disclosed to the public under this chapter if the individual to
whom the information relates:

(1) chooses to restrict public access to the information; and

(2) notifies the governmental body of the individual’s choice on a
form provided by the governmental body, accompanied by evidence
of the individual’s status.

Gov’t Code § 552.1175(b). We note section 552.1175 is also applicable to personal cellular
telephone numbers, provided the cellular telephone service is not paid for by a governmental
body. See ORD 506 at 5-6. The submitted information may contain information pertaining
to peace officers not employed by the city. Therefore, if the individuals at issue are currently
licensed peace officers who elect to restrict access to their information in accordance with
section 552.1175(b), the city must withhold the information we have marked under
section 552.1175. However, the cellular telephone number may only be withheld under
section 552.1175 if a governmental body does not pay for the cellular telephone service. If
individuals at issue are not licensed peace officers or do not elect to restrict access to their
information, the city may not withhold their information. Further, you have failed to
establish section 552.1175 is applicable to any of the remaining information, and the city
may not withhold it on that basis.

Section 552.122 of the Government Code excepts from public disclosure “[a] test item
developed by a . . . governmental body[.]” Gov’t Code § 552.122(b). In Open Records
Decision No. 626 (1994), this office determined the term “test item” in section 552.122
includes “any standard means by which an individual’s or group’s knowledge or ability in
a particular area is evaluated,” but does not encompass evaluations of an employee’s overall
job performance or suitability. ORD 626 at 6. The question of whether specific information
falls within the scope of section 552.122(b) must be determined on a case-by-case basis. Id.
Traditionally, this office has applied section 552.122 where release of “test items” might
compromise the effectiveness of future examinations. Id. at 4-5; see also Open Records
Decision No. 118 (1976).

You contend some of the remaining information consists of test items. Upon review, we find
the information we have marked qualifies as “test items” under section 552.122(b) of the
Government Code. Thus, the city may withhold the information we have marked under
section 552.122 of the Government Code. However, we find the remaining information at
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issue does not test any specific knowledge of an individual. Thus, you have failed to
demonstrate the applicability of section 552.122 of the Government Code to any of the
remaining information, and the city may not withhold it on that basis.

Section 552.130 of the Government Code provides information relating to a motor vehicle
operator’s or driver’s license or permit, a motor vehicle title or registration, or a personal
identification document issued by an agency of Texas or another state or country is excepted
from public release. Gov’t Code § 552.130(a). Uponreview, we find the city must withhold
the motor vehicle record information you have marked, along with the information we have
marked, under section 552.130 of the Government Code.

Section 552.139 of the Government Code provides, in part:

(a) Information is excepted from [required public disclosure] if it is
information that relates to computer network security, to restricted
information under Section 2059.055 [of the Government Code], or to the
design, operation, or defense of a computer network.

(b) The following information is confidential:
(1) a computer network vulnerability report;

(2) any other assessment of the extent to which data processing
operations, a computer, a computer program, network, system, or
system interface, or software of a governmental body or of a
contractor of a governmental body is vulnerable to unauthorized
access or harm, including an assessment of the extent to which the
governmental body’s or contractor’s electronically stored information
containing sensitive or critical information is vulnerable to alteration,
damage, erasure, or inappropriate use; and

(3) a photocopy or other copy of an identification badge issued to an
official or employee of a governmental body.
Id § 552.139(a), (b). Section 2059.055 of the Government Code provides in part:

(b) Network security information is confidential under this section if the
information is:

(1) related to passwords, personal identification numbers, access
codes, encryption, or other components of the security system of a
state agency;
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(2) collected, assembled, or maintained by or for a governmental
entity to prevent, detect, or investigate criminal activity; or

(3) related to an assessment, made by or for a governmental entity or
maintained by a governmental entity, of the vulnerability of a network
to criminal activity.

Id. § 2059.055(b). You assert the information you have indicated relates to “a government
owned and operated IP address as well as log-in information for a government employee.”
We note the remaining information also includes a photocopy of an officer’s identification
card. Upon review, we conclude the city must withhold the information we have marked
under section 552.139 of the Government Code. However, we find you have failed to
demonstrate the applicability of section 552.139 of the Government Code to the remaining
information you have marked, and the city may not withhold it on that basis.

You state some of the materials at issue may be protected by copyright. A custodian of
public records must comply with the copyright law and is not required to furnish copies of
records that are copyrighted. Open Records Decision No. 180 at 3 (1977). A governmental
body must allow inspection of copyrighted materials unless an exception applies to the
information. Id.; see Open Records Decision No. 109 (1975). If a member of the public
wishes to make copies of copyrighted materials, the person must do so unassisted by the
governmental body. In making copies, the member of the public assumes the duty of
compliance with the copyright law and the risk of a copyright infringement suit.

In summary, the TCLEOSE identification number is not subject to the Act and need not be
released to the requestor. The city must withhold the information we have marked under
section 552.101 of the Government Code in conjunction with common-law privacy and the
marked dates of birth under section 552.102(a) of the Government Code. The city may
withhold the information you have marked under section 552.108(b)(1) of the Government
Code. The city must withhold the information you have marked, along with the information
we have marked, under section 552.117(a)(2) of the Government Code; however, the marked
cellular telephone number may only be withheld if a governmental body does not pay for the
cellular telephone service. If the individuals at issue are currently licensed peace officers
who elect to restrict access to their information in accordance with section 552.1175(b) of
the Government Code, the city must withhold the information we have marked under
section 552.1175 of the Government Code; however, the marked cellular telephone numbers
may only be withheld if a governmental body does not pay for the cellular telephone service.
The city may withhold the information we have marked under section 552.122 of the
Government Code. The city must withhold the motor vehicle record information you have
marked, along with the information we have marked, under section 552.130 of the
Government Code. The city must withhold the information we have marked under
section 552.139 of the Government Code. The city must release the remaining information;
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however, any information that is subject to copyright may be released only in accordance
with copyright law.

This letter ruling is limited to the particular information at issue in this request and limited
to the facts as presented to us; therefore, this ruling must not be relied upon as a previous
determination regarding any other information or any other circumstances.

This ruling triggers important deadlines regarding the rights and responsibilities of the
governmental body and of the requestor. For more information concerning those rights
and responsibilities, please visit our website at http://www.texasattorneygeneral.gov/open/
orl_ruling_info shtml, or call the Office of the Attorney General’s Open Government
Hotline, toll free, at (877) 673-6839. Questions concerning the allowable charges for
providing public information under the Act may be directed to the Office of the Attorney
General, toll free, at (888) 672-6787.

Sincerely,

/V%M@/’Wow

Megan G. Holloway
Assistant Attorney General
Open Records Division
MGH/akg

Ref: ID# 524046

Enc. Submitted documents

c: Requestor
(w/o enclosures)



