KEN PAXTON

ATTORNEY GENERAL OF TEXAS

October 20, 2015

Mr. Ryan Mitchell

Assistant City Attorney

City of Arlington

P.O. Box 90231

Arlington. Texas 76004-3231

OR2015-22034
Dear Mr. Mitchell:

You ask whether certain information is subject to required public disclosure under the
Public Information Act (the “Act™), chapter 552 of the Government Code. Your request was
assigned [D# 584258 (Arlington ID# W022767.

The City of Arlington (the “city”) received a request for all communications from fifteen
named individuals pertaining to the city fire department and American Medical Response
medics regarding access to or use of mobile data computers to access criminal history record
information.' You state you have released some information to the requestor with redactions
pursuant to sections 552.1175 and 552.147(b) of the Government Code.” You claim a

'You state the city sought and received clarification of the request. See Gov’'t Code § 552.222(b)
(governmental body may communicate with requestor for purpose of clarifying or narrowing request for
information). See also City of Dallas v. Abbott, 304 S.W.3d 380 (Tex. 2010) (holding when a governmental
entity, acting in good faith, requests clarification or narrowing of an unclear or overbroad request for public
information, the ten-business-day period to request an attorney general ruling is measured from the date the
request is clarified or narrowed).

“Section 552.1175(f) of the Government Code authorizes a governmental body to redact under section
552.1175(b). without the necessity of requesting a decision from this office, the home addresses and telephone
numbers, emergency contact information, social security number, date of birth, and family member information
of a peace officer as defined by article 2.12 of the Code of Criminal Procedure who properly elects to keep this
information confidential. See Gov't Code § 552.1175(b), (f). Section 552.130(c) of the Government Code
allows a governmental body to redact the information described in subsection 552.130(a) without the necessity
of seeking a decision from the attorney general. /d. § 552.130(c). If a governmental body redacts such
information, it must notify the requestor in accordance with section 552.130(e). See id. § 552.130(d). (e).
Section 552,147(b) of the Government Code authorizes a governmental body to redact a living person’s social
security number from public release without the necessity of requesting a decision from this office under the
Act. /d. § 552.147(b).
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portion of the submitted information is not subject to the Act. Additionally, you claim
portions of the submitted information are excepted from disclosure under sections 552.101,
552.107, 552.137, and 552.139 of the Government Code. We have considered your
arguments and reviewed the submitted information.

Initially, you assert the user names and passwords contained in the submitted information are
not subject to the Act. In Open Records Decision No. 581 (1990), this office determined that
certain computer information, such as source codes, documentation information. and other
computer programming, that has no significance other than its use as a tool for the
maintenance, manipulation. or protection of public property is not the kind of information
made public under section 552.021 of the Government Code. You state the submitted user
names and passwords have no significance other than their use as tools for the maintenance.
manipulation, or protection of public information. Based on your representation and our
review, we find the user names and passwords contained in the submitted information do not
constitute public information under section 552.002 of the Government Code. Therefore.
we conclude this information is not subject to the Act and need not be released to the
requestor.

Section 552.101 of the Government Code excepts from public disclosure “information
considered to be confidential by law, either constitutional, statutory, or by judicial decision.”
Gov't Code § 552.101. Section 552.101 of the Government Code encompasses
section 1701.306 of the Occupations Code, which makes confidential the L.-2 Declaration
of Medical Condition and L-3 Declaration of Psychological and Emotional Health forms
required by the Texas Commission on Law Enforcement (“TCOLE™). Section 1701.306
provides:

(a) [TCOLE] may not issue a license to a person unless the person is
examined by:

(1) a licensed psychologist or by a psychiatrist who declares in
writing that the person is in satisfactory psychological and emotional
health to serve as the type of officer for which a license is sought: and

(2) a licensed physician who declares in writing that the person does
not show any trace of drug dependency or illegal drug use after a
physical examination, blood test. or other medical test.

(b) An agency hiring a person for whom a license is sought shall select the
examining physician and the examining psychologist or psychiatrist. The
agency shall prepare a report of each declaration required by Subsection (a)
and shall maintain a copy of the report on file in a format readily accessible
to [TCOLE]. A declaration is not public information.

Oce. Code § 1701.306(a)-(b). You seek to withhold portions of the remaining submitted
information under section 1701.306(b). Upon review, however. we find the submitted [.-2
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Declaration of Medical Condition forms have not been completed by a licensed examining
physician. Accordingly, section 1701.306 of the Occupations Code is not applicable to the
information at issue, and the city may not withhold this information under section 552.101
on that basis.

Section 552.101 of the Government Code also encompasses sections 418.176
through 418.182 of the Government Code, which were added to chapter 418 of the
Government Code as part of the Texas Homeland Security Act (the “*HSA™). These
provisions make certain information related to terrorism confidential. Section 418.176 of
the HSA provides. in relevant part:

(a) Information is confidential if the information is collected. assembled. or
maintained by or for a governmental entity for the purpose of preventing.
detecting, responding to. or investigating an act of terrorism or related
criminal activity and:

(1) relates to the staffing requirements of an emergency response
provider. including a law enforcement agency. a fire-fighting agency.
Or an emergency services agency: [or]

(2) relates to a tactical plan of the provider: or

(3) consists of a list or compilation of pager or telephone numbers,
including mobile and cellular telephone numbers of the provider.

Gov’t Code § 418.176(a)(1)-(3). Section 418.181 provides:

Those documents or portions of documents in the possession of a
governmental entity are confidential if they identify the technical details of
particular vulnerabilities of critical infrastructure to an act of terrorism.

ld. § 418.181. The fact information may be related to a governmental body’s emergency
response preparedness or security concerns does not make such information per se
confidential under the HSA. See Open Records Decision No. 649 at 3 (1996) (language of
confidentiality provision controls scope of its protection). Furthermore, the mere recitation
by a governmental body of a statute’s key terms is not sufficient to demonstrate the
applicability of a claimed provision. As with any exception to disclosure. a governmental
body asserting one of the confidentiality provisions of the HSA must adequately explain how
the responsive records fall within the scope of the claimed provision. See Gov't Code
§ 552.301(e)(1)(A) (governmental body must explain how claimed exception to disclosure
applies).

You state a portion of the remaining submitted information is confidential under
section 418.176 of the Government Code. You further state the information you have
indicated consists of communications related to city police and fire dispatch staffing
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requirements. You state these communications were made for the purpose of preventing,
detecting, responding to, or investigating an act of terrorism or related criminal activity and
relates to the staffing requirements of the city. Based on your representations and our review,
we find the information you have indicated is confidential under section 418.176 of the
Government Code and the city must withhold it under section 552.101 of the Government
Code on this basis.

Additionally, you state a portion of the remaining submitted information is excepted from
disclosure under section 418.181 of the Government Code. You state the information you
have indicated pertains to technical details of the police and fire dispatch system at AT&T
Stadium. You argue the release of the technical details of the dispatch system would reveal
vulnerabilities of critical infrastructure to an act of terrorism. Based on your representations
and our review, we agree the information at issue identifies the technical details of particular
vulnerabilities of critical infrastructure to an act of terrorism. Therefore. the information you
have indicated must be withheld under section 552.101 of the Government Code in
conjunction with section 418.181 of the Government Code.

Section 552.107(1) of the Government Code protects information coming within the
attorney-client privilege. When asserting the attorney-client privilege. a governmental body
has the burden of providing the necessary facts to demonstrate the elements of the privilege
in order to withhold the information at issue. Open Records Decision No. 676 at 6-7 (2002).
First, a governmental body must demonstrate that the information constitutes or documents
a communication. /d. at 7. Second. the communication must have been made “to facilitate
the rendition of professional legal services™ to the client governmental body. TEX. R.
EVID. 503(b)(1). The privilege does not apply when an attorney or representative is involved
in some capacity other than that of providing or facilitating professional legal services to the
client governmental body. /n re Tex. Farmers Ins. Exch., 990 S.W.2d 337, 340 (Tex.
App.—Texarkana 1999, orig. proceeding) (attorney-client privilege does not apply if attorney
acting in a capacity other than that of attorney). Governmental attorneys often act in
capacities other than that of professional legal counsel, such as administrators, investigators,
or managers. Thus, the mere fact that a communication involves an attorney for the
government does not demonstrate this element. Third, the privilege applies only to
communications between or among clients, client representatives, lawyers. and lawyer
representatives. TEX. R. EVID. 503(b)(1)(A), (B). (C). (D). (E). Thus, a governmental body
must inform this office of the identities and capacities of the individuals to whom each
communication at issue has been made. Lastly. the attorney-client privilege applies only to
a confidential communication, id. 503(b)(1), meaning it was “not intended to be disclosed
to third persons other than those: (A) to whom disclosure is made to further the rendition of
professional legal services to the client: or (B) reasonably necessary to transmit the
communication.” /d. 503(a)(5). Whether a communication meets this definition depends
on the infent of the parties involved at the time the information was communicated. Oshorne
v. Johnson, 954 S.W.2d 180, 184 (Tex. App.—Waco 1997, orig. proceeding). Moreover.
because the client may elect to waive the privilege at any time, a governmental body must
explain that the confidentiality of acommunication has been maintained. Section 552.107(1)
generally excepts an entire communication that is demonstrated to be protected by the
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attorney-client privilege unless otherwise waived by the governmental body. See Huie v.
DeShazo, 922 S.W.2d 920, 923 (Tex. 1996) (privilege extends to entire communication,
including facts contained therein).

You claim the information you have indicated consists of communications between city
attorneys and city employees, in their capacities as clients. You state these communications
directly include city attorneys or were made at the request of city attorneys for the purpose
of facilitating the rendition of professional legal services to the city. You assert these
communications were intended to be and have remained confidential. Based on your
representations and our review, we find the city may generally withhold the information you
have indicated under section 552.107(1) of the Government Code. However, some of the
otherwise-privileged e-mail strings include e-mails received from or sent to non-privileged
third parties. We find these e-mails are separately responsive. Therefore, if these
non-privileged e-mails, which we have marked, are maintained by the city separate and apart
from the otherwise-privileged e-mail strings in which they appear, then the city may not
withhold them under section 552.107(1) of the Government Code.

Section 552.101 also encompasses the doctrine of common-law privacy. Indus. Found. v.
Tex. Indus. Accident Bd., 540 S.W.2d 668, 685 (Tex. 1976). Under the common-law right
of privacy, an individual has a right to be free from the publicizing of private affairs in which
the public has no legitimate concern. /d. at 682. In considering whether a public citizen’s
date of birth is private, the Third Court of Appeals looked to the supreme court’s rationale
in Texas Comptroller of Public Accounts v. Attorney General of Texas. 354 S.W.3d 336
(Tex. 2010). Paxtonv. City of Dallas, No. 03-13-00546-CV. 2015 WL 3394061. at *3 (Tex.
App.—Austin May 22, 2015, pet. denied) (mem. op.). The supreme court concluded public
employees’ dates of birth are private under section 552.102 of the Government Code because
the employees™ privacy interest substantially outweighed the negligible public interest in
disclosure.” Tex. Compiroller, 354 S.W.3d at 347-48. Based on Texas Compiroller, the
court of appeals concluded the privacy rights of public employees apply equally to public
citizens, and thus, public citizens” dates of birth are also protected by common-law privacy
pursuant to section 552.101. City of Dallas, 2015 WL 3394061, at *3. Thus, the city must
withhold all public citizens® dates of birth in the remaining information under
section 552.101 of the Government Code.

Section 552.102(a) of the Government Code excepts from disclosure “information in a
personnel file, the disclosure of which would constitute a clearly unwarranted invasion
of personal privacy[.]™ Gov't Code § 552.102(a). The Texas Supreme Court held
section 552.102(a) excepts from disclosure the dates of birth of state employees in the payroll

'Section 552.102(a) excepts from disclosure “information in a personnel file, the disclosure of which
would constitute a clearly unwarranted invasion of personal privacy.” Gov't Code § 552.102(a).

“The Office of the Attorney General will raise a mandatory exception on behalf of a governmental

body, but ordinarily will not raise other exceptions. See Open Records Decision Nos. 481 (1987). 480
(1987), 470 (1987).
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database of the Texas Comptroller of Public Accounts. 7Tex. Comptroller of Pub.
Accounts v. Attorney Gen. of Tex., 354 S.W.3d 336 (Tex. 2010). Upon review, we find the
city must withhold the dates of birth of city employees, which we have marked. under
section 552.102(a) of the Government Code.

You state the city has redacted motor vehicle record information under section 552.130(c)
of the Government Code.” Section 552.130 of the Government Code provides information
relating to a motor vehicle operator’s license, driver’s license. motor vehicle title or
registration, or personal identification document issued by an agency of this state or another
state or country is excepted from public release. See Gov't Code § 552.130. Accordingly,
the city must withhold the motor vehicle record information you have redacted. and the
motor record vehicle information we have marked, under section 552.130 of the Government
Code.

Section 552.137 of the Government Code excepts from disclosure “an e-mail address of a
member of the public that is provided for the purpose of communicating electronically with
a governmental body,” unless the member of the public consents to its release or the e-mail
address is of a type specifically excluded by subsection (¢). Id § 552.137(a)-(c).
Accordingly. the city must withhold the e-mail addresses you have marked under
section 552.137 of the Government Code, unless the owners of the addresses affirmatively
consent to their release.

Section 552.139 of the Government Code provides, in part, as follows:

(a) Information is excepted from [required public disclosure] if it is
information that relates to computer network security, to restricted
information under Section 2059.055 [of the Government Code], or to the
design, operation, or defense of a computer network.

(b) The following information is confidential:
(1) a computer network vulnerability report: [and]

(2) any other assessment of the extent to which data processing
operations, a computer, a computer program, network, system, or
system interface, or software of a governmental body or of a
contractor of a governmental body is vulnerable to unauthorized
access or harm, including an assessment of the extent to which the
governmental body’s or contractor’s electronically stored information

*Section 552.130(c) of the Government Code allows a governmental body to redact the information
described in subsection 552.130(a) without the necessity of seeking a decision from the attorney general.

See Gov't Code § 552.130(¢). If a governmental body redacts such information, it must notify the requestor
in accordance with section 552.130(e). See id. § 552.130(d). (e).
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containing sensitive or critical information is vulnerable to alteration,
damage, erasure, or inappropriate use|.|

Id. § 552.139(a)-(b). You state the information you have indicated consists of e-mails
assessing the security needs of the city’s network. You further state the confidential e-mails
address possible vulnerabilities in the city’s computer systems. Based on these
representations, we find you have demonstrated the information at issue relates to computer
network security, and the design, operation, or defense of the city’s computer network.
Accordingly. the city must withhold the information you have indicated under
section 552.139 of the Government Code.

We note some of the remaining information is protected by copyright. A custodian of public
records must comply with the copyright law and is not required to furnish copies of records
that are copyrighted. Open Records Decision No. 180 at 3 (1977). A governmental body
must allow inspection of copyrighted materials unless an exception applies to the
information. /d.: see Open Records Decision No. 109 (1975). If a member of the public
wishes to make copies of copyrighted materials, the person must do so unassisted by the
governmental body. In making copies, the member of the public assumes the duty of
compliance with the copyright law and the risk of a copyright infringement suit.

In summary, the city must withhold the information you have indicated under
section 552.101 of the Government Code in conjunction with sections 418.176 and 418.181
of the Government Code. The city may generally withhold the information you have
indicated under section 552.107(1) of the Government Code. However, if the non-privileged
e-mails. which we have marked, exist separate and apart from the otherwise privileged e-mail
string in which they appear, then the city may not withhold the non-privileged e-mails under
section 552.107(1) of the Government Code and must release the non-privileged e-mails.
The city must withhold all public citizens™ dates of birth in the remaining information under
section 552.101 of the Government Code in conjunction with common-law privacy. The city
must withhold the dates of birth of city employees. which we have marked, under
section 552.102(a) of the Government Code. The city must withhold the motor vehicle
record information you have redacted, and the motor vehicle record information we have
marked, under section 552.130 of the Government Code. The city must withhold the e-mail
addresses you have marked under section 552.137 of the Government Code, unless the
owners of the addresses affirmatively consent to their release. The city must withhold the
information you have indicated under section 552.139 of the Government Code. The city
must release the remaining information. but may only release any copyrighted information
in accordance with copyright law,

This letter ruling is limited to the particular information at issue in this request and limited
to the facts as presented to us: therefore. this ruling must not be relied upon as a previous
determination regarding any other information or any other circumstances.
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This ruling triggers important deadlines regarding the rights and responsibilities of the
governmental body and of the requestor. For more information concerning those rights
and responsibilities, please visit our website at hitp://www.texasattorneygeneral.gov/open/
orl_ruling_info.shtml. or call the Office of the Attorney General’'s Open Government
Hotline, toll free, at (877) 673-6839. Questions concerning the allowable charges for
providing public information under the Act may be directed to the Office of the Attorney
General. toll free, at (888) 672-6787.

Sincerely.

UWigal T Qdamy
Abigail T. Adams
Assistant Attorney General
Open Records Division
ATA/akg
Ref: ID# 584258

Enc. Submitted documents

¢ Requestor
(w/o enclosures)



