ATTORNEY GENERAL OF TEXAS

November 2, 2015

Mr. E. Joyce Iyamu

City Attorney

City of Missouri City

1522 Texas Parkway
Missouri City, Texas 77489

OR2015-22879
Dear Mr. ijamu:

You ask whether certain information is subject to required public disclosure under the
Public Information Act (the “Act™), chapter 552 of the Government Code. Your request was
assigned ID# 585489.

The City of Missouri City (the “city”) received a request for all policies and procedures of
the Missouri City Police Department (the “department”) for police officers and of the city
jail." The city claims the submitted information is excepted from disclosure under
sections 552.103, 552.108, 552.122, 552.136, and 552.152 of the Government Code. We
have considered the exceptions the city claims and reviewed the submitted information.

Section 552.103 of the Government Code provides, in relevant part, as follows:

(a) Information is excepted from [required public disclosure] if it is
information relating to litigation of a civil or criminal nature to which the
state or a political subdivision is or may be a party or to which an officer or
employee of the state or a political subdivision, as a consequence of the
person’s office or employment, is or may be a party.

'We note the city sought and received clarification of the information requested. See Gov’t Code
§ 552.222 (providing if request for information is unclear, governmental body may ask requestor to clarify
request); see also City of Dallas v. Abbott, 304 S.W.3d 380, 387 (Tex. 2010) (holding that when a governmental
entity, acting in good faith, requests clarification or narrowing of an unclear or over-broad request for public
information, the ten-day period to request an attorney general ruling is measured from the date the request is
clarified or narrowed).
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(c) Information relating to litigation involving a governmental body or an
officer or employee of a governmental body is excepted from disclosure
under Subsection (a) only if the litigation is pending or reasonably anticipated
on the date that the requestor applies to the officer for public information for
access to or duplication of the information.

Gov’t Code § 552.103(a), (c). The governmental body has the burden of providing relevant
facts and documents to show the section 552.103(a) exception is applicable in a particular
situation. The test for meeting this burden is a showing that (1) litigation is pending or
reasonably anticipated on the date the governmental body received the request for
information and (2) the information at issue is related to that litigation. Univ. of Tex. Law
Sch.v. Tex. Legal Found.,958 S.W.2d 479,481 (Tex. App.—Austin 1997, orig. proceeding);
Heard v. Houston Post Co., 684 S.W.2d 210, 212 (Tex. App.—Houston [1st Dist.] 1984,
writ ref’d n.r.e.); Open Records Decision No. 551 at4 (1990). The governmental body must
meet both prongs of this test for information to be excepted from disclosure under section
552.103(a).

The city states the submitted information pertains to a criminal prosecution that was pending
with the Fort Bend County District Attorney’s Office on the date the city received the request
for information. However, we note the city is not a party to the pending criminal litigation.
Therefore, the city does not have a litigation interest in the matter for purposes of
section 552.103. See Gov’t Code § 552.103(a); Open Records Decision No. 575 at 2 (1990).
In such a situation, we require an affirmative representation from the governmental body
with the litigation interest that the governmental body wants the information at issue
withheld from disclosure under section 552.103(a). However, the city has not provided this
office with an affirmative representation from a governmental body with a litigation interest
explaining that it seeks to withhold the information at issue pursuant to section 552.103(a).
Therefore, the city may not withhold the submitted information under section 552.103(a) of
the Government Code.

Section 552.108(b) of the Government Code excepts from disclosure “[a]n internal record
or notation of a law enforcement agency or prosecutor that is maintained for internal use in
matters relating to law enforcement or prosecution . . . if (1) release of the internal record or
notation would interfere with law enforcement or prosecution[.]” Gov’t Code
§ 552.108(b)(1). This section is intended to protect “information which, if released, would
permit private citizens to anticipate weaknesses in a police department, avoid detection,
jeopardize officer safety, and generally undermine police efforts to effectuate the laws of this
State.” City of Fort Worth v. Cornyn, 86 S.W.3d 320, 327 (Tex. App.—Austin 2002,
no pet.). This office has concluded this provision protects certain kinds of information, the
disclosure of which might compromise the security or operations of a law enforcement
agency. See, e.g., Open Records Decision Nos. 531 at 3-4 (1989) (detailed guidelines
regarding police department’s use of force policy), 508 at 3-4 (1988) (information relating
to future transfers of prisoners), 413 (1984) (sketch showing security measures for
forthcoming execution). However, to claim this aspect of section 552.108 protection a
governmental body must meet its burden of explaining how and why. release of the
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information at issue would interfere with law enforcement and crime prevention.
Open Records Decision No. 562 at 10 (1990). Further, commonly known policies and
techniques may not be withheld under section 552.108. See, e.g., Open Records Decision
‘Nos. 531 at 2-3 (former section 552.108 does not protect Penal Code provisions, common-
law rules, and constitutional limitations on use of force), 252 at 3 (1980) (governmental body
did not meet burden because it did not indicate why investigative procedures and techniques
submitted were any different from those commonly known with law enforcement and crime
prevention). To prevail on its claim that section 552.108(b)(1) excepts information from
disclosure, a law enforcement agency must do more than merely make a conclusory assertion
that releasing the information would interfere with law enforcement. The determination of
whether the release of particular records would interfere with law enforcement is made on
a case-by-case basis. Open Records Decision No. 409 at 2 (1984).

The city explains revealing the records it has marked under section 552.108(b)(1) would
provide the public, including potential offenders, with information concerning internal
policies and procedures, including information regarding firearms, armor, restraint
procedures and techniques, investigative techniques, and operational information. Upon
review, we find the city has demonstrated release of the information we have marked would
interfere with law enforcement. Thus, the city may withhold the information we have
marked under section 552.108(b)(1) of the Government Code.> However, the city has failed
to demonstrate the remaining information it has marked would interfere with law
enforcement. Thus, the city may not withhold the remaining information it has marked under
section 552.108(b)(1) of the Government Code.

Section 552.122 of the Government Code excepts from public disclosure “[a] test item
developed by a . . . governmental body[.]” Gov’t Code § 552.122(b). In Open Records
Decision No. 626 (1994), this office determined the term “test item™ in section 552.122
includes “any standard means by which an individual’s or group’s knowledge or ability in
a particular area is evaluated,” but does not encompass evaluations of an employee’s overall
job performance or suitability. ORD 626 at 6. The question of whether specific information
falls within the scope of section 552.122(b) must be determined on a case-by-case basis. Id.
Traditionally, this office has applied section 552.122 where release of “test items” might
compromise the effectiveness of future examinations. Id. at 4-5; see also Open Records
Decision No. 118 (1976).

The city states the marked questionnaire is used as a means of assessing applicants. Further,
the city argues release of the information at issue could compromise future examinations.
Upon review, we find the city has failed to demonstrate the information at issue qualifies as
“test items” under section 552.122(b) of the Government Code. Therefore, the city may not
withhold the information it has marked under section 552.122(b) of the Government Code.

%As our ruling is dispositive, we need not address the city’s remaining arguments against disclosure
of this information.
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We note some of the remaining information is subject to section 552.139 of the Government
Code.’ Section 552.139 of the Government Code provides, in part:

(a) Information is excepted from [required public disclosure] if it is
information that relates to computer network security, to restricted
information under Section 2059.055 [of the Government Code], or to the
design, operation, or defense of a computer network.

Gov’t Code § 552.139(a). Section 2059.055 of the Government Code provides in pertinent
part:

(b) Network security information is confidential under this section if the
information is:

(1) related to passwords, personal identification numbers, access
codes, encryption, or other components of the security system of a
state agencyl.]

Id. § 2059.055(b). We understand the user names and passwords at issue can be used to
access the department’s internal computer network. Upon review, we find these user names
and passwords relate to computer network security. Accordingly, the department must
withhold the user names and passwords we have marked under section 552.139 of the
Government Code.*

Section 552.136 of the Government Code provides, “[n]otwithstanding any other provision
of [the Act], a credit card, debit card, charge card, or access device number that is collected,
assembled, or maintained by or for a governmental body is confidential.” Id. § 552.136(b);
see id. § 552.136(a) (defining “access device”). Upon review, we find the remaining
information at issue is not subject to section 552.136; thus, the city may not withhold it on
that basis.

Section 552.152 of the Government Code provides:

Information in the custody of a governmental body that relates to an
employee or officer of the governmental body is excepted from the
requirements of Section 552.021 if, under the specific circumstances
pertaining to the employee or officer, disclosure of the information would
subject the employee or officer to a substantial threat of physical harm.

3The Office of the Attorney General will raise a mandatory exception on behalf of a governmental
body, but ordinarily will not raise other exceptions. See Open Records Decision Nos. 481 (1987), 480
(1987), 470.

*As our ruling is dispositive, we need not address the city’s remaining arguments against disclosure
of this information.
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Id. § 552.152. The city states some of the remaining information details operational
directives and procedures relating to arrests, police equipment, placement of firearms,
restraint procedures and techniques, and operational information. The city explains release
of the information at issue could give criminals the tools they need to harm law enforcement
officers and may place law enforcement officers directly in harm’s way. Upon review, we
find the city has failed to demonstrate the release of the information at issue would subject
law enforcement officers to a substantial threat of harm. Thus, the city may not withhold any
of the remaining information it has marked under section 552.152.

In summary, the city may withhold the information we have marked under
section 552.108(b)(1) of the Government Code. The city must withhold the information we
have marked under section 552.139 of the Government Code. The city must release the
remaining information.

This letter ruling is limited to the particular information at issue in this request and limited
to the facts as presented to us; therefore, this ruling must not be relied upon as a previous
determination regarding any other information or any other circumstances.

This ruling triggers important deadlines regarding the rights and responsibilities of the
governmental body and of the requestor. For more information concerning those rights
and responsibilities, please visit our website at http://www.texasattorneygeneral.gov/open/
orl_ruling_info.shtml, or call the Office of the Attorney General’s Open Government
Hotline, toll free, at (877) 673-6839. Questions concerning the allowable charges for
providing public information under the Act may be directed to the Office of the Attorney
General, toll free, at (888) 672-6787.

Sincerely,

Lt

David L. Wheelus
Assistant Attorney General
Open Records Division
DL W/bhf

Ref: ID# 585489

Enc. Submitted documents

c: Requestor
(w/o enclosures)



