ATTORNEY GENERAL OF TEXAS

July 6, 2016

Mr. John M. Hall
Assistant County Attorney
Parker County

118 West Columbia Street
Weatherford, Texas 76086

OR2016-15291

Dear Mr. Hall:

You ask whether certain information is subject to required public disclosure under the
Public Information Act (the “Act”), chapter 552 of the Government Code. Your request was
assigned ID# 617232.

The Parker County Constable’s Office Precinct One (the “constable’s office”) received a
request for (1) all documents, communications, and video recordings pertaining to a named
individual and (2) all personnel or internal files pertaining to a named individual during a
specified time period. You state you do not possess some of the requested information.'
You indicate you have released some information to the requestor with redactions pursuant
to Open Records Decision No. 684 (2009).> You claim the submitted information is
excepted from disclosure under sections 552.101, 552.102, 552.108, 552.117, 552.130,
552.137, and 552.139 of the Government Code.” We have considered the exceptions you

'The Act does not require a governmental body that receives a request for information to create
information that did not exist when the request was received. See Econ. Opportunities Dev. Corp. v.
Bustamante, 562 S.W.2d 266 (Tex. Civ. App.—San Antonio 1978, writ dism’d); Open Records Decision
Nos. 605 at 2 (1992), 563 at 8 (1990), 555 at 1-2(1990), 452 at 3 (1986), 362 at 2 (1983).

20pen Records Decision No. 684 is a previous determination authorizing all governmental bodies to
withhold certain categories of information, including e-mail addresses of members of the public subject to
section 552.137 of the Government Code, without the necessity of requesting an attorney general decision.

’We note although you raise section 552.124 of the Government Code, you make no argument to

support this exception. Therefore, we assume you have withdrawn your claim that this exception applies to the
submitted information. See Gov’t Code §§ 552.301, .302.

Post Office Box 12548, Austin, Texas 78711-2548 « (512) 463-2100 * www.texasattorneygeneral.gov



Mr. John M. Hall - Page 2

claim and reviewed the submitted information, portions of which consist of representative
samples.*

Section 552.101 ofthe Government Code excepts “information considered to be confidential
by law, either constitutional, statutory, or by judicial decision.” Gov’t Code § 552.101.
Section 552.101 encompasses information protected by other statutes, such as
section 411.083 of the Government Code, which pertains to criminal history record
information (“CHRI”). CHRI generated by the National Crime Information Center (“NCIC”)
or by the Texas Crime Information Center is confidential under federal and state law. CHRI
means “information collected about a person by a criminal justice agency that consists of
identifiable descriptions and notations of arrests, detentions, indictments, informations, and
other formal criminal charges and their dispositions.” Id. § 411.082(2). Title 28, part 20 of
the Code of Federal Regulations governs the release of CHRI obtained from the NCIC
network or other states. See 28 C.F.R. § 20.21. The federal regulations allow each state to
follow its individual law with respect to CHRI it generates. Open Records Decision No. 565
at 7 (1990); see generally Gov’t Code ch. 411 subch. F. Section 411.083 of the Government
Code deems confidential CHRI the Texas Department of Public Safety (“DPS”) maintains,
except DPS may disseminate this information as provided in chapter 411, subchapter F, or
subchapter E-1, of the Government Code. See Gov't Code § 411.083.
Sections 411.083(b)(1) and 411.089(a) authorize a criminal justice agency to obtain CHRI;
however, a criminal justice agency may not release CHRI except to another criminal justice
agency for a criminal justice purpose. /d. § 411.089(b)(1). Thus, any CHRI obtained from
DPS or any other criminal justice agency must be withheld under section 552.101 of the
Government Code in conjunction with Government Code chapter 411. We note records
relating to routine traffic violations are not considered criminal history information. Cf. id.
§ 411.082(2)(B) (criminal history record information does not include driving record
information). Upon review, we find the information we marked consists of CHRI which the
constable’s office must withhold under section 552.101 of the Government Code in
conjunction with section 411.083 of the Government Code and federal law.

Section 552.101 of the Government Code also encompasses information protected by other
statutes, such as section 1701.454 of the Occupations Code, which governs the public
availability of information submitted to the Texas Commission on Law Enforcement
(“TCOLE”) under subchapter J of chapter 1701 of the Occupations Code. Section 1701.454
provides as follows:

(a) All information submitted to [TCOLE] under this subchapter is
confidential and is not subject to disclosure under [the Act], unless the person

“We assume the “representative sample” of records submitted to this office is truly representative of
the requested records as a whole. See Open Records Decision Nos. 499 (1988), 497 (1988). This open records
letter does not reach, and therefore does not authorize the withholding of, any other requested records to the
extent that those records contain substantially different types of information than that submitted to this office.



Mr. John M. Hall - Page 3

resigned or was terminated due to substantiated incidents of excessive force
or violations of the law other than traffic offenses.

(b) Except as provided by this subchapter, a [TCOLE] member or other
person may not release information submitted under this subchapter.

Occ. Code § 1701.454. We note the submitted information contains an F-5 Report of
Separation of Licensee form. You indicate the officer at issue did not resign and was not
terminated due to substantiated incidents of excessive force or violations of the law other
than traffic offenses. Therefore, the constable’s office must withhold the submitted F-5
report under section 552.101 of the Government Code in conjunction with section 1701.454
of the Occupations Code.

Section 552.102(a) of the Government Code excepts from disclosure “information in a
personnel file, the disclosure of which would constitute a clearly unwarranted invasion of
personal privacy.” Gov’t Code § 552.102(a). The Texas Supreme Court held
section 552.102(a) excepts from disclosure the dates of birth of state employees in the payroll
database of the Texas Comptroller of Public Accounts. Tex. Comptroller of Pub. Accounts
v. Attorney Gen. of Tex., 354 S.W.3d 336 (Tex. 2010). Upon review, we find the constable’s
office must withhold the date of birth we marked under section 552.102(a) of the
Government Code.

Section 552.101 of the Government Code also encompasses the doctrine of common-law
privacy, which protects information that is (1) highly intimate or embarrassing, the
publication of which would be highly objectionable to a reasonable person, and (2) not of
legitimate concern to the public. Indus. Found v. Tex. Indus. Accident Bd., 540
S.W.2d 668, 685 (Tex. 1976). To demonstrate the applicability of common-law privacy,
both prongs of this test must be satisfied. Id. at 681-82. Types of information considered
intimate and embarrassing by the Texas Supreme Court are delineated in Industrial
Foundation. Id. at 683. This office has found common-law privacy generally protects the
identities of juvenile offenders. See Open Records Decision No. 394 (1983); ¢f. Fam. Code
§ 58.007(c). Under the common-law right of privacy, an individual has a right to be free
from the publicizing of private affairs in which the public has no legitimate concern. Indus.
Found., 540 S.W .2d at 682. In considering whether a public citizen’s date of birth is private,
the Third Court of Appeals looked to the supreme court’s rationale in Texas Comptroller of
Public Accounts v. Attorney General of Texas, 354 S.W.3d 336 (Tex. 2010). Paxtonv. City
of Dallas, No. 03-13-00546-CV, 2015 WL 3394061, at *3 (Tex. App.—Austin
May 22, 2015, pet. denied) (mem. op.). The supreme court concluded public employees’
dates of birth are private under section 552.102 of the Government Code because the
employees’ privacy interest substantially outweighed the negligible public interest in
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disclosure.” Tex. Comptroller, 354 S.W.3d at 347-48. Based on Texas Comptroller, the
court of appeals concluded the privacy rights of public employees apply equally to public
citizens, and thus, public citizens’ dates of birth are also protected by common-law privacy
pursuant to section 552.101. City of Dallas, 2015 WL 3394061, at *3. Uponreview, we find'
some of the remaining information satisfies the standard articulated by the Texas Supreme
Court in Industrial Foundation. Accordingly, the constable’s office must withhold the
information we marked, and the public citizen’s date of birth, under section 552.101 of the
Government Code in conjunction with common-law privacy.

Section 552.108(b)(1) of the Government Code excepts from disclosure the internal records
and notations of law enforcement agencies and prosecutors when their release would
interfere with law enforcement and crime prevention. Id. § 552.108(b)(1); see also Open
Records Decision No. 531 at 2 (1989) (quoting Ex parte Pruitt, 551 S.W.2d 706
(Tex. 1977)). A governmental body claiming section 552.108(b)(1) must explain how and
why the release of the requested information would interfere with law enforcement. See
Gov’t Code §§ 552.108(b)(1), .301(e)(1)(A); see also Ex parte Pruitt, 551 S.W.2d 706
(Tex. 1977). Section 552.108(b)(1) is intended to protect “information which, if released,
would permit private citizens to anticipate weaknesses in a police department, avoid
detection, jeopardize officer safety, and generally undermine police efforts to effectuate the
laws of this State.” See City of Fort Worth v. Cornyn, 86 S.W.3d 320 at 327 (Tex.
App.—Austin 2002, no pet.). This office has concluded section 552.108(b)(1) excepts from
public disclosure information relating to the security or operation of a law enforcement
agency. See, e.g., Open Records Decision Nos. 531 (release of detailed use of force
guidelines would unduly interfere with law enforcement), 252 (1980) (section 552.108 of the
Government Code is designed to protect investigative techniques and procedures used in law
enforcement), 143 (1976) (disclosure of specific operations or specialized equipment directly
related to investigation or detection of crime may be excepted). Section 552.108(b)(1) is not
applicable, however, to generally known policies and procedures. See, e.g., Open Records
Decision Nos. 531 at 2—-3 (Penal Code provisions, common law rules, and constitutional
limitations on use of force not protected), 252 at 3 (governmental body failed to indicate why

investigative procedures and techniques requested were any different from those commonly
known).

You state the information you marked, if released, would interfere with law enforcement or
prosecution of crime. You state the release of the information at issue “would interfere with
the detection, investigation or prosecution of crime, specifically drug related crime[.]” Based
on your representations and our review, we agree the release of some of the information at
issue, which we marked, would interfere with law enforcement. Accordingly, the constable’s
office may withhold the information we marked under section 552.108(b)(1) of the
Government Code. However, we find you have not demonstrated any of the remaining

Section 552.102(a) excepts from disclosure “information in a personnel file, the disclosure of which
would constitute a clearly unwarranted invasion of personal privacy.” Gov’t Code § 552.102(a).
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information at issue would interfere with law enforcement or crime prevention. Accordingly,
the constable’s office may not withhold any of the remaining information at issue under
section 552.108(b)(1) of the Government Code.

Section 552.117(a)(1) of the Government Code excepts from disclosure the home addresses
and telephone numbers, emergency contact information, social security number, and family
member information of a current or former employee of a governmental body who requests
this information be kept confidential under section 552.024. Gov’t Code § 552.117(a)(1).
Whether a particular piece of information is protected by section 552.117(a)(1) must be
determined at the time the request for it is made. See Open Records Decision No. 530 at 5
(1989). The constable’s office may only withhold the information at issue under
section 552.117(a)(1) if the individual at issue elected confidentiality under section 552.024
prior to the date on which the request for this information was made. As the individual at
issue made a timely election under section 552.024, the constable’s office must withhold the
information we marked under section 552.117(a)(1) of the Government Code.

Section 552.130 of the Government Code excepts from disclosure information that relates
to a motor vehicle operator’s license, driver’s license, motor vehicle title, or registration
issued by this state or another state or country. Gov’t Code § 552.130(a)(1), (2).
Accordingly, the constable’s office must withhold the motor vehicle record information we
marked under section 552.130 of the Government Code.

Section 552.137 of the Government Code excepts from disclosure “an e-mail address of a
member of the public that is provided for the purpose of communicating electronically with
a governmental body” unless the member of the public consents to its release or the e-mail
address is of a type specifically excluded by subsection (c). See id § 552.137(a)-(c).
Section 552.137 does not except from disclosure the private e-mail addresses of government
officials who use their private e-mail addresses to conduct official government business.
See Austin Bulldog v. Leffingwell, No. 03-13-00604-CV (Tex. App.—Austin April §,2016,
no pet.) (mem. op.). Accordingly, the constable’s office must withhold the personal e-mail
addresses we marked under section 552.137, unless the individuals to whom the e-mail
addresses belong affirmatively consent to their release. See Gov’t Code § 552.137(Db).
However, upon review, we find you have failed to demonstrate the remaining information
you marked is excepted under section 552.137. Accordingly, the constable’s office may not
withhold any of the remaining information at issue on this ground.

Section 552.139 of the Government Code provides, in part:

(a) Information is excepted from [required public disclosure] if it is
information that relates to computer network security, to restricted
information under Section 2059.055 [of the Government Code], or to the
design, operation, or defense of a computer network.
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(b) The following information is confidential:
(1) a computer network vulnerability report; [and]

(2) any other assessment of the extent to which data
processing operations, a computer, a computer program,
network, system, or system interface, or software of a
governmental body or of a contractor of a governmental body
is vulnerable to unauthorized access or harm, including an
assessment of the extent to which the governmental body’s or
contractor’s electronically stored information containing
sensitive or critical information is vulnerable to alteration,
damage, erasure, or inappropriate use|.]

Id. § 552.139(a), (b)(1)-(2). Section2059.055 of the Government Code provides in pertinent
part:

(b) Network security information is confidential under this section if the
information 1is:

(1) related to passwords, personal identification numbers,
access codes, encryption, or other components of the security
system of a state agency].]

Id. § 2059.055(b)(1). You assert the information you marked contains “information
regarding the security weakness of [a] law enforcement computer system” and “a password,
that . . . would give insight into the security of the organization’s security for its computer
system.” Based on these representations and our review, we conclude the constable’s office
must withhold the information we marked under section 552.139 of the Government Code.
However, we find the constable’s office has failed to demonstrate any of the remaining
information at issue relates to computer network security, to restricted information under
section 2059.055, or to the design, operation, or defense of a computer network as
“contemplated in section 552.139(a). Further, we find the constable’s office has failed to
demonstrate the remaining information at issue consists of a computer network vulnerability
report or assessment as contemplated by section 552.139(b). Consequently, the constable’s
office may not withhold any of the remaining information under section 552.139 of the
Government Code or section 552.101 of the Government Code in conjunction with
section 2059.055 of the Government Code.

In summary, the constable’s office must withhold the information we marked under
section 552.101 of the Government Code in conjunction with section 411.083 of the
Government Code and federal law. The constable’s office must withhold the F-5 form under
section 552.101 of the Government Code in conjunction with section 1701.454 of the
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Occupations Code. The constable’s office must withhold the date of birth we marked under
section 552.102 of the Government Code. The constable’s office must withhold the
information we marked, and the public citizen’s date of birth, under section 552.101 of the
Government Code in conjunction with common-law privacy. The constable’s office may
withhold the information we marked under section 552.108(b)(1) of the Government Code.
As the employee at issue timely requested confidentiality under section 552.024 of the
Government Code, the constable’s office must withhold the information we marked under
section 552.117(a)(1) of the Government Code. The constable’s office must withhold the
motor vehicle record information we marked under section 552.130 of the Government
Code. The constable’s office must withhold the e-mail addresses we marked under
section 552.137 of the Government Code, unless the individuals to whom the e-mail
addresses belong affirmatively consent to their release. The constable’s office must withhold
the information we marked under section 552.139 of the Government Code. The constable’s
office must release the remaining information.® .

This letter ruling is limited to the particular information at issue in this request and limited
to the facts as presented to us; therefore, this ruling must not be relied upon as a previous
determination regarding any other information or any other circumstances.

This ruling triggers important deadlines regarding the rights and responsibilities of the
governmental body and of the requestor. For more information concerning those rights
and responsibilities, please visit our website at http://www.texasattorneygeneral.gov/open/
orl_ruling_info.shtml, or call the Office of the Attorney General’s Open Government
Hotline, toll free, at (877) 673-6839. Questions concerning the allowable charges for
providing public information under the Act may be directed to the Office of the Attorney
General, toll free, at (888) 672-6787.

Sincerely,
) / ._"/,’:.J-/r—-——ﬁ;.: :\\L L ,//”; P
,‘ o ’/‘i‘/ ,/' £y p / ,\/(\ .\17/\7_‘“_{& '/(/
VAN AR R R R AL VAN VA & N A
Ashley Crutchfield

Assistant Attorney General
Open Records Division

AC/dls

*We note the remaining information contains social security numbers. Section 552.147(b) of the
Government Code authorizes a governmental body to redact a living person’s social security number from
public release without the necessity of requesting a decision from this office under the Act. See Gov’t Code
§ 552.147(b).
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Ref: ID# 617232
Enc. Submitted documents

c: Requestor
(w/o enclosures)



