
  
CAUSE NO. _______ 

 
THE STATE OF TEXAS 
 

§ 
§ 

IN THE DISTRICT COURT 

Plaintiff, 
v. 

 

§ 
§ 
§ 

 
 

COLLIN COUNTY, TEXAS 
POWERSCHOOL HOLDINGS, INC., 
POWERSCHOOL GROUP, LLC.  

 
Defendant. 
 

 

§
§
§ 
§ 
 

 
  
 
                     _____ JUDICIAL DISTRICT 

PLAINTIFF’S ORIGINAL PETITION 
 

Defendants PowerSchool Holdings, Inc. and PowerSchool Group, LLC (collectively 

“PowerSchool”) fail to protect sensitive personal information belonging to Texas school-aged 

children and teachers. For years, PowerSchool has misrepresented the nature and extent of its data 

privacy and security protections to Texas schools who entrust PowerSchool with their students’ 

and teachers’ highly sensitive personal information, including social security numbers and 

protected health information. In December of 2024, these failures resulted in a catastrophic data 

breach impacting over 800,000 Texas students and teachers. The State of Texas, acting by and 

through the Attorney General of Texas, Ken Paxton, brings this action in the public interest to stop 

PowerSchool’s deceptive trade practices and hold them accountable for their data privacy and 

security failures. 

DEFENDANTS 

1. Defendant PowerSchool Holdings, Inc., is a Delaware corporation with its principal 

place of business at 150 Parkshore Drive, Folsom, California 95630. Defendant PowerSchool 

Holdings, Inc., may be served through its registered agent The Corporation Trust Company at the 

following address: 1209 Orange St., Wilmington, DE 19801. 
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2. Defendant PowerSchool Group LLC is a Delaware Limited Liability Company 

with its principal place of business at 150 Parkshore Drive, Folsom, California 95630. Defendant 

PowerSchool Group LLC may be served through its registered agent United Corporate Services, 

Inc. at the following address: 815 Bravos St., Suite 500, Austin, TX 78701. 

JURISIDICTION AND VENUE 

3. Venue for this action properly lies in Collin County, Texas, because: 1) a substantial 

part of the events or omissions giving rise to the State of Texas’s claims occurred in Collin County;  

2) transactions made part of this suit occurred in Collin County;  3) PowerSchool has done business 

in Collin County;  4) PowerSchool has engaged in trade and commerce in Collin County; and  5) 

victims of PowerSchool’s unauthorized disclosure of personal and sensitive information reside in 

Collin County. See Tex. Civ. Prac. & Rem. Code § 15.002(a)(1), Tex. Bus. & Com. Code § 

17.47(b), and Tex. Bus. & Com. Code § 521.151(c)(2). 

4. The Court has general jurisdiction over PowerSchool because their contacts and 

affiliations with Texas are so continuous and systematic as to render them essentially at home in 

Texas. Luciano v. SprayFoamPolymers.com, LLC, 625 S.W.3d 1, 8 (Tex. 2021) (citing TV Azteca 

v. Ruiz, 490 S.W.3d 29, 37 (Tex. 2016)). 

5. Alternatively, the Court has specific jurisdiction over PowerSchool because they 

purposefully availed themselves of the privileges of conducting activities in Texas, specifically 

targeted the Texas market, and the causes of action in this suit arise out of or relate to 

PowerSchool’s contacts in Texas. See BRP-Rotax GmbH & Co. KG v. Shaik, No. 23-0756, 2025 

WL 1727903 at *8 (Tex. 2025). 



 
PLAINTIFF’S ORIGINAL PETITION  
STATE V. POWERSCHOOL HOLDINGS, INC., AND POWERSCHOOL GROUP, LLC. 
 

Page 3 of 32 

 

DISCOVERY 

6. Discovery in this case should be conducted under Level 3, pursuant to Tex. R. Civ. 

P. 190.4. 

7. This case is not subject to the restrictions of expedited discovery under Tex. R. Civ. 

P. 169, because Texas seeks nonmonetary injunctive relief. 

8. Texas claims entitlement to monetary relief in an amount greater than $1,000,000 

including civil penalties, reasonable attorneys’ fees, litigation expenses, investigation expenses, 

and costs. 

THE DECEPTIVE TRADE PRACTICES ACT (DTPA) 

9. The Texas Deceptive Trade Practices Act (“DTPA”) declares unlawful any “[f]alse, 

misleading, or deceptive acts or practices in the conduct of any trade or commerce.” Tex. Bus. & 

Com. Code § 17.46(a). This includes “representing that goods or services have sponsorship, 

approval, characteristics, ingredients, uses, benefits, or quantities which they do not have or that a 

person has a sponsorship, approval, status, affiliation, or connection which the person does not,” 

Tex. Bus. & Com. Code § 17.46(b)(5), “representing that goods or services are of a particular, 

standard, quality, or grade, or that goods are of a particular style or model, if they are of another,” 

Tex. Bus. & Com. Code § 17.46(b)(7), and “failing to disclose information concerning goods or 

services which was known at the time of the transaction if such failure to disclose such information 

was intended to induce the consumer into a transaction into which the consumer would not have 

entered had the information been disclosed,” Tex. Bus. & Com. Code § 17.46(b)(24).  

10. Under the DTPA, “an act is false, misleading, or deceptive if it has the capacity to 

deceive an ignorant, unthinking, or credulous person.” Doe v. Boys Clubs of Greater Dallas, Inc., 
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907 S.W.2d 472, 479–80 (Tex. 1995) (quoting Spradling v. Williams, 566 S.W.2d 561, 562 (Tex. 

1978)); see also Streber v. Hunter, 221 F.3d 701, 728 (5th Cir. 2000) (same). 

11. Tex. Bus. & Com. Code § 17.45(6) defines “trade” and “commerce” as “the 

advertising, offering for sale, sale, lease, or distribution of any good or service, of any property, 

tangible or intangible, real, personal, or mixed, and any other article, commodity, or thing of value, 

wherever situated, and shall include any trade or commerce directly or indirectly affecting the 

people of this state.” 

12. Tex. Bus. & Com. Code § 17.45(2) defines “services” as “work, labor, or service 

purchased or leased for use, including services furnished in connection with the sale or repair of 

goods.” See also Riverside Nat’l Bank v. Lewis, 603 S.W.2d 169, 174 (Tex. 1980) (“services” 

means “action or use that furthers some end or purpose: conduct or performance that assists or 

benefits someone or something: deeds useful or instrumental toward some object.”).  

13. The DTPA mandates that the law “shall be liberally construed and applied to 

promote its underlying purposes, which are to protect consumers against false, misleading, and 

deceptive business practices, unconscionable actions, and breaches of warranty and to provide 

efficient and economical procedures to secure such protection.” Tex. Bus. & Com. Code § 17.44(a) 

(emphasis added); see also Singleton v. Pennington, 568 S.W.2d 382, 385 (Tex. Civ. App.—Dallas 

1978).  

14. The DTPA provides a cause of action for deceptive trade practices “without the 

burden of proof and numerous defenses encountered in a common law suit.” Sergeant Oil & Gas 

Co., Inc. v. Nat’l Maint. & Repair, Inc., 861 F. Supp. 1351, 1365 (S.D. Tex. 1994). 
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IDENTITY THEFT ENFORCEMENT AND PROTECTION ACT 

15. The Identity Theft Enforcement and Protection Act (“ITEPA”) requires that “[a] 

business shall implement and maintain reasonable procedures, including taking any appropriate 

corrective action, to protect from unlawful use or disclosure any sensitive personal information 

collected or maintained by the business in the regular course of business.” Tex. Bus. & Com. Code 

§ 521.052(a); see also Texas Comptroller of Pub. Accounts v. Atty. Gen. of Texas, 354 S.W.3d 

336, 355 (Tex. 2010) (Wainright, J. and Johnson, J., dissenting in-part and concurring in-part) 

(“the Texas Identity Theft Enforcement and Protection Act requires businesses to take reasonable 

steps to protect “sensitive personal information” collected or maintained by the business in the 

regular course.”). 

16. Section 521.002 of ITEPA defines “Personal identifying information” as 

“information that alone or in conjunction with other information identifies an individual, including 

an individual’s: 

(A) name, social security number, date of birth, or government-issued identification 
number; 

(B) mother's maiden name; 
(C) unique biometric data, including the individual's fingerprint, voice print, and 

retina or iris image; 
(D) unique electronic identification number, address, or routing code; and 
(E) telecommunication access device as defined by Section 32.51, Penal Code. 
 
17. Further, Section 521.002 of ITEPA defines “Sensitive personal information” as 

follows:  

(A) an individual's first name or first initial and last name in combination 
with any one or more of the following items, if the name and the items are 
not encrypted: 
(i)  social security number; 
(ii)  driver's license number or government-issued identification number; 

or 
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(iii)  account number or credit or debit card number in combination with 
any required security code, access code, or password that would 
permit access to an individual's financial account; or 

 
(B) information that identifies an individual and relates to: 
(i)     the physical or mental health or condition of the individual; 
(ii) the provision of health care to the individual; or 
(iii)   payment for the provision of health care to the individual. 
 

PUBLIC INTEREST 

18. The Consumer Protection Division has reason to believe that PowerSchool is 

engaging in, has engaged in, or is about to engage in an act or practice declared to be unlawful 

under the DTPA and that proceedings would be in the public interest to restrain by permanent 

injunction the use of such method, act, or practice. Tex. Bus. & Com. Code § 17.47(a). 

FACTS 

19. PowerSchool provides education technology software services to K-12 schools 

throughout the United States. PowerSchool’s software collects, maintains, and is responsible for 

processing and securing the sensitive information that Texas schools require parents to provide to 

enroll their children in education. See PowerSchool Enrollment, PowerSchool, 

https://www.powerschool.com/solutions/student-information/enrollment/ (last visited Aug. 25, 

2025) (“Powering registration for millions of students across thousands of districts.”); see Tex. 

Educ. Code. § 25.085. 

20. PowerSchool’s software also collects, maintains, and is responsible for processing 

and securing the sensitive information that Texas schools require from their employees in order to 

meet administrative and operational needs such as payroll, compliance reporting, and 

management. See PowerSchool Employee Records, PowerSchool, 

https://www.powerschool.com/solutions/student-information/enrollment/
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https://www.powerschool.com/solutions/talent-recruitment-retention/employee-records/ (last 

visited Aug. 25, 2025).  

21. Besides the hundreds of millions of dollars that Texas taxpayers spend on 

PowerSchool’s contracts with Texas schools, PowerSchool also benefits financially from 

commercial uses of school-aged children’s data. PowerSchool uses school-aged children’s data to 

develop its products and sell it to third parties. Todd Feathers, College Prep Software Naviance Is 

Selling Advertising Access to Millions of Students, The Markup (Jan. 14, 2022 at 17:14 ET), 

https://themarkup.org/machine-learning/2022/01/13/college-prep-software-naviance-is-selling-

advertising-access-to-millions-of-students (Naviance, a PowerSchool owned product, “gathers 

data through its college guidance software and then allows colleges and universities to target 

students with paid advertisements encouraging them to enroll.”).  

22. PowerSchool School Information System (“Powerschool SIS”) is a “core data 

management system” that Texas schools use to manage the personal identifiable information 

(“PII”), sensitive identifiable information (“SPI”), and protected health information (“PHI”) that 

schools receive regarding Texas school-aged children and teachers. Through PowerSchool SIS, 

PowerSchool is responsible for collecting, storing, and maintaining PII, SPI, and PHI. 

 

https://themarkup.org/machine-learning/2022/01/13/college-prep-software-naviance-is-selling-advertising-access-to-millions-of-students
https://themarkup.org/machine-learning/2022/01/13/college-prep-software-naviance-is-selling-advertising-access-to-millions-of-students
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Figure 1: “Student Medical Information” form in a PowerSchool SIS advertisement.  

23. PowerSchool has described PowerSchool SIS as “the mission-critical data 

backbone that powers K-12 operations” and stated that it “serves as the hub and single source of 

truth for student data.” PowerSchool Holdings, Inc., Annual Report (Form 10-K) at 11 (Mar. 24, 

2022). 

24. PowerSchool collects and stores PII, SPI, PHI, and other highly sensitive 

information belonging to all of its Texas school-aged children and their teachers in two 

unencrypted databases. The databases include data such as: 

a. Names, dates of birth, and home address; 

b. Social Security numbers; 

c. Disability information; 

d. Attendance records; 

e. Grades; 

f. Medical information, such as physician names; and 

g. Bus stops. 

Ex. A PowerSchool SIS Data Dictionary, Students(ver3.6.1), PowerSchool; Ex. B PowerSchool 

SIS Data Dictionary, Teachers (ver7.8.0), PowerSchool. 

25. PowerSchool also owns and operates PowerSource, a customer support platform 

that allows third-party support vendors to access PowerSchool’s systems for maintenance and 

support purposes. Terms of Use, PowerSource, https://support.powerschool.com/tos.action (last 

visited Aug. 25, 2025). 

26. PowerSchool has experienced vast success in the education technology industry by 

collecting, storing, and analyzing data belonging to school-aged children and teachers. Once a 
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publicly traded company, PowerSchool went private after being acquired by Bain Capital for $5.6 

billion in 2024. Bain Capital Completes Acquisition of PowerSchool, PowerSchool, 

https://www.powerschool.com/bain-capital/ (last visited August 21, 2025). 

I. PowerSchool’s False and Misleading Privacy and Security Representations 

27. PowerSchool falsely and misleadingly represents the extent to which it maintains 

and protects the privacy, security, confidentiality, or integrity of PII, SPI, and PHI belonging to 

school-aged children and teachers, in violation of the DTPA.  

28. For years, PowerSchool’s webpage misleadingly advertised PowerSchool’s  

“commit[ment] to being a good custodian of student data, taking all reasonable and appropriate 

countermeasures to ensure data confidentiality, integrity, and availability.” Cybersecurity, Data 

Privacy, & Infrastructure, PowerSchool, https://www.powerschool.com/security/ 

[https://web.archive.org/web/20241208221923/https://www.powerschool.com/security/]. 

29.  In August of 2023, the Biden-Harris administration invited PowerSchool to speak 

at Jill Biden’s Back to School Safely: K-12 Cybersecurity and Data Protection Initiative. There, 

PowerSchool’s CEO Hardeep Gulati used the Biden White House’s podium to deceptively boast 

of its “relentless investment and focus on every element of security.” POWERSCHOOL, Hardeep 

Gulati at Dr. Jill Biden’s Back to School Safely: Cybersecurity Summit for K12 Schools Event, at 

2:20 (YouTube, Aug. 8, 2023), https://www.youtube.com/watch?v=sS41XlZQe7U. In 

PowerSchool’s blog linked to this video about Biden’s event, PowerSchool re-iterated it was 

“taking all reasonable and appropriate countermeasures to protect students’ and teachers’ data.” 

Hardeep Gulati, PowerSchool Presents Cybersecurity Commitments at White House K-12 

Cybersecurity & Data Privacy Event, PowerSchool (Sep. 21, 2023), 

https://web.archive.org/web/20241208221923/https:/www.powerschool.com/security/
https://web.archive.org/web/20241208221923/https:/www.powerschool.com/security/
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https://www.powerschool.com/blog/powerschool-presents-cybersecurity-commitments-at-white-

house-k-12-cybersecurity-data-privacy-event/. 

30. On September 10, 2024, a PowerSchool blog recommended that its customers 

improve security by reducing the amount of administrative access privileges they grant and 

utilizing single sign-on (SSO) and Multi-Factor Authentication (MFA). Top 6 Best Practices for 

Improving Student Information System (SIS) Cybersecurity | PowerSchool, PowerSchool, 

https://www.powerschool.com/blog/best-practices-improving-sis-cybersecurity/ (last visited Aug. 

21, 2025). It included the following “Top 6 Best Practices” infographic: 

 

Id. 

31. On June 20, 2023, PowerSchool published a blog listing the eight “best practices” 

for student data privacy. Student Data Privacy: Everything You Need to Know, PowerSchool, 

https://www.powerschool.com/blog/student-data-privacy-everything-you-need-to-know/ (last 

visited Aug. 21, 2025). Practice four, titled “Secure Data Storage and Sharing,” advises schools to 

“[r]estrict data access to only those users who have to have it and implement strong authentication 

protocols.” Id. The blog further describes “How PowerSchool Provides Superior Student Data 

https://www.powerschool.com/blog/best-practices-improving-sis-cybersecurity/
https://www.powerschool.com/blog/best-practices-improving-sis-cybersecurity/
https://www.powerschool.com/blog/best-practices-improving-sis-cybersecurity/
https://www.powerschool.com/blog/student-data-privacy-everything-you-need-to-know/
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Privacy and Security,” by listing privacy and security practices including achieving the 

International Standards Organization 27000 series certification and ensuring data residency “with 

no information going offshore.” Id.  

32. For years, PowerSchool represented that it employed a “variety of physical, 

administrative, and technological safeguards designed to protect… data against loss, misuse, and 

unauthorized access or disclosure” and that it “consider[ed] the type and sensitivity of the data 

being collected, used, and stored, and the current state of technology and threats to data.” Global 

Privacy Statement, PowerSchool, https://www.powerschool.com/privacy/[ 

https://web.archive.org/web/20241004033859/https://www.powerschool.com/privacy].  

33. Through the same webpage, PowerSchool stated that it “keep[s] information 

collected on behalf of [PowerSchool’s] Customers for as long as necessary to fulfill the purpose 

for which it was collected, pursuant to contractual terms or as otherwise required by applicable 

law” and that PowerSchool “dispose[s] of information that is not held pursuant to contractual terms 

within a commercially reasonable period or at the request of a customer using reasonable measures 

to protect against unauthorized access to or use of information.” Id. 

34. PowerSchool further represents that it “complies with privacy laws of the United 

States with respect to personal information and especially student educational records” and does 

“not use Student Data for any purpose other than to provide the services, in accordance with [its] 

contractual agreements with [its] Customers, [its] Terms of Service, and [its] Privacy Policy.” Id. 

35. Furthermore, PowerSchool advertises that it signed the national Student Privacy 

Pledge. PowerSchool describes the pledge stating, “’School service providers take responsibility 

to both support the effective use of student information and safeguard student privacy and 

information security.’” Student Data Privacy: Everything You Need to Know, PowerSchool, supra. 
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36. PowerSchool’s Global Privacy Statement webpage includes a list titled “Frequently 

Asked Questions.” Global Privacy Statement, PowerSchool 

https://www.powerschool.com/privacy/ (last visited Sept. 2, 2025). In response to the question 

“How does PowerSchool protect my Personal Data?”, PowerSchool answers that it “use[s] state-

of-the-art, and appropriate physical, technical, and administrative security measures to protect 

the personal data that [it] process[es].” Id. 

37. PowerSchool has also made false and misleading statements related to a “Security 

by Design roadmap.” PowerSchool falsely represented that it was drafting a Security by Design 

roadmap to be published. PowerSchool Presents Cybersecurity Commitments at White House K-

12 Cybersecurity & Data Privacy Event, PowerSchool (Sep. 21, 2023), supra. As of September 

2025, PowerSchool has not published a Security by Design roadmap. As described by the 

Cybersecurity & Infrastructure Security Agency (“CISA”), a secure by design roadmap would 

“document changes made to [a software’s development lifecycle] to improve customer security” 

and is published “[i]n the spirit of showing rather than telling” in order to “build confidence that 

the products are secure by design.” See e.g., Cybersecurity and Infrastructure Security Agency, 

Shifting the Balance of Cybersecurity Risk: Principles and Approaches for Secure By Design 

Software, (April 13, 2023), https://www.cisa.gov/sites/default/files/2023-

10/SecureByDesign_1025_508c.pdf. CISA also claims that “only by incorporating secure by 

design practices will we break the vicious cycle of constantly creating and applying fixes.” Id.  

38. In addition to its public statements, PowerSchool also made false and misleading 

representations in its Data Privacy Agreements with schools. PowerSchool represents that it 

implements the following safeguards and practices, consistent with widely accepted industry 

standards such as NIST and ISO 27001:2022, which require: 
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a. server authentication and encryption of data-at-rest and data-in-transit; 

b. identity management and authentication and access control through issuance, 
verification, management, auditing, and revocation as applicable of credentials and 
identities for authorized devices, processes, and users; 
 

c. employee training; 

d. monitoring of critical systems through logging and analyzing events; and 

e. management of remote access. 

39. In its Texas Standard Student Data Privacy Agreement, PowerSchool represents 

that it will “comply with all applicable federal, state, and local laws, rules, and regulations 

pertaining to Student Data privacy and security, all as may be amended from time to time.” In this 

agreement, PowerSchool also acknowledged and agreed to have a written incident response plan 

reflecting best practices and consistency with federal and state law. Ex. C Texas Standard Student 

Data Privacy Agreement. 

40. PowerSchool acknowledges that school districts are aware of its information 

security representations and consider them when selecting vendors. PowerSchool states: 

In the pursuit of cybersecurity enhancement, under-resourced schools must assess 
the security practices of technology vendors. Prioritizing vendors with recognized 
certifications such as SOC 2 or ISO 27001, becomes paramount. These 
certifications validate a vendor’s commitment to rigorous security standards, 
ensuring that the integration of technology solutions doesn’t compromise data 
integrity. By proactively selecting vendors such as PowerSchool with established 
credentials in cybersecurity, schools can bolster their defenses and establish a 
secure digital infrastructure for sustained educational success. 

  
PowerSchool Information Security Report, PowerSchool, https://go.powerschool.com/rs/861-

RMI-846/images/Cybersecurity-Report.pdf?version=2&utm_medium=social//?wtime (last 

visited Sep. 2, 2025). Here, the State agrees with PowerSchool. Texas schools do prioritize 

education technology vendors who make representations and commitments to rigorous security 
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standards, and vendors who make representations regarding their software’s ability to not 

compromise the integrity of the personal and sensitive data that Texas school districts collect, use, 

and store for their students and teachers. 

41. In sum, PowerSchool has a long history of consistently painting itself broadly as a 

company with commendable information security, and making detailed statements as to its specific 

information security practices that Texas school districts and students understandably rely on in 

making the important decision to entrust it with Texas children’s and teachers’ most sensitive data.  

II. PowerSchool’s Deficient Privacy Practices and Data Breach 

42. Despite these express and implicit representations, PowerSchool failed to maintain 

and protect the privacy, security, confidentiality, or integrity of Texas school-aged children’s and 

teachers’ data for years, directly leading to a data breach effecting over 880,000 Texas school-

aged children and teachers. 

43.  PowerSchool’s deficient privacy and security acts or practices include the 

following: 

a. Failure to encrypt PII, SPI, and PHI at a database level; 

b. Failure to encrypt PII, SPI, and PHI at a line level; 

c. Failure to implement adequate access limitations; 

d. Lack of multi-factor authentication (“MFA”), single sign-on (“SSO”), and other 

access controls for employees and contractors; 

e. Providing access to PowerSchool data through PowerSource without adequate 

segmentation or isolation; 

f. Inadequate data retention policies retaining unnecessary PII, SPI, and PHI; 

g. Failure to adequately monitor network traffic and credential usage; 
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h. Failure to implement anomaly detection like requiring additional verification for 

new devices or strange IP addresses; 

i. Failure to adequately require, implement, maintain, or update anti-malware 

software for all employees and contractors; and 

j. Failure to adequately audit, penetration test, and evaluate the adequacy of its 

privacy and security acts or practices.  

44. PowerSchool’s failures and deficiencies led to a data breach in September 2024, in 

which Matthew Lane, a teenager, accessed PII, SPI, and PHI belonging to millions of school-aged 

children and parents. According to PowerSchool’s May 22, 2025, Data Breach report, the breach 

resulted in the theft of over 881,249 Texas school-aged children’s and teachers sensitive personal 

information. Ex. D Data Breach ID BR-0004310, PowerSchool. 

45. To perform the breach, Lane simply used stolen login credentials belonging to one 

of PowerSchool’s third-party contractors. The third-party contractor had administrative access to 

all of PowerSchool’s most prized data, ignoring information security practices preached by 

PowerSchool like limiting access privileges. Carly Page, Hacker accessed PowerSchool’s network 

months before massive December breach, TechCrunch, (Mar. 10, 2025 at 9:52 AM PDT), 

https://techcrunch.com/2025/03/10/hacker-accessed-powerschools-network-months-before-

massive-december-breach/. 

46. Over the course of several months Lane went on to rent a computer server from a 

cloud storage provider located in Ukraine and use it in combination with the previously utilized 

and compromised PowerSource credentials to re-access PowerSchool’s systems months later from 

December 19, 2024, through December 23, 2024. During this period, the teenager accessed, 

explored, prepared, and ultimately exfiltrated two crucial .CSV files in PowerSchool SIS’s system 

https://techcrunch.com/2025/03/10/hacker-accessed-powerschools-network-months-before-massive-december-breach/
https://techcrunch.com/2025/03/10/hacker-accessed-powerschools-network-months-before-massive-december-breach/
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without detection even though the access from Ukraine would have set off alerts in more 

reasonably protected systems. Lawrence Abrams, PowerSchool hacker claims they stole data of 

62 million students, BLEEPING COMPUTER, (January 22, 2025), 

https://www.bleepingcomputer.com/news/security/powerschool-hacker-claims-they-stole-data-

of-62-million-students/; see, Information, US v. Matthew Lane, Docket No. 4:25-cr-40015-MRG 

(D. Mass filed May 20, 2025). 

47. The two files had 150 unique data fields for more than 60 million students and 10 

million teachers, countless of which are Texans. The following data was disclosed: 

a. Names, addresses, phone numbers, and emails; 

b. Social Security Numbers; 

c. Dates of Birth; 

d. Medical information, e.g. allergies and physician information; 

e. Grades and grade-point-averages; 

f. Bus Stops, which can be used to physically locate Texas children; 

g. Employment information; and 

h. Disability information. 

48. Due to PowerSchool’s deficient security practices, the breach was only discovered 

when the hacker contacted PowerSchool to demand a ransom for the deletion of the data. Kevin 

Collier, Children’s data hacked after school software firm missed basic security step, internal 

report says, NBC News (Jan. 31, 2025, 4:00 CST), 

https://www.nbcnews.com/tech/security/powerschool-hack-data-breach-protect-student-school-

teacher-safe-rcna189029. 

https://www.bleepingcomputer.com/news/security/powerschool-hacker-claims-they-stole-data-of-62-million-students/
https://www.bleepingcomputer.com/news/security/powerschool-hacker-claims-they-stole-data-of-62-million-students/
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III. PowerSchool’s Conduct Warrants the Maximum Imposition of Civil Penalties for 

Each Violation of the DTPA 

49. Under Texas Bus. & Com Code § 17.47(g), there are six factors the trier of fact 

“shall consider” when determining the amount of civil penalties to impose for each violation of 

the DTPA, which includes the following: 

(1) the seriousness of the violation, including the nature, circumstances, extent, and 
gravity of any prohibited act or practice; 
(2) the history of previous violations; 
(3) the amount necessary to deter future violations; 
(4) the economic effect on the person whom the penalty is to be assessed; 
(5) Knowledge of the illegality of the act or practice; and 
(6) any other matter that justice may require. 

50. The State of Texas is entitled to recover up to $10,000 for each violation of the 

DTPA. Tex. Bus. & Com. Code § 17.47(c)(1). 

51. To determine what amount on the spectrum of civil penalties to impose for each 

violation of the DTPA, the trier of fact must rely on the statute, not the extent or existence of 

damages suffered by any individuals. See Under Texas Bus. & Com Code § 17.47(g); see also 

Avila v. State, 252 S.W.3d 632, 637-38 (Tex. App.-Tyler 2008) (“the legislature could have 

included results of the defendant’s actions in the list had it so chosen… [t]estimony about the 

results of [defendant’s] actions is irrelevant under the DTPA”). 

52. A defendants current financial situation must also be considered by the jury when 

determining civil penalties to impose for each violation of the DTPA. See Tex. Bus. & Com. Code 

§ 17.47(g)(3)-(4), (6). 

A. The Seriousness of the Circumstances of PowerSchool’s Privacy and Security Practices 

53. Identity theft against children is particularly problematic because illicit use of their 

identity can go unnoticed, as nonprofit credit advocates describe: “’[f]or children, the emotional 
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impact is much greater…. [i]t can take years to get wind of a problem, and meanwhile the damage 

can continue to grow.” Further, “’[i]dentity theft against children — especially very young ones 

—often slips under the radar until they are older teens or young adults applying for their first credit 

card, trying to finance a car, or seeking student loans.’” See Cheryl Winokur Munk, Why parents 

may want to start locking a child’s credit at a very young age, CNBC (Aug. 23, 2024) 

https://www.cnbc.com/2024/08/23/identity-theft-of-americas-youngest-generation-is-on-the-

rise.html. 

54. As the Federal Trade Commission has stated, “many school forms require personal 

and sensitive information.” See, e.g., Colleen Tressler, Back to school: Protect your child’s 

information, Federal Trade Commission Consumer Advice (August 20, 2018), 

https://consumer.ftc.gov/consumer-alerts/2018/08/back-school-protect-your-childs-information. 

The State has reason to believe that numerous Independent School Districts in Texas use 

PowerSchool’s SIS software to store PII, PHI, and other SPI, including but not limited to Dallas, 

Frisco, Plano, McKinney, Houston, Katy, Lovejoy, and more. 
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Figure 2: PowerSchool graphic of its Texas operations in May 2022.  

B. PowerSchool’s Significant Control Over Texans 

56. PowerSchool exercised significant control over Texas students and teachers in 

districts that used PowerSchool. On information and belief, while PowerSchool grew its user base, 

gained influence, and benefited from its contracts with Texas school districts, Texas students and 

teachers had to provide the company with personal information and trust that PowerSchool would 

keep that information safe. Instead, PowerSchool reaped the benefits of Texans’ data while failing 

to implement sufficient privacy and security practices. 

C. PowerSchool’s Financial Success from School-Aged Children’s Data 

56. PowerSchool dominates the education technology market. PowerSchool boasts its 

use by 90 of the top 100 school districts in the country. PowerSchool Recognized as one of 

America’s Fastest-Growing Private Companies on Inc. Magazine’s Annual Inc. 5000 List, 

PowerSchool, https://www.powerschool.com/news/powerschool-recognized-as-one-of-americas-
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fastest-growing-private-companies-on-inc-magazines-annual-inc-5000-

list/#:~:text=With%20a%20three%2Dyear%20revenue,companies%20on%20the%202020%20li

st (last visited Sep. 2, 2025). 

 

Figure 3: Ed. Tech SIS Marketshare.  

Justin Ménard, An Update On The K-12 SIS Historical Implementations, listedtech (Oct. 24, 2023), 

https://listedtech.com/blog/update-k12-student-information-system/. 

57. PowerSchool is in this enviable position because over the past decade, it has 

purchased its way into it. PowerSchool routinely acquires competitors, with at least 18 different 

acquisitions of education technology software companies since 2015. PowerSchool Holdings, Inc., 

Annual Report (Form 10-K) at 11 (Feb. 29, 2024). PowerSchool admits its acquisition strategy is 

“core to [its] strategy” and that PowerSchool “intend[s] to continue pursing targeted 

acquisitions...”. Id. 

58. Those acquisitions include companies such as InfoSnap, the “leading provider of 

cloud-based registration management solutions.” PowerSchool Acquires InfoSnap to Deliver SIS 

industry’s First Full-featured Online Registration Solution, PowerSchool, 
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https://www.powerschool.com/news/powerschool-acquires-infosnap-deliver-sis-industrys-first-

full-featured-online-registration-solution/ (last visited Sep. 2, 2025).  Similar to PowerSchool SIS, 

InfoSnap included services such as online application, admissions, school choice/lottery, new 

student enrollment, annual student registration, and staff registration.” Id. InfoSnap had over 

10,000 customers, including Grand Prairie ISD and Keller ISD. 

59. During 2020 and 2021, PowerSchool spent $400 million acquiring education 

technology companies to further its market dominance. PowerSchool Holdings, Inc., Annual 

Report (Form 10-K) at 104 (Mar. 24, 2022). First, PowerSchool purchased Hoonuit, a leading data 

analytics service, for $81.1 million in October of 2020. Id. Less than five months later, 

PowerSchool acquired Hobsons, Inc. for $318.9 million. Id. Hobsons, Inc. was a software solutions 

corporation consisting of Naviance and Intersect, two college preparedness software platforms. Id. 

60. As another example, PowerSchool recently acquired SchoolMessenger in 2023 for 

$300.3 million. PowerSchool Holdings, Inc., Annual Report (Form 10-K) at 105 (Feb. 29, 2024). 

SchoolMessenger provided communication software services to over 63,000 schools, such as those 

in Kingsville ISD.  School Messenger Program for Parents & Guardians  ̧ Kingsville ISD, 

https://www.kingsvilleisd.com/apps/pages/index.jsp?uREC_ID=252823&type=d&pREC_ID=21

17192 (last visited Aug. 26, 2025); see also PowerSchool Completes Acquisition of 

SchoolMessenger, PowerSchool, https://www.powerschool.com/schoolmessenger/ (last visited 

Aug. 26, 2025). After the acquisition, PowerSchool “embedded [SchoolMessenger] directly into 

PowerSchool SIS,” for the alleged benefit to Texas Schools of the ability to “increase security and 

minimize risks with tightly connected systems.”  PowerSchool Completes Acquisition of 

SchoolMessenger, PowerSchool, supra. 
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C. PowerSchool Foresaw the December 2024 Breach and its Consequences 

61. While PowerSchool’s false representations misled and deceived Texas schools 

regarding its privacy and security practices, it was aware of the risks its deficient practices imposed 

on Texas Schools, their teachers, and school-aged children. 

62. PowerSchool’s 2022 and 2023 Form 10-K Annual Reports relate “Risk Factors” 

which PowerSchool says “describe[s] circumstances that may materially harm our future 

business.” PowerSchool Holdings, Inc., Annual Report (Form 10-K) at 22 (Mar. 24, 2022); 

PowerSchool Holdings, Inc., Annual Report (Form 10-K) at 22 (Feb. 29, 2024). The risk factors 

include “the impact of potential information technology or data security breaches or other cyber-

attacks or other disruptions;” “our ability to comply with privacy laws and regulations,” “our 

ability to comply with legal requirements, contractual obligations, and industry standards relating 

to security, data protection, and privacy,” “the fact that our activities are and will continue to be 

subject to extensive government regulation,” and “risk related to future regulation.” PowerSchool 

Holdings, Inc., Annual Report (Form 10-K) at 22-23 (Mar. 24, 2022); PowerSchool Holdings, Inc., 

Annual Report (Form 10-K) at 22-23 (Feb. 29, 2024). 

63. PowerSchool’s marketing materials also forewarned of an “84% increase in 

education cyberattacks from 2022-2023” and described ransomware as an “evolving threat.” AI 

and K-12 Data: The Responsible Approach, PowerSchool, https://www.powerschool.com/wp-

content/uploads/2024/03/Bringing_AI_to_Your_Data_Infographic.pdf (last visited, Sept. 3, 

2025). PowerSchool’s Annual Report in 2022 listed “risk factors” including “the impact of 

potential information technology or data security breaches or other cyber-attacks.” AI and K-12 

Data: The Responsible Approach, PowerSchool, https://www.powerschool.com/infographic/ai-

and-k-12-data-the-responsible-approach/ (last visited Aug. 25, 2025); see PowerSchool 
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Information Security Report, PowerSchool, https://go.powerschool.com/rs/861-RMI-

846/images/Cybersecurity Report.pdf?version=2&utm_medium=social//?wtime (last visited Aug. 

25, 2025). 

64. Further, PowerSchool was aware, or should have been aware, of the risks its 

deficient practices imposed against Texas schools, their teachers, and Texas school-aged children 

because of the recent trends in cyber-attacks. Large corporations responsible for collecting, 

maintaining, and securing PII, SPI, and other forms of sensitive data have been recent targets for 

threat actors. Well known breaches like those against T-Mobile, AT&T, Equifax, Uber, and more 

put companies like PowerSchool on notice. Further, school districts and education technology 

companies in-particular have become rising targets for cyber-attacks. School ransomware attacks 

are on the rise. What can districts do?, K-12Dive, https://www.k12dive.com/news/school-

ransomware-attacks-cybersecurity-funding/730333/ (last visited Aug. 22, 2025).  

IV. PowerSchool’s Conduct Warrants the Maximum Imposition of Civil Penalties for 

Each Violation of ITEPA 

65. The State of Texas is entitled to recover civil penalties between $2,000 and $50,000 

for each violation of the ITEPA. See Texas Bus. & Com Code § 521.151(a). 

66. The facts described in ¶¶ 19-47, and 52-55 shall be considered by the jury when 

determining the civil penalties to impose for each violation of the DTPA. See Tex. Bus. & Com. 

Code § 17.47(g)(1)-(6). 

A. The Unprecedented Size, Scope, and Nature of PowerSchool’s December 2024 Breach 

67. On January 29, 2025, PowerSchool filed a Data Breach report with the Office of 

the Attorney General of Texas. The January filing disclosed the December 2024 Data breach and 

reported 790,362 Texas victims. Ex. E Data Breach ID BR-0004072, PowerSchool. Then, on May 
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22, 2025, PowerSchool supplemented its Data Breach report, increasing their report to 881,249 

Texas victims. Ex. D. PowerSchool’s amended report was filed shortly after school districts were 

targeted with ransom offers regarding their students’ and teachers’ sensitive personal information. 

During that time, further media coverage indicated that the number of Texas victims of the 

December Breach was potentially much higher than PowerSchool has reported, stating that PII 

belonging to 836,940 school-aged children and teachers from Dallas Independent School District 

alone was exfiltrated. See Lawrence Abrams, PowerSchool hacker claims they stole data of 62 

million students, BLEEPING COMPUTER (Jan. 22, 2025), 

https://www.bleepingcomputer.com/news/security/powerschool-hacker-claims-they-stole-data-

of-62-million-students/.  

68. PowerSchool’s Data Breach Reports to the Office of the Attorney General of Texas 

include the categories of personal and sensitive information disclosed in the December Data 

Breach. The categories include, “Name of individual, Address; Social Security Number 

Information; Medical Information; [and] Date of Birth.” See Ex. E, D. On information and belief, 

the disclosed data included other highly sensitive information such as children’s bus-stop 

information, grades, and grade-point averages. See e.g. Christopher Brown, PowerSchool Faces 

Suit Over Breach of Student, Teacher Data (1), BLOOMBERG LAW (January, 10, 2025), 

https://news.bloomberglaw.com/privacy-and-data-security/powerschool-sued-over-december-

breach-of-student-teacher-data.  

https://www.bleepingcomputer.com/news/security/powerschool-hacker-claims-they-stole-data-of-62-million-students/
https://www.bleepingcomputer.com/news/security/powerschool-hacker-claims-they-stole-data-of-62-million-students/
https://news.bloomberglaw.com/privacy-and-data-security/powerschool-sued-over-december-breach-of-student-teacher-data
https://news.bloomberglaw.com/privacy-and-data-security/powerschool-sued-over-december-breach-of-student-teacher-data


 
PLAINTIFF’S ORIGINAL PETITION  
STATE V. POWERSCHOOL HOLDINGS, INC., AND POWERSCHOOL GROUP, LLC. 
 

Page 25 of 32 

 

B. PowerSchool’s Dangerous Response to its December 2024 Breach  

69. In response to its December 2024 breach, PowerSchool falsely, misleadingly, and 

deceptively represented to Texas schools, their teachers, Texas school-aged children and their 

parents that their exfiltrated PII, SPI, and PHI was deleted when it was not.  

70. On January 9, 2025, PowerSchool’s Chief Information Security Officer (“CISO”) 

Mishka McCowan hosted a webinar in which PowerSchool represented that it had negotiated and 

paid a ransom to cybercriminals to delete the exfiltrated data. Collier, supra. 

71. Law enforcement agencies and cybersecurity experts discourage ransom payments.  

Ransom payments do not guarantee the deletion of breached data, in light of false video evidence 

and the modern ease of copying data. Ransom payments also encourage cyber criminals to 

continue their illicit practices. See Ransomware Prevention and Response for CISOs, FBI, 

(https://www.fbi.gov/file-repository/ransomware-prevention-and-response-for-cisos.pdf/view 

(last visited Aug. 22, 2025). 

72. Aware of these issues and citing to a video provided by the hackers, PowerSchool 

misrepresented to Texas consumers that the exfiltrated data was deleted during the January 9, 

2025, webinar. Collier, supra. 

73. Relying on PowerSchool’s misrepresentations, Dallas Independent School District 

communicated to students, teachers, and parents that “Again, PowerSchool shared that all 

downloaded data has been destroyed.” PowerSchool Cybersecurity Incident, Dallas 

Independent School District, https://thehub.dallasisd.org/2025/01/13/powerschool-cybersecurity-

incident/ (last visited Aug. 22, 2025). 



 
PLAINTIFF’S ORIGINAL PETITION  
STATE V. POWERSCHOOL HOLDINGS, INC., AND POWERSCHOOL GROUP, LLC. 
 

Page 26 of 32 

 

C. Texas school-aged children’s and teachers’ PII, SPI, and PHI were not deleted. 

74. In May 2025, schools in North Carolina, Canada, Oregon, and other states were 

targets of ransom demands from cyber criminals to prevent the publishing of PII, SPI, and PHI. 

The criminals provided a data sample that matched the data stolen and purportedly deleted in 

PowerSchool’s December 2024 breach. See James Coker, PowerSchool Admits Ransom Payment 

Amid Fresh Extortion Demands, InfoSecurity-Magazine (May 9, 2025), https://www.infosecurity-

magazine.com/news/powerschool-ransom-payment/. PowerSchool confirmed the futility of their 

initial ransom on May 7, writing to schools that “We sincerely regret these developments- it pains 

us that our customers are being threatened and re-victimized by bad actors.” Id. 

VIOLATIONS OF THE TEXAS DECEPTIVE TRADE PRACTICES ACT 
 

75. The State incorporates the foregoing allegations as if set forth fully herein. 

76. Tex. Bus. & Com. Code § 17.47 authorizes the Consumer Protection Division to 

bring an action for temporary and permanent injunction whenever it has reason to believe that any 

person is engaged in, has engaged in, or is about to engage in any act or practice declared unlawful 

under Chapter 17 of the Business and Commerce Code. 

Count I 

Engaging in false, misleading, or deceptive acts or practices in the conduct of any trade or 
commerce. 

77. Tex. Bus. & Com. Code § 17.46(a) prohibits “false, misleading, or deceptive acts 

or practices in the conduct of any trade or commerce.” 

78. As described above, PowerSchool has engaged in false, misleading, or deceptive 

acts or practices in violation of the DTPA. 
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Count II 

Representing that goods or services have sponsorship, approval, characteristics, 
ingredients, uses, benefits, or quantities which they do not have or that a person has a 

sponsorship, approval, status, affiliation, or connection which the person does not. 

79. Tex. Bus. & Com. Code § 17.46(b)(5) provides that “false, misleading, or deceptive 

acts or practices” includes “representing that goods or services have sponsorship, approval, 

characteristics, ingredients, uses, benefits, or quantities which they do not have or that a person 

has a sponsorship, approval, status, affiliation, or connection which the person does not.” 

80. As described above, PowerSchool has engaged in false, misleading, or deceptive 

acts or practices by representing that an agreement confers or involves rights, remedies, or 

obligations which it does not have or involve, or which are prohibited by law in violation of the 

DTPA.  

Count III 

Representing that goods or services are of a particular standard, quality, or grade, or that 
goods are of a particular style or model, if they are of another 

81. Texas Bus. & Com. Code § 17.46(b)(7) provides that “false, misleading, or 

deceptive acts or practices” includes “representing that goods or services are of a particular 

standard, quality, or grade, or that goods are of a particular style or model, if they are of another.”  

82. As described above, PowerSchool has engaged in false, misleading, or deceptive 

acts or practices by representing that goods or services are of a particular standard, quality, or 

grade, or that goods are of a particular style or model, if they are of another in violation of the 

DTPA. 
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Count IV 

Failing to disclose information concerning goods or services which was known at the time 
of the transaction if such failure to disclose such information was intended to induce the 

consumer into a transaction into which the consumer would not have entered had the 
information been disclosed. 

83. Tex. Bus. & Com. Code § 17.46(b)(24) provides that “false, misleading, or 

deceptive acts or practices” includes “failing to disclose information concerning goods or services 

which was known at the time of the transaction if such failure to disclose such information was 

intended to induce the consumer into a transaction into which the consumer would not have entered 

had the information been disclosed.” 

84. As described above, PowerSchool has engaged in false, misleading, or deceptive 

acts or practices by failing to disclose information concerning goods or services which was known 

at the time of the transaction if such failure to disclose such information was intended to induce 

the consumer into a transaction into which the consumer would not have entered had the 

information been disclosed in violation of the DTPA.  

VIOLATIONS OF THE IDENTITY THEFT ENFORCEMENT PROECTION ACT 

85. Texas incorporates the foregoing allegations as if set forth fully herein. 

86. Tex. Bus. & Com. Code § 521.151 authorizes the Attorney General to bring an 

action in the name of the state against a person to restrain a violation of ITEPA by a temporary 

restraining order or by a permanent or temporary injunction, or to recover civil penalties for each 

violation. 
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Count V 

Failing to implement and maintain reasonable procedures, including taking any 
appropriate corrective action, to protect from unlawful use or disclosure any sensitive 

personal information collected or maintained in the regular course of business. 
 

87. Tex. Bus. & Com. Code § 521.052(a) requires businesses to “implement and 

maintain reasonable procedures, including taking any appropriate corrective action, to protect from 

unlawful use or disclosure any sensitive personal information collected or maintained by the 

business in the regular course of business.” 

88. As described above, PowerSchool has failed to implement and maintain reasonable 

security measures to protect from unlawful use or disclosure the sensitive personal information it 

collected or maintained in the regular course of business belonging to Texas schools, their teachers, 

and Texas school-aged children, in violation of the ITEPA. 

CIVIL PENALTIES 

86. Texas incorporates the foregoing allegations as if set forth fully herein. 

I. DTPA Civil Penalties 

86. The State of Texas is entitled to recover up to $10,000 for each violation of the 

DTPA. Tex. Bus. & Com. Code § 17.47(c)(1). 

87. Texas Bus. & Com. Code § 17.47(g) describes the six factors the trier of fact “shall 

consider” when determining the amount of civil penalties to impose: “(1) the seriousness of the 

violation, including the nature, circumstances, extent, and gravity of any prohibited act or practice; 

(2) the history of previous violations; (3) the amount necessary to deter future violations; (4) the 

economic effect on the person against whom the penalty is to be assessed; (5) knowledge of the 

illegality of the act or practice; and (6) any other matter that justice may require.” 
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88. PowerSchool’s current financial situation must also be considered by the jury when 

determining civil penalties to impose. See Tex. Bus. & Com. Code § 17.47(g)(3)-(4), (6).  

89. Texas is not required to allege injuries to bring claims seeking civil penalties under 

the DTPA. Tex. Bus. & Com. Code § 17.47(a) (creating a cause of action “[w]henever the 

consumer protection division has reason to believe that any person is engaging in, has engaged in, 

or is about to engage in any act or practice declared to be unlawful by [the DTPA] …”); see e.g. 

Holzman v. State, No. 13-11-00168-CV, 2013 WL 398935, at *3 (Tex. App.—Corpus Christi 

2013, pet. denied) (“Moreover, it is not necessary for the State to allege any injury to a [consumer] 

to recover the civil penalties it seeks in its live petition.”); see also Texas v. Colony Ridge, Inc., 

Civil Case No. CV-H-24-0941, 2024 WL 4553111, at *8 (S.D. Tex. 2024) (same).  

II. ITEPA Civil Penalties 

90. Tex. Bus. & Com. Code § 521.151(a) authorizes the attorney general to recover 

civil penalties “of at least $2,000 but not more than $50,000 for each violation.” 

91. PowerSchool failed to implement and maintain reasonable procedures, and failed 

to take appropriate corrective action to protect sensitive personal information collected or 

maintained by PowerSchool in the regular course of business resulting in the theft of 881,249 

Texans’ PII, SPI, and PHI in December of 2024. PowerSchool violated ITEPA for each and every 

Texan’s PII, SPI, and PHI exfiltrated. 

92. In the alternative, as described above, PowerSchool provided education technology 

software services to 1,750 Texas schools. PowerSchool has represented to Texas that 71% percent 

of Texas schools had data exfiltrated. Therefore, 1,242 Texas schools had Texans’ PII, SPI, and 

PHI exfiltrated and PowerSchool violated ITEPA for each and every school that had data 

exfiltrated. 
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TRIAL BY JURY 

93. Texas demands a jury trial. 

PRAYER FOR RELIEF 
 

NOW THEREFORE, the State respectfully prays that the Court enter a final judgment in 

its favor and issue an order the following: 

a. Finding that Defendants have violated §§ 17.46(a) and (b) of the DTPA by 

engaging in the false, misleading, or deceptive acts or practices alleged above; 

b. Finding that Defendants have violated § 521.052(a) of the Texas Identity Theft 

Enforcement and Protection Act by engaging in the unlawful acts and practices 

alleged above; 

c. Requiring Defendants to pay civil penalties of up to $10,000 per violation of the 

DTPA as authorized by Tex. Bus. & Com. Code § 17.47(c)(1); 

d. Requiring Defendants to pay at an additional penalty of between $2,000 and 

$50,000 for each violation of ITEPA as authorized by Tex. Bus. & Com. Code § 

521.151(a); 

e. Permanently enjoining Defendants from engaging in the above acts, practices, and 

conduct in trade or any other practice in violation of the DTPA or ITEPA, such 

injunctive relief being authorized by § 17.47 of the DTPA and § 521.151(b) of the 

ITEPA; 

f. Requiring Defendants to pay all attorneys’ fees and costs for the prosecution and 

investigation of this action, as authorized by Tex. Gov’t Code Ann. § 402.006(c); 

and 
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g. Ordering that the State be awarded any further relief to which it demonstrates 

entitlement under the law. 

Respectfully submitted, 
 

KEN PAXTON 
Attorney General of Texas 
 
BRENT WEBSTER 
First Assistant Attorney General 
 
RALPH MOLINA 
Deputy First Assistant Attorney General 
 
AUSTIN KINGHORN 
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erS
chool. This field stores the 

expiration date tied to the alert. 

A
lert_O

ther (ver3.6.1) 
Text

O
ne of m

any various alerts in Pow
erS

chool. This field stores the text tied 
to the alert. 

A
lert_O

therExpires (ver3.6.1) 
D

ate
O

ne of m
any various alerts in Pow

erS
chool. This field stores the 

expiration date tied to the alert. 

A
llow

W
ebA

ccess (ver3.6.1) 
Integer

W
hether to allow

 the parent user ID
 to log in to the parent/student page: 

1=
Yes 0=

N
o 

A
pplic_R

esponse_R
ecvd_D

ate
(ver3.6.1)

D
ate 

N
o longer used. A

pplication for free lunch response date. 

A
pplic_S

ubm
itted_D

ate (ver3.6.1) 
D

ate 
N

o longer used. A
pplication for free lunch date subm

itted. 

B
alance1 (ver3.6.1) 

R
eal 

Lunch balance. 

Tables 
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B
alance2 (ver3.6.1) 

R
eal 

B
eginning lunch balance for the year copied from

 balance 1 in the end-of-
year process. 

B
alance3 (ver3.6.1) 

R
eal

Fees balance. 

B
alance4 (ver3.6.1) 

R
eal

B
eginning fee balance for the year copied from

 balance 3 in the end-of-
year process. 

B
uilding (ver4.0.0) 

S
tring 10 

This field is necessary to capture the building value assigned in 
Pow

erS
cheduler to a student. This w

ill need to be m
oved from

 
S
tudents:S

ched_N
extYearB

uilding during the End-of-Year process. The 
field stores the text value of building (i.e. B

uilding 1) 

B
us_R

oute (ver3.6.1) 
S
tring 20 

The district nam
e for the students’ bus route. 

B
us_S

top (ver3.6.1) 
S
tring 20 

The stop num
ber at w

hich the student gets on and off the bus. 

C
am
pusID

 (ver3.6.1) 
Integer 

N
o longer used by application. This field m

ay still be referenced on 
reports and/or custom

 pages. 

C
ity (ver3.6.1) 

S
tring 50 

C
ity elem

ent of the students address. 

C
lassO

f (ver3.6.1) 
Integer

S
tores the calculated graduation class year. 

C
um

ulative_G
PA

 (ver3.6.1) 
R
eal 

The cum
ulative G

PA
 for the student as of the last tim

e G
PA

 calculations 
ran.

C
um

ulative_Pct (ver3.6.1) 
R
eal 

The cum
ulative percent G

PA
 for the student as of the last tim

e G
PA

 
calculations ran. 

C
ustom

 (ver3.6.1) 
Text 

This field holds all the students’ custom
 fields and their values in key-pair 

form
at separated by sem

icolons. 

C
ustom

R
ank_G

PA
 (ver3.6.1) 

R
eal

The rank for the student as of the last tim
e G

PA
 calculations ran based on 

their custom
 calculations. 

D
C
ID

 (ver4.0.0) 
Integer

U
nique identifier for this table. Indexed. 
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D
O

B
 (ver3.6.1) 

D
ate

D
ate of birth. 

D
istrictEntryD

ate (ver3.6.1) 
D

ate
A
 static field w

ith no coding used sim
ply to hold inform

ation entered by 
the district. 

D
istrictEntryG

radeLevel (ver3.6.1) 
Integer 

N
o longer used by application. This field m

ay still be referenced on 
reports and/or custom

 pages. 

D
istrictO

fR
esidence (ver3.6.1) 

S
tring 20 

The school district in w
hich the student physically lives. 

D
octor_N

am
e (ver3.6.1) 

S
tring 60 

N
am

e of the D
octor for the student. 

D
octor_Phone (ver3.6.1) 

S
tring 30 

Phone num
ber for the D

octor. 

Em
erg_C

ontact_1 (ver3.6.1) 
S
tring 60 

N
am

e
to contact in case of an em

ergency. 

Em
erg_C

ontact_2 (ver3.6.1) 
S
tring 60 

N
am

e
to contact in case of an em

ergency. 

Em
erg_Phone_1 (ver3.6.1) 

S
tring 30 

Phone num
ber for the first em

ergency contact. 

Em
erg_Phone_2 (ver3.6.1) 

S
tring 30 

Phone num
ber for the second em

ergency contact. 

Enroll_S
tatus (ver3.6.1) 

Integer
The enrollm

ent status of the student. 0=
C
urrently enrolled 1=

Inactive 
2=

Transferred out 3=
G

raduated. Indexed. 

Enrollm
entC

ode (ver3.6.1) 
Integer

This can be used for any special code that needs to be attached to an 
enrollm

ent. C
urrently, it is only used in A

Z
: 0=

N
one 1=

C
EC

A
 2=

C
EC

B
 

3=
O

pen Enrollm
ent 

Enrollm
entType (ver3.6.1) 

S
tring 2 

This is used to specify w
hat type of enrollm

ent the student has at this 
school. C

urrently, it is only used in A
Z
: M

=
M

ain A
=

A
ncillary 

Enrollm
ent_S

choolID
 (ver3.6.1)

Integer
This field holds the school ID

 value w
hen creating reenrollm

ent records. 

Enrollm
ent_Transfer_D

ate_Pend 
(ver3.6.1)

D
ate

D
ate of the Pending transfer of the student from

 the school. If 00/00/00 
then im

m
ediate transfer. 

Enrollm
ent_Transfer_Info (ver3.6.1) 

B
lob

B
lob containing one or m

ore com
m

ents regarding this transfer. 
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EntryC
ode (ver3.6.1) 

S
tring 10 

The code representing how
 or w

hy the student entered school. These 
codes are stored in G

en Table [6] cat=
entrycodes. These are set in school 

setup.

EntryD
ate (ver3.6.1) 

D
ate

The date the student enrolled in school for the current enrollm
ent. 

Indexed.

Ethnicity (ver3.6.1) 
S
tring 20 

H
eritage background of a student. The codes assigned here are stored in 

the G
en Table [6] C

at=
Ethnicity. These are set in school setup. 

Exclude_FR
_R

ank (ver3.6.1) 
B
oolean

True/False. Exclude from
 class rank. U

sed to keep particular students 
from

 counting in the class rank. This is often used for special education 
students.

ExitC
ode (ver3.6.1) 

S
tring 10 

The
code representing how

 or w
hy the student exited the school. These 

codes are stored in G
en Table [6] cat=

exitcodes. These are set in school 
setup.

ExitC
om

m
ent (ver3.6.1) 

Text
A
ny com

m
ents for the student exiting this school. 

ExitD
ate (ver3.6.1) 

D
ate

The date the student exited for the current/last enrollm
ent. This is the 

day after a student-attended class. For exam
ple, if the last day the 

student is in school is a W
ednesday, Thursday is the exit day. Indexed. 

FTEID
 (ver4.0.0) 

Integer
The internal num

ber for the FTE w
ith w

hich this record is associated. 
Indexed.

Fam
ily_Ident (ver3.6.1) 

S
tring 30 

N
o longer used by application. This field m

ay still be referenced on 
reports and/or custom

 pages. 

Father (ver3.6.1) 
S
tring 60 

N
am

e of students father. 

Father_S
tudentC

ont_guid (ver4.0.0) 
S
tring 32 

G
lobally U

nique Identifier for this table for S
IF com

pliancy. Indexed. 

Fee_Exem
ption_S

tatus (ver3.7.0) 
Integer

D
eterm

ines w
hat fees this student is exem

pt from
. V

alues are, 0 =
 

S
tudents N

ot Exem
pted1 =

 S
tudents Exem

pted from
 C

ourse Fees. 2 =
 

S
tudents Exem

pted from
 S

chool Fees 3 =
 S

tudents Exem
pted from

 A
ll 

Fees.
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First_N
am

e (ver3.6.1) 
S
tring 15 

S
tudents’ first nam

e. 

FullTim
eEquiv_obsolete (ver4.0.0) 

R
eal

C
hanged nam

e from
 FullTim

eEquiv 4.0. This colum
n is no longer used 

and instead FTEID
 is used. O

riginally, Full-tim
e equivalency to determ

ine 
if this is a full-tim

e or part-tim
e student. The largest num

ber for this w
ill 

usually be 1 and fractions are expressed as decim
als such as .5 or .25. 

G
ender (ver3.6.1) 

S
tring 2 

M
=

M
ale F=

Fem
ale. Indexed. 

G
radR

eqS
et (ver3.6.1) 

S
tring 3 

N
o longer used by application. This field m

ay still be referenced on 
reports and/or custom

 pages. 

G
radR

eqS
etID

 (ver3.6.1) 
Integer

The
graduation requirem

ents this student follow
s. Links to the ID

 on the 
G

radR
eq Table [37]. 

G
rade_Level (ver3.6.1) 

Integer
The grade the student is in. S

ince this is an integer: 0=
K
indergarten 1, -

2=
Preschool. Indexed. 

G
raduated_R

ank (ver3.6.1) 
Integer

C
lass rank upon the tim

e of graduation. 

G
raduated_S

choolID
 (ver3.6.1) 

Integer
S
tores the school num

ber the student graduated from
 so the user can 

search for him
 or her in the G

raduated S
tudents school. 

G
raduated_S

choolN
am

e (ver3.6.1) 
S
tring 60 

S
tores the nam

e of the school the student graduated from
 so the user 

can search for him
 or her in the G

raduated S
tudents school. 

G
uardianEm

ail (ver3.6.1) 
Text

Parent/guardian em
ail address. 

G
uardianFax (ver3.6.1) 

S
tring 30 

Parent/guardian fax num
ber. 

G
uardian_S

tudentC
ont_guid 

(ver4.0.0)
S
tring 32 

G
lobally U

nique Identifier for this table for S
IF com

pliancy. Indexed. 

H
om

e_Phone (ver3.6.1) 
S
tring 30 

H
om

e phone num
ber for the student. Indexed. 

H
om
e_R
oom

 (ver3.6.1) 
S
tring 60 

N
o longer used by application. This field m

ay still be referenced on 
reports and/or custom

 pages. 
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H
ouse (ver4.0.0) 

S
tring 10 

This field is necessary to capture the house value assigned in 
Pow

erS
cheduler to a student. This w

ill need to be m
oved from

 
S
tudents:S

ched_N
extYearH

ouse during the End-of-Year process. The field 
stores the text value of house (i.e. H

aw
thorne). 

ID
 (ver3.6.1) 

Integer
S
equential num

ber generated by the application, but uniqueness in the 
table is not guaranteed. Indexed. 

LD
A
PEnabled (ver4.3.0/5.0.7) 

Integer
U

sed for LD
A
P support. 

LastFirst (ver3.6.1) 
S
tring 35 

Last, First, M
i. Indexed. 

LastM
eal (ver3.6.1) 

S
tring 20 

S
tores the date of last lunch purchase. 

Last_N
am

e (ver3.6.1) 
S
tring 20 

S
tudents last nam

e. 

Locker_C
om
bination (ver3.6.1) 

S
tring 20 

N
o longer used by application. This field m

ay still be referenced on 
reports and/or custom

 pages. 

Locker_N
um
ber (ver3.6.1) 

S
tring 15 

N
o longer used by application. This field m

ay still be referenced on 
reports and/or custom

 pages. 

Log (ver3.6.1) 
Text

Place to w
rite notes about transferring students. 

LunchS
tatus (ver3.6.1) 

S
tring 3 

R
epresents the portion of lunch a student m

ust pay for: B
lank=

N
o status 

P=
Full pay R

=
R
educednt F=

Free E=
Exem

pt T=
Tem

porary FD
C
=

Free-D
C
. 

Lunch_ID
 (ver3.6.1) 

R
eal 

The students Pow
erLunch num

ber. Indexed. 

M
ailing_C

ity (ver3.6.1) 
S
tring 50 

C
ity part of the m

ailing address. 

M
ailing_S

tate (ver3.6.1) 
S
tring 2 

S
tate part of the m

ailing address. 

M
ailing_S

treet (ver3.6.1) 
S
tring 60 

S
treet address of the m

ailing address. 

M
ailing_Z

ip (ver3.6.1) 
S
tring 10 

The zip code in the students m
ailing address. 

M
em

bershipS
hare (ver3.6.1) 

R
eal

The am
ount of a student’s m

em
bership this school claim

s. If a student 
attends m

ore than one school each one w
ill only be able to claim

 a 
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certain portion of the m
em

bership. The largest num
ber for this w

ill 
usually be 1 and fractions expressed as decim

als. Like .5 or .25. 

M
iddle_N

am
e (ver3.6.1) 

S
tring 20 

S
tudent’s m

iddle nam
e. 

M
other (ver3.6.1) 

S
tring 60 

N
am

e of students m
other. 

M
other_S

tudentC
ont_guid (ver4.0.0) 

S
tring 32 

G
lobally U

nique Identifier for this table for S
IF com

pliancy. Indexed. 

N
ext_S

chool (ver3.6.1) 
Integer

The school the student w
ill be attending the next school year. It is likely 

this w
ill be the sam

e school. The inform
ation is stored as the internal ID

 
on the schools table for that school. 

PL_Language (ver3.6.1) 
S
tring 12 

Pow
erLink language, w

hich is either S
panish or English. 

Person_ID
 (ver 5.0.0) 

Integer
The related person in the R

elationship table. Indexed. 

Phone_ID
 (ver3.6.1) 

Integer
The num

ber for the student on Pow
erLink. Indexed. 

PhotoFlag (ver3.6.1) 
Integer 

S
et to 1 if a photo exists for this student. 

S
D
ataR

N
 (ver3.6.1) 

Integer
N

o longer used by application. This field m
ay still be referenced on 

reports and/or custom
 pages. 

S
S
N

 (ver3.6.1) 
S
tring 12 

S
tudents

S
ocial S

ecurity num
ber. Indexed. 

S
ched_LoadLock (ver5.0.0) 

B
oolean 

This field w
ill lock individual students’ schedules from

 Load. 

S
ched_LockS

tudentS
chedule 

(ver3.6.1)
B
oolean

True/False: True (selected)=
D

o not allow
 the schedule to be changed by 

Pow
erS

cheduler. False (deselected)=
S
chedule this student w

hen the 
scheduling engine is run. 

S
ched_N

extYearB
uilding (ver3.6.1) 

S
tring 10 

The building this student w
ill be in next year for schools w

ith m
ulti-

building needs. 

S
ched_N

extYearB
us (ver3.6.1) 

S
tring 20 

N
o longer used by application. This field m

ay still be referenced on 
reports and/or custom

 pages. 
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S
ched_N

extYearG
rade (ver3.6.1) 

Integer
The grade the student is going to be in next year. If the student is being 
retained, this should be the sam

e as the current grade level. 

S
ched_N

extYearH
om
eR
oom

(ver3.6.1)
S
tring 10 

N
o longer used by application. This field m

ay still be referenced on 
reports and/or custom

 pages. 

S
ched_N

extYearH
ouse (ver3.6.1) 

S
tring 10 

The house this student w
ill belong to next year. This is used for 

scheduling purposes. A
 house is m

ost often used for _school w
ithin a 

school_ type of scheduling. 

S
ched_N

extYearTeam
 (ver3.6.1) 

S
tring 10 

The team
 this student w

ill belong to next year. 

S
ched_Priority (ver3.6.1) 

Integer
Indicates w

hen you w
ant this student to be scheduled in relation to the 

other students. The low
er the num

ber, the sooner he or she is scheduled.

S
ched_S

cheduled (ver3.6.1) 
B
oolean

A
 flag indicating if this student has had a schedule built for them

. True 
m

eans they do have a schedule and another w
ill not be m

ade unless the 
engine is told to reschedule regardless of this flag. False, the engine w

ill 
build a schedule for this student next tim

e.  

S
ched_YearO

fG
raduation (ver3.6.1) 

Integer
Year of graduation. This changes if the student fails or skips a grade. 

S
choolEntryD

ate (ver3.6.1) 
D

ate
A
 static field w

ith no coding used to hold inform
ation entered by the 

district.

S
choolEntryG

radeLevel (ver3.6.1) 
Integer

G
rade level of the student for entering into this school. 

S
choolID

 (ver3.6.1) 
Integer

This ID
 is linked to the S

chool_N
um

ber from
 the S

chool table. Indexed. 

S
im

ple_G
PA

 (ver3.6.1) 
R
eal 

The sim
ple G

PA
 for the student as of the last tim

e G
PA

 calculations ran. 

S
im

ple_PC
T (ver3.6.1) 

R
eal 

The sim
ple percent G

PA
 for the student as of the last tim

e G
PA

 
calculations ran. 

S
tate (ver3.6.1) 

S
tring 2 

S
tate elem

ent of address. 

S
tate_EnrollFlag (ver3.6.1) 

B
oolean 

True/False. U
sed for state reporting to indicate he or she is enrolled at 

the state level. 
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S
tate_ExcludeFrom

R
eporting 

(ver3.6.1)
B
oolean

True/False. U
sed for state reports to exclude certain students from

 
reports. M

ost often, these w
ill be special education students w

ho are 
reported differently. 

S
tate_S

tudentN
um

ber (ver3.6.1) 
S
tring 32 

The state-assigned student num
ber for the student. In m

ost cases, this 
num

ber should stay the sam
e from

 school to school. 

S
treet (ver3.6.1) 

S
tring 60 

S
tudent’s street address. 

S
tudentPers_guid (ver4.0.0) 

S
tring 32 

G
lobally U

nique Identifier for this table for S
IF com

pliancy. Indexed. 

S
tudentPict_guid (ver4.0.0) 

S
tring 32 

G
lobally U

nique Identifier for this table for S
IF com

pliancy. Indexed. 

S
tudentS

chlEnrl_guid (ver4.0.0) 
S
tring 32 

G
lobally U

nique Identifier for this table for S
IF com

pliancy. Indexed. 

S
tudent_A

llow
W

ebA
ccess (ver3.6.1) 

Integer
A
llow

 student user w
ebID

 to log in to parent/student page: 1=
Yes 0=

N
o 

S
tudent_N

um
ber (ver3.6.1) 

R
eal

S
tudent N

um
ber assigned by the school. Indexed. 

S
tudent_W

eb_ID
 (ver3.6.1) 

S
tring 20 

The student user ID
 for logging in to Pow

erS
chool Parent. Indexed. 

S
tudent_W

eb_Passw
ord (ver3.6.1) 

S
tring

20
The passw

ord for S
tudent_W

eb_ID
. 

S
um

m
erS

choiolID
 (ver5.0.7) 

Integer
S
chool Identifer for this S

tudent’s S
um

m
er S

chool, if applicable. 

S
um

m
erS

choolN
ote (ver5.0.7) 

S
tring 80 

N
otes specific to this S

tudent’s S
um

m
er S

chool. 

TeacherG
roupID

 (ver3.6.1) 
Integer

N
o longer used by application. This field m

ay still be referenced on 
reports and/or custom

 pages. 

Team
 (ver4.0.0) 

S
tring 10 

This field is necessary to capture the team
 value assigned in 

Pow
erS

cheduler to a student. This w
ill need to be m

oved from
 

S
tudents:S

ched_N
extYearTeam

 during the End-of-Year process. 
S
ched_N

extYearTeam
 captures the record ID

 from
 the G

en table (C
at =

 
TeacherG

roups). C
urrent_Team

 cannot capture the ID
 since this record is 

part of Pow
erS

cheduler and m
ay be changed w

hen scheduling for a future 
year. A

n acceptable com
prom

ise is to capture the value instead (i.e. 
B
lue) and store this. 



D
ata D

ictionary Tables 

Tables 
232

C
o

lu
m

n
 N

am
e 

D
ata Typ

e 
D

escrip
tion

 

Track (ver3.6.1) 
S
tring 20 

A
-H

 or blank. This represents the tim
es of year a student goes to school. 

This is m
ost com

m
on w

ith year-round schools. 

TransferC
om

m
ent (ver3.6.1) 

Text
A
 text field for the school adm

inistrator to w
rite a note about the reason a 

student is being transferred. 

TuitionPayer (ver3.6.1) 
Integer 

This is an integer code used to represent the tuition status of a student. 
For A

Z
: 1=

S
tate-funded 2=

Privately paid or no tuition 

W
M
_A
ddress (ver3.6.1) 

S
tring 70 

N
o longer used by application. This field m

ay still be referenced on 
reports and/or custom

 pages. Indexed. 

W
M
_C
reateD

ate (ver3.6.1) 
D

ate
N

o longer used by application. This field m
ay still be referenced on 

reports and/or custom
 pages. 

W
M
_C
reateTim

e (ver3.6.1) 
Tim

e 
N

o longer used by application. This field m
ay still be referenced on 

reports and/or custom
 pages. 

W
M
_Passw

ord (ver3.6.1) 
S
tring 20 

N
o longer used. O

nly used in version fix m
ethod. 

W
M
_S
tatus (ver3.6.1) 

S
tring 10 

N
o longer used by application. This field m

ay still be referenced on 
reports and/or custom

 pages. 

W
M
_S
tatusD

ate (ver3.6.1) 
D

ate
N

o longer used by application. This field m
ay still be referenced on 

reports and/or custom
 pages. 

W
M
_TA
_D
ate (ver3.6.1) 

D
ate

N
o longer used by application. This field m

ay still be referenced on 
reports and/or custom

 pages. 

W
M
_TA
_Flag (ver3.6.1) 

S
tring 3 

N
o longer used by application. This field m

ay still be referenced on 
reports and/or custom

 pages. 

W
M
_Tier (ver3.6.1) 

Integer 
W

eb M
ail. N

o longer used. 

W
eb_ID

 (ver3.6.1) 
S
tring 20 

The parent user ID
 for logging in to Pow

erS
chool Parent. Indexed. 

W
eb_Passw

ord (ver3.6.1) 
S
tring

20
The parent passw

ord for logging in to Pow
erS

chool Parent. 
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C
o

lu
m

n
 N

am
e 

D
ata Typ

e 
D

escrip
tion

 

W
ithdraw

al_R
eason_C

ode (ver4.0.0) 
S
tring 3 

R
eason code provided w

hen a student w
ithdraw

s from
 school. 

Z
ip (ver3.6.1) 

S
tring 10

S
tudents zip code. 

S
tu

d
en

tS
ch

ed
u

lin
g

R
esu

lts (ver5
.0

.0
) 

This table w
ill be used to com

pute grade level percent schedules, school level percent schedules and to serach the students 
based on the percent schedules. In addition, this table can be used to com

pare the scheduling results betw
een different builds.

C
o

lu
m

n
 N

am
e 

D
ata Typ

e 
D

escrip
tion

 

B
uildID

 (ver5.0.0) 
Integer 

B
uild identifier associated w

ith these results.  

C
oreS

lots (ver5.0.0) 
Integer

N
um

ber of core slots scheduled for this student. 

D
C
ID

 (ver5.0.0) 
Integer

U
nique identifier for this table. Indexed. 

EnrolledS
lots (ver5.0.0) 

Integer
N

um
ber

of slots scheduled for this student. 

ID
 (ver5.0.0) 

Integer
S
equential num

ber generated by the application, but uniqueness in the 
table is not guaranteed. Indexed. 

Prim
eR

eqS
atisfied (ver5.0.0) 

Integer
N

um
ber of prim

ary requests satisfied. 

TotalR
equests (ver5.0.0) 

Integer
N

um
ber

of course requests of this student. 

TotalR
eqS

atisfied (ver5.0.0) 
Integer

N
um

ber of requests satisfied including alternates. 

S
tudentID

 (ver5.0.0) 
Integer

The internal num
ber for the student w

ith w
hich this record is associated. 

Indexed.

S
tu

d
en

tTest (ver3
.6

.1
) 

Lists all the tests a student has taken. 

C
o
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m

n
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e 

D
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e 
D
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PowerSchool DPA – Texas 

STUDENT DATA PRIVACY AGREEMENT 

STATE: TEXAS

PROCESSOR: PowerSchool Group, LLC 























 
 
 

EXHIBIT “A” 
DESCRIPTION OF SERVICES 

The description of the PowerSchool products can be found at:  

 

https://www.powerschool.com/wp-content/uploads/PowerSchool-Service-Agreements/EXHIBIT_A_Product_Descriptions.pdf 

 

 

 
 



 
 
 

EXHIBIT “B” 
SCHEDULE OF DATA 

The data elements for the PowerSchool products can be found at:  
 

https://www.powerschool.com/wp-content/uploads/PowerSchool-Service-
Agreements/EXHIBIT_B_Total.pdf 
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BR-0004310
 

Data Breach ID BR-0004310 Owner Melissa de Pau Drousche

Status Published at AG website Submitted by CPD

Published at AG
website Date

5/22/2025 Published at AG 12
months

5/22/2026

Unpublish Date 5/22/2026 Will Unpublish In Less
Than 30 Days

PART A - IDENTIFYING INFORMATION OF ENTITY THAT EXPERIENCED THE BREACH

Report Type Supplemental 150 Parkshore Dr.

PowerSchool Group LLC Folsom

Type of Business or
Organization

Business - Sales of Goods or Services State California

Other - Please
describe

  95630

     

PART B - DETAILED DESCRIPTION OF THE NATURE AND CIRCUMSTANCES OF THE BREACH

12/28/2024 Types of Breach Systems breach – Credential
compromise

12/19/2024 Location of Breached
Information

Cloud Storage

End date of breach 12/28/2024 Information Encrypted No

Types of Personal
Information Involved

Name of individual; Address; Social
Security Number Information; Medical
Information; Date of Birth

Encryption Keys
Compromised

 

PART C - MEASURES TAKEN BY THE PERSON OR ENTITY REGARDING THE BREACH

Yes  

Method of Notice Email; Posted at company website or
special website

Number of Texas
Notified by Mail

 

Additional measures
to be taken

Enhanced Data Security Measures; Offer
of Credit Monitoring to affected
individuals

Number of Texas
Notified by Email

881,249

Planned Notification
Date

     

PART D - NUMBER OF RESIDENTS OF THIS STATE AFFECTED BY THE BREACH

Number of Texans
affected by the breach

881,249 Total Number of
Individuals Affected

48,469,371

Business or
Organization Mailing

Address

Business or
Organization Name

Business or
Organization City

Business or
Organization Zip Code

Business or
Organization Website

Date breach
discovered

Start date of breach

Notice of Breach
provided to
consumers

Notice delayed
because of a Law

Enforc ?

6/23/25, 12:36 PM BR-0004310 ~ Salesforce - Unlimited Edition

https://oag.my.salesforce.com/a49cs000000RSZhAAO/p 1/2

javascript:window.close%28%29%3B
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PART E - NOTIFIED ANOTHER LAW ENFORCEMENT AGENCY

Law Enforcement
Agency Notified

Yes Name of Agency
Representative

Doug Domin

Name of Agency FBI Email of Agency
Representative

djdomin@fbi.gov

Phone Number of
Agency representative

     

PART F - Submitter Information

Submitter Name Edward McNicholas Submitter Phone 2025084779

Submitter Address 2099 Pennsylvania Avenue NW Submitter Email edward.mcnicholas@ropesgray.com

Submitter City Washington Submitter
Relationship

Attorney

Submitter State District of Columbia Submitter Zip Code 20006

Follow-up Information

Follow-up Contact
Name

Edward McNicholas Follow-up Contact
Address

2099 Pennsylvania Avenue NW

Follow-up Contact
Phone Number

2025084779 Follow-up Contact
City

Washington

Follow-up Contact
Email

edward.mcnicholas@ropesgray.com Follow-up Contact
State

District of Columbia

Follow-up
Relationship

Attorney Follow-up Contact Zip
code

20006

Signature

Statement agreement Signature Full Name Edward McNicholas

System Information

Created By Data Security Breach Reporting system
Site Guest User, 5/20/2025, 10:29 PM

Last Modified By Jared Anthony, 5/22/2025, 7:38 AM

Data Security Breach Report History
5/22/2025, 7:38 AM

User Jared Anthony

Action Changed Unpublish Date to 5/22/2026. Changed Published at AG website Date to 5/22/2025. Changed
Status from Pending Review to Published at AG website.

5/20/2025, 10:29 PM
User Data Security Breach Reporting system Site Guest User

Action Created.

Copyright © 2000-2025 salesforce.com, inc. All rights reserved.
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BR-0004072
 

Data Breach ID BR-0004072 Owner Melissa de Pau Drousche

Status Unpublished from AG Website Submitted by CPD

Published at AG
website Date

1/29/2025 Published at AG 12
months

1/29/2026

Unpublish Date 1/29/2026 Will Unpublish In Less
Than 30 Days

PART A - IDENTIFYING INFORMATION OF ENTITY THAT EXPERIENCED THE BREACH

Report Type Initial 150 Parkshore Dr.

PowerSchool Group LLC Folsom

Type of Business or
Organization

Business - Sales of Goods or Services State California

Other - Please
describe

  95630

     

PART B - DETAILED DESCRIPTION OF THE NATURE AND CIRCUMSTANCES OF THE BREACH

12/28/2024 Types of Breach Systems breach – Credential
compromise

12/19/2024 Location of Breached
Information

Cloud Storage

End date of breach 12/28/2024 Information Encrypted No

Types of Personal
Information Involved

Name of individual; Address; Social
Security Number Information; Medical
Information; Date of Birth

Encryption Keys
Compromised

 

PART C - MEASURES TAKEN BY THE PERSON OR ENTITY REGARDING THE BREACH

No No

Method of Notice   Number of Texas
Notified by Mail

 

Additional measures
to be taken

Enhanced Data Security Measures; Offer
of Credit Monitoring to affected
individuals

Number of Texas
Notified by Email

 

Planned Notification
Date

1/29/2025    

PART D - NUMBER OF RESIDENTS OF THIS STATE AFFECTED BY THE BREACH

Number of Texans
affected by the breach

790,362 Total Number of
Individuals Affected

0

Business or
Organization Mailing

Address

Business or
Organization Name

Business or
Organization City

Business or
Organization Zip Code

Business or
Organization Website

Date breach
discovered

Start date of breach

Notice of Breach
provided to
consumers

Notice delayed
because of a Law

Enforc ?

6/23/25, 12:36 PM BR-0004072 ~ Salesforce - Unlimited Edition

https://oag.my.salesforce.com/a49cs000000DykjAAC/p 1/3
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PART E - NOTIFIED ANOTHER LAW ENFORCEMENT AGENCY

Law Enforcement
Agency Notified

Yes Name of Agency
Representative

Doug Domin

Name of Agency FBI Email of Agency
Representative

djdomin@fbi.gov

Phone Number of
Agency representative

     

PART F - Submitter Information

Submitter Name Edward McNicholas Submitter Phone 2025084779

Submitter Address 2099 Pennsylvania Avenue NW Submitter Email edward.mcnicholas@ropesgray.com

Submitter City Washington Submitter
Relationship

Attorney

Submitter State District of Columbia Submitter Zip Code 20006

Follow-up Information

Follow-up Contact
Name

Edward McNicholas Follow-up Contact
Address

2099 Pennsylvania Avenue NW

Follow-up Contact
Phone Number

2025084779 Follow-up Contact
City

Washington

Follow-up Contact
Email

edward.mcnicholas@ropesgray.com Follow-up Contact
State

District of Columbia

Follow-up
Relationship

Attorney Follow-up Contact Zip
code

20006

Signature

Statement agreement Signature Full Name Edward McNicholas

System Information

Created By Data Security Breach Reporting system
Site Guest User, 1/27/2025, 9:11 PM

Last Modified By Jared Anthony, 5/22/2025, 7:37 AM

Data Security Breach Report History
5/22/2025, 7:37 AM

User Jared Anthony
Action Changed Status from Published at AG website to Unpublished from AG Website.

1/29/2025, 9:14 AM
User Jared Anthony

Action Changed Unpublish Date to 1/29/2026. Changed Published at AG website Date to 1/29/2025. Changed
Status from Pending Review to Published at AG website.

1/29/2025, 9:14 AM
User Jared Anthony

Action Deleted 1/29/2026 in Unpublish Date. Deleted 1/29/2025 in Published at AG website Date. Changed Unpublish
Date to 1/29/2026. Changed Published at AG website Date to 1/29/2025.

1/27/2025, 9:11 PM
User Data Security Breach Reporting system Site Guest User

Action Created.

6/23/25, 12:36 PM BR-0004072 ~ Salesforce - Unlimited Edition

https://oag.my.salesforce.com/a49cs000000DykjAAC/p 2/3
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